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Abstract—Undeniable signatures, introduced by Chaum
and van Antwerpen, require a verifier to interact with the
signer to verify a signature, and hence allow the signer
to control the verifiability of his signatures. Convertible
undeniable signatures allow the signer to convert unde-
niable signatures into ordinary signatures. In this paper
we propose some extended variants of the famous Diffie-
Hellman assumption on bilinear group system, then design
a new convertible undeniable signature scheme and provide
proofs for all relevant security properties based on the new
assumption in the random oracle model. The advantages of
our scheme are the short length of the signatures, the low
computational cost of the signature, the receipt generation
and the provable security.

Index Terms—convertible undeniable signature, provable
security, bilinear pairing

I. INTRODUCTION

The two most important properties of ordinary digital
signatures are nonrepudiation and universal verifiability.
Non-repudiation guarantees that a signer cannot deny his
or her commitment to a message or a contract at a later
time, and the property of universal verifiability allows
everybody to check the correctness of a signature. For
privacy reasons, it is preferable, in many applications,
that the verification of signatures be controlled or (at least)
limited by the signer. Therefore, the concept of undeniable
signatures was introduced by Chaum and van Antwerpen
[1]. In this setting, the verification (and the denial) of
a signature requires the cooperation of the signer. And
non-repudiation is still guaranteed, since the signer cannot
convince the verifier that a correct signature is invalid or
that an incorrect signature is valid.

The security of the protocol in [1] relies on the discrete
logarithm problem, but suffers from the fact that the

This work is partially supported by National Natural Science Foun-
dation of China (No.61202475) and Humanities and Social Science
Research Project of the Ministry of Education (11YJCZH039). Cor-
responding Author, Fei Li.

interactive protocols were not zero-knowledge. One year
later, Chaum improved significantly the initial proposal by
providing a zero-knowledge version in [2]. In 1991, the
concept has been refined by giving the possibility to trans-
form an undeniable signature into a self-authenticating
signature. These convertible undeniable signatures, pro-
posed in [3] by Boyar, Chaum, Damgard and Pedersen,
provide individual and universal conversions of the signa-
tures. Unfortunately, this ElGamal like scheme has been
broken in 1996 by Michels, Petersen, and Horster [5]
who proposed a repaired version with heuristic security.
Since then, many schemes have then been proposed, based
upon classical signatures, such as Schnorr [6], ElGamal
[7] and RSA [8]–[10]. In 2004, Monnerat and Vaudenay
[11] proposed short undeniable signatures based on the
computation of characters which do not provide the
conversion property. In 2005, Laguillaumie and Vergnaud
[12] presented a new efficient convertible undeniable sig-
nature scheme based on bilinear maps. Its unforgeability
is tightly related, in the random oracle model, to the
computational Diffie-Hellman problem and its anonymity
to a non-standard decisional assumption. Convertible un-
deniable signatures have given rise to many applications
in cryptography [3], [13], [14]. In 2006, Kurosawa and
Takagi [15] proposed a new approach for selectively
convertible undeniable signature Schemes, and presented
two efficient schemes based on RSA. In 2007, Yue et
al. [16] constructed a new convertible signature without
random oracles based Waters signature scheme. In 2008,
Aimani et al. [17] gave two specific approaches for build-
ing universally convertible undeniable signatures from a
large class of pairing-based signatures. In 2009, Huang
and Wong [18] proposed a new efficient construction of
fully functional convertible undeniable signature, which
supports both selective conversion and universal conver-
sion, and is immune to the claimability attacks. In 2010,
Phong et al. [19] proposed two convertible undeniable
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signature schemes satisfying anonymity in the standard
model. In 2010, Kikuchi et al. [20] proposed a framework
for constructing convertible undeniable signatures from
weakly-secure standard signatures, and presented a con-
crete instantiation employing a standard signature scheme
proposed at Eurocrypt’09. In 2011, Schuldt and Matsuura
[21] presented an updated definition and security model
for schemes allowing delegation, and highlight a new
essential security property, token soundness and proposed
a new convertible undeniable signature scheme satisfying
this security. In 2012, Zhao and Ye [22] proposed a cer-
tificateless undeniable signature scheme based on bilinear
maps.

From the above survey, it is obvious that the design-
ing of provably secure convertible undeniable signature
scheme with high efficiency and short length has been
a cryptographic task full of challenge. Motivated by this
challenge, we propose a new convertible undeniable sig-
nature scheme which can be seen as the natural extension
of the BLS short signature scheme [23] and the unde-
niable signature in [1]. Like the convertible undeniable
signature scheme in [12], our scheme also use non-
standard computational number theory assumption rela-
tive to the so-called xyz-Diffie-Hellman problem. Howev-
er, our generalization and extension of the Diffie-Hellman
assumption on bilinear groups seems more natural and the
resulting convertible undeniable scheme is more compat-
ible to the atomic digital signature (BLS short signature)
and more efficient in computation and size. Additionally,
our proving technique is also different from that of [12].
In all, our scheme has the following advantages over its
counterparts : short length, computational efficiency, both
universally and individually convertibility, and provable
security in the random oracle model [24].

The rest is organized as follows. In Section 2, we
review some mathematical background including bi-
linear maps, the number-theoretic problems underlying
our scheme and designated-verifier noninteractive zero-
knowledge proof system. Specially, we gradually extend
the famous Diffie-Hellman assumption to a new but less
standard one — one-more tripartite-Diffie-Hellman prob-
lem — for the provable security. We recall the formaliza-
tion of convertible undeniable signature scheme and its
security model in Section 3. In Section 4, we describe
our new convertible undeniable signature scheme. And
then we prove its security in the random oracle model in
Section 5. At last, we give the conclusion.

II. PRELIMINARY

A. Bilinear Map

Recently, bilinear pairings have found various applica-
tions in cryptography and have allowed us to construct
many new cryptographic schemes [25]–[28]. Our con-
vertible undeniable signature scheme are also based on
such generally applied cryptographic primitive — bilinear
map. We now recall some definition relative to the bilinear
group systems.

Definition 1. (Bilinear group system). A bilinear group
system is a tuple (q, P1, P2, gT ,G1,G2,GT , e, ψ) where q
is a prime number, G1,G2,GT are groups of order q with
efficiently computable inner laws, G1 = 〈P1〉, G2 = 〈P2〉,
GT = 〈gT 〉, the bilinear map e : G1 × G2 → GT is an
efficiently computable map such that for all x, y ∈ Z

∗
q ,

e(xP1, yP2) = e(P1, P2)
xy holds and e(P1, P2) �= 1 and

ψ : G2 → G1 is an efficiently computable isomorphism
with ψ(P2) = P1.

Definition 2. (Bilinear group system generator).
A bilinear group system generator is a probabilis-
tic algorithm BGSG that takes as input a security
parameter 1k and outputs a bilinear group system
(q, P1, P2, gT ,G1,G2,GT , e, ψ)

R←− BGSG(1k) such
that q is a k-bit prime number.

B. Computational Problems in Bilinear Group Systems
We now give the description of some complexity as-

sumptions.
Computational Co-Diffie-Hellman (Co-CDH) Given a
tuple of (xP2, V ) ∈ G2 ×G1, compute xV ∈ G1.
Computational Co-Tripartite-Diffie-Hellman (CCTD-
H) Given group elements (xP2, yP2, V ) ∈ G

2
2 × G1,

compute xyV ∈ G1.
Decisional Co-Tripartite-Diffie-Hellman (DCTDH)
Given a tuple of group elements (xP2, yP2, V, V

′) ∈
G

2
2 ×G

2
1, decide whether V ′ = xyV .

The designing of our new undeniable signature is main-
ly based upon the observation on the above pair of prob-
lems (CCTDH and DCTDH) which just correspond to the
authenticity and the privacy of our scheme. However, for
provable security of our scheme, we need more formal
and stronger assumption than the above “naked” ones. In
[12], the so-called xyz-Diffie-Hellman (computational and
decisional) problems similar to the above problems are
proposed. They discussed the corresponding assumptions
and proposed a new protocol of undeniable signature
according to the similar idea to us. However, in this
paper, we propose a seemingly more common extension
of DCTDH and hence get more efficient, more compact
and shorter undeniable signature.

For provable security of some cryptographic primitives
and more efficiency, we often turn to some stronger
assumption. The “one-more” variants of some standard
assumption have been applied to prove the security of
many cryptographic primitives which have only heuristic
security before. For example, these one-more variants,
including one-more RSA, one-more discrete logarithm,
one-more Diffie-Hellman, have been used to prove the
security of a series of transitive signature schemes [29]
and identification schemes [30]. So we can see that one-
more variants of some standard assumption are becoming
very natural extension and forceful cryptographic tools
in the field of provable security. Similarly, to attain
the provable security (here the invisibility) instead of
heuristic security and more efficiency, we naturally extend
the above DCTDH assumption to the one-more variant
formally defined as follows.
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Definition 3 (One-more Decisional Co-Tripartite-D-
iffie-Hellman (1m-DCTDH)). Let the bilinear group
system (q, P1, P2, gT ,G1,G2,GT , e, ψ)

R←− BGSG(1k)
be public parameters. Let x, y be two random element of
Z
∗
q and let X = xP2, Y = yP2. In addition to X,Y , the

adversary A has access to two oracles:
• Target oracle T G T G first gets a random bit b

by tossing a coin. If b = 0, T G selects and returns
two random and independent points (V, V ′) ∈R G

2
1

; otherwise, it first selects a random point V ∈ G1

and then return (V, V ′) with V ′ = xyV .
• Helper oracle HO On a query of V ∈ G1, HO

return (xyV, yV ) ∈ G
2
1.

Let qT , (resp. qH ) be the number of queries A made to
the target (resp. helper) oracles. The advantage of the
adversary attacking 1m-DCTDH is defined as

Adv1m−DCTDH
BGSG,A = |Adv0 − 1/2|

where Adv0 is defined as the probability of A to output a
set W of, say, l tuples ((V1, V

′
1 , b1), · · · , (Vl, V

′
l , bl)) such

that for all 1 ≤ i ≤ l, (Vi, V
′
i ) is the output of the target

oracle T G, bi = 1 if V ′
i = xyVi and bi = 0 otherwise,

all Vi are distinct and (l − 1) = qH < qT .
The 1m-DCTDH assumption states that there is

no polynomial-time adversary A with non-negligible
Adv1m−DCTDH

BGSG,A .

Informally, the above assumption states that it is com-
putationally infeasible for an adversary without the secret
keys to present all right answers to even 1 more ran-
dom challenges (whether a target output (V, V ′) satisfies
V ′ = xyV ) than the times of the accesses to the helper
oracle.

C. Proof of equality or inequality of two discrete loga-
rithms

Let (G,+) and (H, ·) be two groups of the same prime
order q and let P and g be generators of G and H

(respectively). What we need in this paper are the non-
interactive proof of equality (resp. inequality) of the dis-
crete logarithm of Y ∈ G in base P and the one of y ∈ H

in base g denoted by NIPK(a : y = ga
∧

Y = aP )
(resp. NIPK(a : y �= ga

∧
Y = aP )). In [33], two

efficient non-interactive zero-knowledge (in the random
oracle model) proof systems of equality and inequality
of two discrete logarithms are presented where G = H.
However, it is trivial to extend both protocols to the more
general case of G �= H.

In general, a 3-move honest-verifier zero-knowledge
(HVZK) protocol can be transformed to a more efficient
noninteractive protocol by using the Fiat-Shamir trans-
formation [4]. Such noninteractive protocols for proof of
equality or inequality of two discrete logarithms are as
follows [33] (H ′ is abused to denote some random oracle
corresponding to the context and note that if the oracle
H ′ can be controlled, the valid transcript can be simulated
for any pair (y, Y )):

NIPK(a : y = ga
∧

Y = aP )

P : r R←− Zq ,
z = gr,
Z = rP ,
c = H ′(z, Z),
d = r + ca mod q

V : Given z, Z, d, checks whether
gd = zyc,
dP = Z + cY .

NIPK(a : y �= ga
∧

Y = aP ) [31]

P : s, r, r′ R←− Zq ,
w = (ga/y)s,
Z = rP − r′Y ,
z = gr/(yr

′
)

c = H ′(w, z, Z),
d = r + cas mod q,
d′ = r′ + cs mod q

V : Given w, z, Z, d, d′, checks whether
w �= 1,
gd/(yd

′
) = zwc,

dP − d′Y = Z.

To overcome universal verifiability of the above proto-
cols, designated-verifier technique was introduced in [32]
by Jakobsson et al. In a designated-verifier confirmation
proof, the signer proves that “NIPK(a : y = ga

∧
Y =

aP )” or “he knows the verifier’s secret key”. In other
words, the verifier is able to produce such a valid proof
himself using his secret key. By using the designated-
verifier technique, one can thereby prevent illegal copies
of the proof. Using the technique shown in [34], a
designated-verifier proof can be constructed for a public-
secret key pair of any well-known public key system. The
obtained NIPK proof is zero-knowledge in the random
oracle model. And we denote such designated-verifier
variants of the above two protocols as DV PK(a : y =
ga

∧
Y = aP ) and DV PK(a : y �= ga

∧
Y = aP )

respectively.
We do not give the concrete NIZK designated-verifier

confirmation and disavowal protocols since different pro-
tocols are associated with different public key systems
used by the verifier.

III. FORMAL DEFINITION AND SECURITY MODEL

In this section, we follow [12] to present the formal
definition and security model for convertible undeniable
signature schemes.

A. Definition

Definition 4 (Convertible Undeniable Signature [12]).
Given an integer k, a convertible undeniable signature
scheme CUS with security parameter k is defined by the
following:

1) common parameter generation algorithm
CUS.Setup: it is a probabilistic algorithm
which takes as input 1k and outputs the public
parameters;

2) key generation algorithm CUS.KeyGen: it is
a probabilistic algorithm which takes as inputs
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the public parameters and outputs a pair of keys
(pk, sk);

3) signing algorithm CUS.Sign: it is a probabilistic
algorithm which takes as inputs a message m, a
secret key sk, and the public parameters. The output
σ is a convertible undeniable signature on m ;

4) confirming/denying protocols CUS.{Confirm,
Deny}: they are protocols which take as inputs a
message m, a bit string σ, a pair of keys (pk, sk)
and the public parameters. The output is a (possi-
bly non-interactive) non-transferable proof that σ
is actually a valid/invalid convertible undeniable
signature on m with respect to the key pk. Note that
we will use designated verifier NIZK proof system
in our scheme;

5) individual receipt generation algorithm CUS.
IReceipt: it is an algorithm which takes as inputs,
a message m, a bit string σ, a secret key sk and the
public parameters. It outputs an individual receipt
σ̃ which makes it possible to universally verify
whether σ is valid or not;

6) verifying algorithm for individually converted
signature CUS.IV erify: it is a deterministic al-
gorithm which takes as inputs, a message m, a
bit string σ, a bit string σ̃, the signer’s public
key pk, and the public parameters. It tests whether
σ̃ is a valid individual receipt with respect to σ
and the public key pk. If it does, the algorithm
states whether σ is a valid convertible undeniable
signature on m with respect to the key pk or not,
else it outputs Error;

7) universal receipt generation algorithm
CUS.UReceipt: it is a deterministic algorithm
which takes as inputs, a secret key sk, and the
public parameters and outputs a universal receipt
I which makes it possible to universally verify all
convertible undeniable signature σ with respect to
pk;

8) verifying algorithm for universally converted
signature CUS.UV erify: it is a deterministic
algorithm which takes as inputs, a message m, a
bit string σ, a public key pk, a bit string I and
the public parameters. It tests whether I is a valid
universal receipt with respect to the key pk. If it
does, it states whether σ is a valid convertible
undeniable signature on m with respect to the key
pk or not, else it outputs Error;

and must satisfy the following properties :

1) completeness and soundness: the confirming
and denying protocols and the verifying algorithms
are complete and sound, where completeness means
that valid (invalid) signatures can always be proved
valid (invalid), and soundness means that no valid
(invalid) signature can be proved invalid (valid);

2) unforgeability: given a public key pk, it is compu-
tationally infeasible, without the knowledge of the
corresponding secret key to produce a convertible
undeniable signature which is accepted by the ver-

ification algorithms or by the confirming protocols;
3) Invisibility: It is computationally infeasible to de-

termine whether a given message-signature pair is
valid for a given user without the help of the signer.

4) non-transferability: a verifier participating in an
execution of the confirming/denying protocols does
not obtain information that could be used to con-
vince a third party about the validity/invalidity of a
signature.

B. Security model

In the following definition, we assume that the adver-
sary (A or D) is allowed to query a receipt generating
oracle Υ and a confirming/denying oracle Ξ on any
couple message/ signature of his choice, in addition to the
classical access to the signing oracle Σ and to the random
oracle H . For more description, we refer reader to [12].
For one standard signature scheme, the adaptive chosen-
message attack is the most powerful attack possible for
an enemy who is restricted to using the signature scheme
in a natural manner. The following definition 5 for CUS
signatures is one variant of the chosen message attack for
the standard signatures.

Definition 5 (Unforgability [12]). Let CUS be a convert-
ible undeniable signature scheme and let A be an EF-
CMA-adversary against CUS. We consider the following
random experiment, where k is a security parameter:

params
R←− CUS.Setup(k),

(pk, sk)
R←− CUS.KeyGen(params)

(m∗, σ∗) ← AH,Σ,Υ,Ξ(params, pk),
Return b ← CUS.UV erify(params, pk,m∗, σ∗, I)

We define the success of the adversary A, via
Succef−cma

CUS,A (k) = Pr[b = “valid”]. (Note that it is
trivial to require that Σ is not queried on m∗).

Given k ∈ N and ε ∈ [0, 1], the scheme CUS is said to
be ε-EF-CMA secure, if no EF-CMA-adversary A has a
success probability Succef−cma

CUS,A (k) ≥ ε(k).

Definition 6 (Invisibility [12]). Let CUS be a convert-
ible undeniable signature scheme and let D be an Inv-
CMA-adversary against CUS. We consider the following
random experiment, where k is a security parameter:

params
R←− CUS.Setup(k),

(pk, sk)
R←− CUS.KeyGen(params)

m∗ R←− DH,Σ,Υ,Ξ(params, pk),
b

R←− {0, 1}
If b = 1, σ∗ ← CUS.Sign(sk,m∗),
else σ∗ R←− S where S is the signature space
return b′ ← DH,Σ,Υ,Ξ(params, pk,m∗, σ∗)
where no query of m∗ to Σ or (m∗, σ∗) to Υ or Ξ
is allowed.

The distinguisher D wins the game if b′ = b. D’s ad-
vantage in this game is defined to be AdvInv−cma

CUS,D (k) =

|Pr[b′ = b]− 1
2 |
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Given k ∈ N and ε ∈ [0, 1], the scheme CUS is said to
be ε-Inv-CMA secure, if no Inv-CMA-adversary D has a
success AdvInv−cma

CUS,D (k) ≥ ε(k)

IV. NEW CONVERTIBLE UNDENIABLE SIGNATURE
SCHEME

In this section, we present a new convertible undeniable
signature scheme based on bilinear paring. This scheme
consists of the following polynomial time algorithms.

• Setup: Let k be a security parameter, BGSG be
a bilinear group system generator and param =
(q, P1, P2, gT ,G1,G2,GT , e, ψ) be some output of
BGSG(k). Let H : {0, 1}∗ → G1 be a crypto-
graphic hash function. And let H ′ be another cryp-
tographic hash function which will be used in Fiat-
Shamir transformation for constructing designated-
verifier noninteractive zero knowledge protocols of
Confirming/denying in the later.

• KeyGen: Alice picks randomly two integers x, y ∈
Z
∗
q and computes the points X = xP2 and Y = yP2.

Alice’s public key is the pair (X,Y ) and her secret
key is (x, y).

• Sign: Given a message m ∈ {0, 1}∗, Alice computes
the undeniable signature σ = xyH(m).

• Confirm / Deny: Given a message m and a
signature σ, Alice can confirm or deny σ with
the following designated-verifier noninteractive zero-
knowledge proof of knowledge:
DV PK(y : e(σ, P2) = e(H(m), X)y

∧
Y = yP2)

or
DV PK(y : e(σ, P ) �= e(H(m), X)y

∧
Y = yP2)

• IReceipt: Given a message m ∈ {0, 1}∗ and a
putative signature σ on m, Alice computes the point
σ2 = yH(m) ∈ G1. The individual receipt with
respect to σ is σ2.

• IVerify: Given a message m ∈ {0, 1}∗, a putative
signature σ on m and a putative individual receipt
σ2 on σ, the validity of the receipt is decided by
checking whether e(σ2, P2) = e(H(m), Y ) or not.
If σ2 is valid, then the validity of σ is decided by
checking whether e(σ, P2) = e(σ2, X) or not.

• UReceipt: Alice publishes the point I = xyP2.
• UVerify: The validity of the universal receipt I is de-

cided by verifying that e(ψ(X), Y ) = e(ψ(I), P2).
If it is valid, given a signature σ on a message m ∈
{0, 1}∗ and I , everyone checks the validity of this
signature by verifying that e(σ, P2) = e(H(m), I).

Efficiency considerations. Compared with other con-
vertible undeniable signature schemes, our scheme has
a number of advantages. As a natural extension of the
shortest signature scheme BLS signature [23], our signa-
ture scheme inherited the shortest length and only consists
in an element of G1. Therefore, the size of the signature
is only 160 bits. Furthermore, a receipt (individual and
universal) is also an element of G2 or G1. From an
efficiency point of view, the signature generation and the
individual and universal receipts generation algorithms

require only one exponentiation as the most expensive
operation. Unfortunately, it turns out that the signature
verification is slightly more time consuming, as it requires
some pairing evaluations.

V. SECURITY PROOF

Since the protocols of confirmation and denying are
designated-verifier noninteractive zero-knowledge, it is
obvious that our convertible undeniable signature satisfies
the completeness, soundness and non-transferability. Now,
it remains to prove the security of unforgeability and
invisibility.

On one hand our convertible undeniable signature
scheme is more efficient, shorter than the state-of-the-
art convertible undeniable signature in [12]. On the other
hand, our proving technique is also different from that
of them. With respect to the proving of unforgeability,
the different technique makes us to avoid the random salt
in the scheme at the price of a slightly less reduction
efficiency. When it comes to the proving of invisibility,
our reduction between invisibility and the 1m-DCTCD is
perfect and our method to extend the standard assumption
are more commonly used in literature.

Theorem 1 (Unforgeability). The new convertible unde-
niable scheme is EF-CMA-secure in the random oracle
model if the Co-CDH problem is hard.

Proof. In this proof, we will follow the security proof
[33] which deals with the security of the FDH variant of
Chaum’s undeniable signature scheme, since our scheme
also use the full domain hash function (FDH) as the
random oracle.

We assume implicitly that all parties have
access to the public parameter param =
(q, P1, P2, gT ,G1,G2,GT , e, ψ). Assume H : {0, 1}∗ →
G1 to be a cryptographic hash function. Assume H ′ to
be another cryptographic hash function which are used in
designated-verifier NIZK protocols of confirming/denying
and not explicitly mentioned in above description of our
scheme for simplicity. And note that by manipulating the
random oracle H ′, a valid transcript of the NIZK proof
can be easily simulated.

First, if there exists a forger F who can forge a
signature with advantage εF , then we will construct an
algorithm M which can solve the Co-CDH problem with
advantage εM , with F as a subroutine. Assueme the input
to M is (X,R) where X = xP2, R = rP1. M then runs
F by giving F with the public key (X,Y (= yP2)) and
(H,H ′) where H and H ′ are random oracles that will
be simulated by M and y ∈R Zq is chosen and held by
M . M simulates the signing oracle Σ, receipt generating
oracle Υ and the confirmation/disavowal Ξ oracle itself.
Let qS and qH denote the number of signing queries and
H queries that F issues respectively. Assume that when
F requests a signature on a message mi, it has already
made the corresponding H query on mi.

When F request H(mi), M answers Ri = H(mi) =
αiP1 with probability δ and Ri = H(mi) = αiR with
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probability 1 − δ, where αi is random in Zq and δ is a
fixed probability to be determined later.

When F makes a Υ-query for some pair of (mi, σi),
M can successfully return the universal receipt xyP2 or
the individual receipt yH(mi) since M holds the partial
secret key y.

Suppose that F makes a signing query for a message
mi. If M has responded with Ri = αiP1 to the H query
for a message mi, then M returns σi = (y · αi)ψ(X) as
the valid signature. Otherwise, M aborts and it fails to
solve the Co-CDH problem.

When F makes a H ′-query for a new str, where str
is the string that F would like to know its H ′ value,
M always responds with a random number. In fact, M
assigns some values to H ′(str) for some str such that he
can simulate the confirmation/disavowal oracle Ξ. When
F makes a H ′-query for such str, M returns H ′(str) to
F .

Next, we consider the case when F makes a confima-
tion/disavowal query. Let qv be the number of queries
that F issues to the confirmation/disavowal oracle. For
convenience, we consider that the final output of F is the
(qv +1)-th query (i.e. the forged signature pair (m∗, σ∗).
We say that (mi, σi) is special if it is a valid message-
signature pair queried by F to the confirmation/disavowal
oracle such that mi has never been queried to the signing
oracle. M guesses the first special query. More precisely,
M guesses the first i such that the i-th query (mi, σi)
is special. So, at the beginning, M chooses Guess ∈
{1, 2, · · · , qv + 1} randomly. There are two cases to be
considered here, namely, i < Guess and i = Guess. First
suppose that i < Guess.

• If F has never made a signing query for mi, then
M returns “no” and the transcript of the disavowal
protocol.

• Otherwise, F has already made a signing query for
mi, and M answered with a valid signature σ′

i with
probability δ (with probability (1 − δ), M aborts).
If σi = σ′

i then M returns “yes” and the transcript
of the confirmation protocol. Otherwise, M returns
“no” and the transcript of the disavowal protocol.

As mentioned before, M can manipulate the H ′-oracle
and thus it can generate a transcript of the confirmation
or disavowal protocol.

Now suppose that i = Guess. Let (m∗, σ∗) be the
i-th query. If F has queried m∗ to the signing oracle,
then M aborts. Otherwise, we assume that F has queried
the H oracle on m∗ and so m∗ = mj for some j. If
Vj = H(m∗) = αjR, then we have σ∗ = xyVj =
(xyαj)R. Consequently, M outputs xR since he knows
αj , y, where y is the partial secret key held by M and
y is the parameter chosen and stored by M during the
simulation of the random oracle H . Hence, M can solve
the Co-CDH problem. Otherwise, M aborts and it fails
to solve the Co-CDH problem.

Now it remains to compute the probability that M does
not abort. M guesses the first special query with proba-
bility 1/(qv + 1). M answers to all the signing queries

with property δqS and M outputs xR with probability
1−δ. Hence, the probability that M does not abort during
the simulation is δqS (1 − δ)/(qv + 1). It is less than
δopt = 1−1/(qS+1) . Hence, M ’s advantage εM is more
than 1

e(1+qS) · 1
(qv+1)εF . Here, e is the natural logarithm

base. In fact, the value (1−1/(qS+1))qS approaches 1/e
for large qS . �

Theorem 2 (Invisibility ). The invisibility of the above
convertible undeniable signature scheme holds if one-
more DCTDH problem is hard

Proof. For simplicity, we assume implicitly that all
parties can access to the public parameter param =
(q, P1, P2, gT ,G1,G2,GT , e, ψ). Let H : {0, 1}∗ → G1

be a cryptographic hash function. And let H ′ be another
cryptographic hash function which will be used in the
protocols of confirming/denying. And note that by ma-
nipulating the the random oracle H ′, a valid transcript of
the designated NIZK proof can be easily simulated.

We show that if there exists a distinguisher D with ad-
vantage εD for the convertible deniable signature scheme,
then one can construct a 1m-DCTDH distinguisher D′

with advantage εD′ , by running D as a subroutine. Sup-
pose the input to D′ is the public key (X,Y ) ∈ G

2
2

and D′ has the access to the target oracle and helper
oracle. D′ then starts running D by feeding D with the
public key (X = xP2, Y = yP2) and H,H ′ which are
random oracles that will be simulated by D′. D′ also
simulates the signing oracle, receipt generating oracle and
the confirmation/disavowal oracle itself. Let qS and qH be
the number of signing queries and H queries that D issues
respectively. We assume that when D requests a signature
on a message mi, it has already made the corresponding
H query on mi.

Let mi be some message. When D makes a H query
for mi, D′ responds with H(mi) = Vi where (Vi, V

′
i ) is

the answer that D′ gets from its own target oracle T G.
If D makes a signing query for mi, D′ responds with
Ri where (Ri, R

′
i) = (xyH(mi), yH(mi)) is the answer

that D′ gets from its own the helper oracle HO on query
H(mi). If Ri = V ′

i , D′ set bi = 1 else bi = 0. When
D makes a query of (mi, σi) on the individual receipt
generating oracle Υ, D′ responds with R′

i = yH(mi).
When D makes a H ′-query for a new str, where str

is the string that D would like to know its H ′ value,
D′ always responds with a random number. In fact, D′

assigns some values to H ′(str) for some str such that
he can simulate the confirmation/disavowal oracle. When
D makes a H ′-query for such str, D′ returns H ′(str) to
F .

At some time, D outputs a challenge query m∗. As as-
sumed, H(m∗) has been queried by D. Let V ∗ = H(m∗)
where (V ∗, V ∗′) is the answer that D′ gets from the target
oracle T G when he simulates the H-oracle query on m∗.
Now, D′ presents the challenge with V ∗′ for D with
respect to the query m∗.

In the next step, D adaptively performs some H-
queries, H ′-queries, signing queries, receipt generating
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queries and confirmation /disavowal queries again with
the restriction that no signing queries on m∗ should be
allowed, and no confirmation/disavowal query or receipt
generating query on the challenge message-signature pair
(m∗, V ∗′) is allowed.

Eventually, D outputs b∗ = 1, if it thinks that
(m∗, V ∗′) is a valid message-signature pair, i.e.

V ∗′ = xyH(m∗) = xyV ∗.

And it outputs b∗′ = 0 if it thinks that V ∗′ is chosen
uniformly at random from the signature space S. Let
mj1 ,mj2 , · · · ,mjqs be all the messages which D has got
the corresponding signatures Rj1 , Rj2 , · · · , Rjqs

simulat-
ed by D′. Now, D′ output qs + 1 triples

(Vj1 , V
′
j1
, bj1), (Vj2 , V

′
j2
, bj2), · · · ,

(Vjqs
, V ′

jqs
, bjqs ), (V

∗, V ∗′, b∗).

From previous description of D′’s behavior on
Vi, V

′
i , Ri, bi, it is obvious that for any i ∈ {j1, · · · , jqs},

bi just denote whether V ′
i = xyVi. Note that the times of

D′’s signing queries qs is just the times of D’s accesses
to its helper oracle. So it is obvious that the advantage
of D′ attacking 1m-DCTDH is just the advantage of
D attacking the invisibility of our convertible deniable
signature scheme, i.e. εD′ = εD.

At last, we show how to simulate the confirma-
tion/disavowal oracle. Suppose that 1m-DCTDH problem
is hard. Then D cannot forge with non-negligible proba-
bility because forgery is equivalent to Co-CDH problem
from above theorem. Now assume that D queries (mi, σi)
to the confirmation/disavowal oracle.

• If D has never made a signing query for mi, then
D′ returns “no” and a transcript of the disavowal
protocol. This is justified because D cannot forge as
mentioned above.

• Otherwise, D has already made a signing query for
mi, and D′ has answered with a valid signature σi.
If σi = σ′

i then D′ returns “yes” and a transcript
of the confirmation protocol. Otherwise, D′ returns
“no” and a transcript of the disavowal protocol.

D′ can generate a transcript of the confirmation/disavowal
protocol as shown in since he can control the random
oracle of H ′ which is used in the NIZK proof systems—
confirmation/denial protocol. �

VI. CONCLUSION

In this paper, we first propose computational and
decisional Co-tripartite-Diffie-Hellman assumptions and
extend the decisional tripartite-Diffie-Hellman assumption
to the one-more variant based on the bilinear group sys-
tem. Then we designed a new short convertible undeniable
signature scheme which is proven to be secure under
the assumption of computational Diffie-Hellman (unforge-
able) and one-more decisional tripartite-Diffie-Hellman
(invisible). This new convertible undeniable signature is
based on the most popular short signature from pairing,
and specially suitable some resource restricted settings
such as smartcard.
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Abstract—one of the key problems in multi-agent coalition 
formation is to optimally assign and schedule resources. An 
improved multi-objective evolutionary Algorithm (IMOEA) 
is proposed to solve this problem. Compared with several 
well-known algorithms such as NSGA, MOEA, 
experimental results show the algorithm is very suitable for 
coalition formation problem. 
 
Index Terms—Multi-agent; coalition formation; multi-
objective optimization; evolutionary algorithm 

I.  INTRODUCTION 

With the demand of production practice and 
development of agent technology, the needs of people no 
longer limited to a single agent. The researchers have 
been interested in multi-agent system which composed by 
multiple agents. Multi-agent system has become a hot 
topic in artificial intelligence, because the multi-agent 
system has many advantages that can not be found in 
single agent. The current important trend of agent 
technology is highly intelligent and group. 

On the one hand, the researchers design and develop a 
more sophisticated independent intelligent agent, which is 
a more complex individual that full of information 
perception, target recognition, decision analysis, 
optimization and search integrated; on the other hand, 
with the idea of swarm intelligence in recent years, 
people use a number of relatively simple agent 
composition of groups to implement complex tasks that 
some single or small number of agent can not complete 
[1]. 

How to generate optimal agent coalition is a key issue 
of multi-agent system. Researchers generally believe that 
the problem was first introduced around 1993, and then 

this problem was followed by a variety of important 
conferences, academic journals and research reports, 
coalition problems became an important research 
direction. Sandholm[2] proved that finding coalition 
structure was a NP complete problem. DeVany [3] found 
that with the number of agent increasing, in order to 
quickly find the optimal coalition structure was very 
difficult. He thought it should look for sub-optimal 
instead of optimal solution, and used information theory 
to measure the complexity of coalition structure. But he 
did not provide this algorithm can be used to find the sub-
optimal solution. Jingan Yang [4] used genetic algorithm 
for agent coalition, Na Xia[5] utilized ant colony 
optimization algorithm for this problem, Guo-fu Zhang[6] 
introduced the particle swarm optimization algorithm for 
solving complex coalition problems, etc. Many 
algorithms were proposed to improve the quality of 
solutions, but they were for single task of a single 
objective optimization [7]. In real life, the system may 
have multiple tasks at any time; such problem was called 
multi-task multi-coalition [8]. Chao-feng Lin [9] used ant 
colony optimization algorithm in multi-task environment, 
Zhao-pin Su [10] used the immune algorithm for multi-
task coalition parallel study.  

Until now, many algorithms and methods were 
proposed to coalition problems, But the convergence of 
the existence of the above algorithm was slow, while 
global optimization was not strong [11, 12]. In this paper, 
we did further researches on agent coalition formation 
problem in dynamic environment and improved the speed 
of finding pareto optimal solution [13, 14]. A model of 
multi-objective agent coalition formation was proposed. 

II.  BACKGROUNDS 

A.  Multi-objective Evolutionary Algorithm (MOEA) 
Several multi-objective evolutionary algorithms 

(MOEA) were proposed from early 1990s. Such as 
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MOGA, NPGA, NSGA, SPGA, NSGA-II, SPEA2, 
etc[15,16]. Multi-objective optimization problem is a 
complex problem often encountered in engineering. 
Multi-objective evolutionary algorithm has been 
successfully applied in many fields such as electronics, 
environmental science, finance, economics, geometry, 
physics information and resources. 

B.  Model of Multi-objective Agent Coalition Formation 
In this paper, we assume 

that: },...,{ 21 nAAAA = represents n agents and that 
each has r -dimension capability 
vector >=< r

iiii bbbB ,..., 21 , 0≥j
ib , ( ni ≤≤1 , 

rj ≤≤1 ), where each capability is a property that 
quantifies the ability to perform an action. 

},...,{ 21 mtttT = represents m tasks and that a set of 

capability requirement vector >=< r
tttt IIII

bbbB ,..., 21 . 

},...,{ 21 mCCCCS =  represents agent coalition. iC  is 
a group of agents that decide to cooperate to perform a 
task and each coalition performs a single task it . iC  has 

r -dimensional capability vector cB , cB represents the 

sum of the capabilities. iC  can perform a task it only if 

its capability vector satisfies j
C

j
t ii

BB < , for each iC , 

there exist coalition cost 
icCost and coalition 

value
icValue . ))(( TCostMin  represents minimization 

of critical cost, ))((Pr TofitMax  represents 
maximization of total of all profit. 

The multi-objective agent coalition is to find a set of 
solutions that are superior among all the solutions when 
all objectives are considered. The agent coalition is a 
multi-objective optimization problem and can be depicted 
as follows: 

))((Pr TofitMax  
))(( TCostMin  
))(( TTimeMin  

restriction: )()( TMaxTTime T≤         (1) 
Where )(TTime  is the time that all tasks of system are 
completed. 

III.  ALGORITHM DESIGN 

A.  Initialization and Mutation Operator Figures and 
Tables 

The population size depends on the nature of the 
problem but typically contains several hundred or 
thousands of possible solutions. Traditionally, the 
population is generated randomly, covering the entire 
range of possible solutions (the search space). 
Occasionally, the solutions may be “seeded” in areas 
where optimal solutions are likely to be found. 

Mutation operator is the core of the multi-objective 
evolutionary Algorithm. It will have a direct impact on 
the performance of the algorithm is shown. In IMOEA, 
due to chromosomal or entangled in a superposition state 
of the state, updates can not be used in the traditional GA 
mutation operation.  

The specific methods are as follows: the variation of 
the probability increases while small chromosome 
individual, this way can maintain the diversity of the 
population, and search for a broader solution space to 
avoid falling into the local optimum. Decrease in 
mutation probability while large individual chromosome,, 
so that this way can reduce the amount of computation 
and ensure the diversity of groups. Therefore defined 
mutation probability: 

)1(1.0 α−=mP (2) 
Mutation operation would also undermine the good 

general values of the individual; the mutation probability 
is smaller in biological evolution, multiplied by 0.1. mP  
Knowable range is [0, 0.1]. 

B.  The Selection of Global Optimal Solution and Local 
Optimal Solution 

The key question of MOEA is the choice of the 
optimal solution and the global optimal solution. It is 
natural to be selected by objective function value in 
single objective problems. But the objective function 
value is difficult to be determined by which solution 
better in the multi-objective optimization problems, 
which can not be selected. So this approach is taken, for 
the selection of the global optimal solution, all the Pareto 
solutions in accordance with the sort of potential future 
value of F , the greatest potential value is the global 
optimum solution. For the history of each individual 
i select the optimal solution, using the following steps:  

① If the current solution i dominated the history of 
the individual optimal solution, then update the history of 
the optimal solution.  

②  If the current solution did not dominate the 
history of individual it’s optimal solution, then compare 
the current optimal solution and the history of the )(iD  
value, choose a smaller )(iD  the value of the solution as 
the history of the optimal solution. 

C.  The Procedure of IMOEA 
Begin 

a) t = t +1; 
b) Initial population; 
While (not termination-condition) do 

i) Evaluate )(tP , sample it once and get one 
non-dominated solution; Store the best non-dominated 

solution among )(tP into )(tA  
ii) Compare the non-dominated solutions 

with the current )(tA . 
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iii) Through non-dominated sorting and 
crowding distance sort rebuild the archive set )(tA ; 

)), 1()( ()( ≤−⊆ tAtPMtA f ∪  

iv) generating target solution set )(tO , 
)()()( tAtPtO ∪⊆ , 

vi) Update )(tP ; 
c) If stopping condition is satisfied, then stop. 

End 

IV.  EXPERIMENTAL RESULTS AND ANALYSIS 

We design experiments of NSGA [7], MOEA and 
IMOEA. The parameters of experiments are set as 
follows: tasks require the ability vector 

>=< 4321 ,,, lllll bbbbB ,agents establish the different 
ability vector 

>=< 4321 ,,, iiiii bbbbA ,
iACost =1* 1

ib +2* 2
ib +3* 3

ib +

4* 4
ib ; lofitPr =1* 1

ib +2* 2
ib +3* 3

ib +4* 4
ib . In 

experiments set the number of agent = 200, three typical 
application environments were the given for multi-task 
coalition. 

Environment 1: ∑
=

<=
n

i
lAall BBB

i
1

, three algorithms 

can not generate agent coalition. 

Environment 2: ∑
=

≥=
n

i
lAall BBB

i
1

, three algorithms 

can generate agent coalition, but the quality of the results 
are different (see Table 1,2). 

Environment 3: ∑
=

>>=
n

i
lAall BBB

i
1

, three algorithms 

can generate agent coalition, but the quality of the results 
are different (see Table 1,2). 

TABLE 1  

COMPARISON OF THREE ALGORITHMS FOR COALITION VALUE 
(STATISTICAL OF 100) 

Environment Number 
of tasks

Maximum coalition value 
IMOEA MOEA NSGA

1 4 0.0 0.0 0.0 
8 0.0 0.0 0.0 

50 0.0 0.0 0.0 
2 4 0.9889 0.9412 0.8332

8 0.9756 0.9434 0.8011
50 0.9659 0.9362 0.7832

3 4 0.9843 0.9491 0.8180
8 0.9789 0.9344 0.7983

50 0.9676 0.9201 0.7792

TABLE 2  

COMPARISON OF MULTI-OBJECTIVE EVALUATION OF THE OPTIMAL COALITION (STATISTICAL OF 100) 

Environ
ment 

number 
of tasks 

)(TTime ( Seconds) ))((Pr TofitMax  ))(( TCostMin  

NSGA MOEA IMOEA NSGA MOEA IMOEA NSGA MOEA IMOEA
1 4 - - - - - - - - - 

8 - - - - - - - - - 
50 - - - - - - - - - 

2 4 7.65 6.32 5.33 0.303 0.923 0.971 0.65 1.36 1.31 
8 12.55 10.13 9.82 0.374 0.903 0.962 0.62 1.38 1.33 

50 44.09 36.31 32.21 0.357 0.894 0.933 0.61 1.43 1.42 
3 4 7.98 6.43 5.67 0.336 0.880 0.964 0.65 1.43 1.41 

8 12.02 10.31 9.71 0.383 0.872 0.953 0.63 1.51 1.45 
50 44.86 38.32 35.97 0.322 0.804 0.924 0.62 1.69 1.44 

 

 
Figure 1 Pareto solution distribution based on NSGA  

(Task=8, Environment 2) 

 
Figure 2 Pareto solution distribution based on MOEA  

(Task=8, Environment 2) 
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Figure 3 Pareto solution distribution based on IMOEA 

(Task=8, Environment 2) 
Pareto solution distribution based on three algorithms 

is shown in Figure 1,2,3. The statistical comparisons are 
shown in Table 1 and Table 2. Table 1 shows the best 
coalition value found by MOEA, NSGA and IMOEA. 
Table 2 shows multi-objective evaluation of optimal 
coalition.  

From Table 1, 2, it can be seen that IMOEA can get 
better results. We can see that in the environment 1, task 
can not be solved by the three algorithms. In the 
environment 2, three algorithms can generate agent 
coalition, but the quality of the results is different, the 
sum of coalition value of our algorithm is the largest, and 
our algorithm has the highest utilization rate of resources. 
And results are the best. In the environment 3, MOEA 
and NSGA have a great waste of resources, coalition 
value is very small, and the advantages of our method are 
obvious.  

From Figure 1, 2, 3, we can see our algorithm also has 
the fastest convergence. 

The above results show that our algorithm can generate 
multi-task coalition in typical conditions promptly and 
efficiently, and the solution quality is better than other 
two algorithms, and can avoid the deadlock of the 
coalition and waste of resources. 

V.  CONCLUSIONS 

Agent coalition is a key issue of multi-agent system, 
there are still many areas to be studied, especially for 
dynamic environments. We face not only the complexity 
of the agent coalition formation, but also the actual 
application process including not only the combination of 
resources, task allocation, but also co-verification, co-
simulation and other follow-up steps. Of course these are 
the next step work. 
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Abstract—Design of Mobile Patient Monitoring Frameworks 
(MPMF) is an emerging study in the biomedical informatics 
domain. However, literature about this topic remains 
fragmented: first, there are no categories in the literature to 
characterize these MPMF; second, there are no success 
factors that must be satisfied to enhance the design of these 
MPMF; third, there is a need for a research agenda that 
provides a foundation for further research and development 
to enhance the design of these MPMF. To address this gap, 
this paper reviews software frameworks in general and 
conducts a systematic review of 20 designed frameworks in 
the biomedical informatics domain. Consequently, this 
paper provides three results. First, it identifies a number of 
categories to be used to gain an intensive and extensive 
understanding of the designed MPMF. Second, it identifies a 
set of success factors, called Factors of Successful 
Application Frameworks (FSAF), to be used to enhance the 
design of MPMF. Third, it presents a research agenda that 
shows lacks and gaps in the designed MPMF and provides a 
foundation to help researchers design enhanced MPMF. The 
results show that, as of yet, there is no study integrating all 
the FSAF to enhance the design of MPMF. Therefore, there 
is a need for further research to enhance the existing MPMF 
design. 
 
Index Terms—Mobile Patient Monitoring Frameworks 
(MPMF), Mobile Patient Monitoring Systems (MPMS), 
Factors of Successful Application Frameworks (FSAF), 
Wireless sensors, framework design 
 

I.  INTRODUCTION 

Software reuse has been one of the most important foci 
of software engineering for decades [21]. Reuse is 
defined in the software engineering vocabulary as 
“building a software system at least partly from existing 
pieces to perform a new application”[23]. Among the 
primary software reuse techniques are [25]: architectural 
patterns [26], design patterns [27], component-based 
development [28], software product lines [29], program 
libraries [25], model-driven engineering [30], and 
software frameworks [25]. 

A software framework is an ideal reuse technique 
compared with others. It captures the essence of software 
engineering reuse techniques [31, 32] to achieve 
maximum [27] large-scale reuse [32, 33]. For instance, a 
framework allows the reuse of software design [21, 34] 
including both architectural and non-architectural designs 
[35]. A framework can reuse architectural design using 
patterns, while it can also reuse non-architectural design 

using components [21, 32]. Moreover, a software 
framework is one of the most suitable solutions to 
simplify application development and overcome their 
development complexities [31, 36]. In fact, software 
frameworks benefit application development and 
enhances overall software development quality [37]. For 
example, using software frameworks reduces 
development time [38], efforts [34], and cost [39]. 
Similarly, using software frameworks decreases line-of-
code [38], increases developer productivity [40], and 
reduces maintenance efforts [41]. 

Consequently, Mobile Patient Monitoring Frameworks 
(MPMF) were introduced as a suitable solution to 
enhance the overall development quality and overcome 
the development complexity of Mobile Patient 
Monitoring Systems (MPMS) using wireless sensors [3, 
19]. However, the literature related to these emerging 
MPMF remains fragmented. There is a shortage in 
designing MPMF. In addition, there is a need to enhance 
the design of these frameworks [3, 19]. First, there are no 
categories in the literature to characterize these MPMF. 
Second, there are no success factors that must be satisfied 
in enhancing the design of these MPMF. Finally, there is 
a need for a research agenda that provides a foundation 
for further research and development to enhance the 
design of these MPMF. Therefore, the objectives in this 
paper are as follows: first, to identify a number of 
categories to be used to gain an intensive and extensive 
understanding of the designed MPMF; second, to identify 
a set of success factors, called Factors of Successful 
Application Frameworks (FSAF), to be used to enhance 
the design of MPMF; third, to present a research agenda 
that shows lacks and gaps in the designed MPMF to 
provide a foundation to help researchers to design an 
enhanced MPMF. 

The remainder of this paper is structured as follows: 
Section II introduces MPMS. The proposed research 
framework to satisfy the objectives of this paper is 
introduced in Section III. Section IV presents a 
systematic review of frameworks in the biomedical 
informatics domain. Finally, Section V concludes this 
paper and briefly discusses future work. 

II.  MOBILE PATIENT MONITORING SYSTEMS 

Patient monitoring systems are considered an applied 
research area of biomedical informatics [42] and among 
its earliest applications [43]. No doubt, these systems 
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Figure 1.  Research framework. 

have improved the quality of healthcare [19, 44, 45]. 
These systems do not replace the role of healthcare 
professionals; instead, they attempt to assist, complement 
their roles [19, 46], and provide an alternative of 
monitoring patients within the boundaries of healthcare 
organizations [47]. Therefore, these systems automate 
repeated or continuous tasks required for monitoring 
patients, focusing on adherence to medical advice and 
detection of abnormal health events, carrying out analysis, 
and informing healthcare professionals once abnormal 
health events are detected. Thus, assisting professionals 
to focus on providing experienced therapeutic 
intervention on time [46]. 

However, the emergence of mobile devices and 
wireless sensor technologies has inspired the researchers 
to study the potential of adopting these technologies to 
develop MPMS that satisfy the need for personal lifetime 
health monitoring systems [2, 48]. Mobile devices, such 
as personal digital assistants (PDA) and smartphones, 
obviously have contributed to the development of patient 
monitoring systems [48, 49]. For example, they provide a 
platform to develop MPMS [50, 51] and act as a base unit 
to collect biomedical data, such as vital signs, from 
wireless sensors [19, 49]. Similarly, wireless sensors, 
including wireless body sensor networks and wireless 
environmental sensors, have contributed significantly to 
the development of patient monitoring systems [3]. For 
instance, wireless body sensors can be used to monitor 
patient biomedical data (vital signs) such as blood 
pressure and body temperature, as well as monitor patient 
physical activities such as walking and running [19]. 
Another example, environmental sensors can be used to 
monitor the surrounding environmental conditions that 
affect the patients such as, air temperature, humidity, 
lighting level, and location [3]. 

III.  RESEARCH FRAMEWORK 

To achieve the objectives of this paper, three research 
processes were conducted as shown in Fig. 1. These are; 
literature review, success factor identification, and lacks 
and gaps identification. The following subsections are a 
discussion of the steps and the methods used in these 
processes, in addition to their outcomes. 

A.  Literature Review Process 
This process is intended to review the literature using 

two steps: literature search, then literature content 
analysis. The objective of the first step is to collect 
scholarly articles related to this research and document 
them in a bibliography database as the main outcome of 
this step. The objective of the second step is to 
characterize previous studies to comprehend the literature 
through identifying a set of categories as the main 
outcome of the literature review process. The following 
subsections are discussions of the methods used in these 
two steps. 

Step 1) Searching Literature: In this step, the literature 
search method introduced by Brocke et al. [52], was used. 
This method was conducted in this research by 
customizing the literature review framework of this 

method. This framework includes three phases, which 
focus on searching and documenting the literature to 
provide a comprehensible and credible literature review 
process. This process is intended to increase researcher 
confidence in using current study outcomes in further 
research. 

In the first phase, the literature scope was defined by 
identifying the following five characteristics. First, the 
focus of the literature search involved all scholarly 
articles related to design research. Second, the goal of the 
literature search was to identify the various waves of 
thoughts in academic research to design frameworks in 
biomedical informatics. Third, the perspective of the 
literature search was neutral, which means it does not 
reflect any certain opinion that supports a specific idea or 
principle. Fourth, the audience of the literature search 
results is specialized scholars designing frameworks in 
biomedical informatics. Fifth, the coverage of the 
literature search was a representative sample, which was 
selected based on specific criteria (i.e., year of 
publication and leading article source) to represent all 
research articles designing frameworks in biomedical 
informatics. 

In the second phase, a set of key terms were identified, 
which are: design, application, framework, mobile, 
patient, monitoring, system, and sensors. In the third 
phase, the literature search process was conducted based 
on the identified key terms by focusing on scholarly 
articles from leading journals, conference proceedings, 
and scholarly databases. However, it was difficult to 
focus on a specialized range of journals because 
designing frameworks in the biomedical informatics 
domain is an interdisciplinary field of study that requires 
considering a wide range of articles. In fact, the range of 
journals dealing with designing such frameworks span 
biomedical informatics journals, mobile computing 
journals, information systems journals, communication 
journals, systems and software journals, software 
engineering journals, computer science journals, 
ubiquitous computing journals, and even network 
journals. Therefore, interdisciplinary online databases 
were chosen to begin searching. 

Step 2) Analyzing Literature Content: The objective of 
content analysis is “to provide knowledge and 
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TABLE I.  
COMPARISON AND SELECTION TECHNIQUE 

Comparison 
criteria 

Categories 
Subcategory(1) … Subcategory(n) 

Criterion(1) +1  0 
Criterion (2) 0  +1 
Criterion (3) +1  +1 
Criterion(m) +1  0 
Selection Result 3 … 2 

 

TABLE II.  
CONCEPT MATRIX 

Previous 
studies 

Success factors 
Total 

Factor(1) Factor(2) Factor(f) 
Study(1)    2/f 
Study(2)    1/f 
Study(3)     
Study(s)     
Percentages 25% 50%   
Proportions 1/s 2/s   

 

understanding of the phenomenon under study” [53]. This 
research adopted an inductive analysis approach of 
content analysis proposed by Elo and Kyngäs [54]. This 
approach consists of three main phases: preparation, 
organizing and reporting. 

In the preparation phase, two activities were performed. 
First, the unit of analysis is selected, which includes: 
requirements, application framework, framework design, 
framework architecture, patient monitoring systems, 
wireless sensors, and mobile technology. Second, the 
content data were read several times to make sense of the 
data in terms of the identified unit of analysis, to gain a 
comprehensive understanding and obtain a working 
knowledge of them. 

In the organizing phase, five activities were conducted. 
First, open coding was performed by writing down notes 
to describe all aspects of the content. Second, the open 
coding data were collected and stored in a spreadsheet 
file. Third, the related data of the spreadsheet file initially 
were grouped based on observing the similarity among 
them. These groups were called subcategories. Fourth, 
the subcategories, which were identified in the previous 
activity, were organized under high-level categories. 
These high-level categories were called generic 
categories. Fifth, the generic categories, which were 
identified in the previous activity, were abstracted further 
based on the similarities or relations with other generic 
categories to provide a new abstract main category. 

In the reporting phase, the analysis process was 
evaluated; then the reported analysis results were 
validated. First, the evaluation was performed by using 
tables to demonstrate a detailed explanation of all of the 
categories that were identified in the previous two phases. 
Second, the validation was performed by experts through 
publishing the categories in conference proceedings and 
discussing them with peers. 

B.  Success Factors Identification Process 
The objective of this research process is to identify the 

FSAF as a main outcome by using a single step. In this 
step, a comparison and selection technique was proposed 
and used to compare the identified categories of factors 
that resulted from the previous process, to select the 
success factor among them. This proposed technique 
applies a pragmatic research approach [55]. Accordingly, 
a number of comparison criteria were identified and used 
as shown in Table I. These criteria give the first priority 
to satisfy framework extensibility and reusability since 
they have been proven as key characteristics to design 

successful frameworks [21, 38]. Aside from this, these 
criteria focus on any comparison criterion related to 
enhancing the overall design of MPMF to facilitate the 
development of MPMS. 

Two alternative procedures were used in the 
comparison and selection technique. On one hand, 
whenever there are alternatives and only one must be 
selected, the following procedure is conducted. First, as 
shown in Table I, these alternatives are compared and 
weighted in terms of their support to a set of comparison 
criteria. Second, the alternatives that have zero weight are 
eliminated. Finally, the alternative that has the highest 
weight is selected. Alternatively, if there are different 
choices that can be considered together, the following 
procedure is conducted. All of the choices are selected. 

C.  Lacks and Gaps Identification Process 
The objective of this research process is to identify the 

lacks and gaps in the literature using a single step. The 
objective of this step is to synthesize the previous studies, 
which designed frameworks in the biomedical 
informatics domain, using the identified FSAF. To meet 
this objective, this process uses the concept matrix 
technique that was introduced by Webster and Watson 
[56]. This matrix provides a method to organize, analyze, 
and synthesize previous studies, to develop a research 
agenda. This research agenda provides a foundation for 
the researchers to extend the state-of-the-art by bridging 
the gaps [52]. 

In this research, the concept matrix technique was 
customized as shown in the Table II. The first column in 
Table II lists the previous studies that represent the 
designed frameworks in the biomedical informatics 
domain. The following columns represent the identified 
FSAF. Each tick ( ) indicates that a specific study has 
satisfied a particular FSAF. The last column represents 
the total number of satisfied factors in each study out of 
the total number of all factors. The percentage row 
represents the percent of studies that have satisfied a 
particular factor, while the proportion row represents the 
number of these studied out of the total number of all 
studies. 

IV.  A SYSTEMATIC REVIEW 

This section provides a systematic review of previous 
studies with frameworks designed in the biomedical 
informatics domain. First, it identifies a number of 
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TABLE III.  
CATEGORIES USED TO CHARACTERIZE PREVIOUS STUDIES 

Abstract main 
category 

Generic 
categories Subcategories Related 

studies 

Software 
frameworks in 

biomedical 
informatics 

domain 

Scope 

System 
infrastructure [11] 

Middleware 
integration 

[1, 5, 6, 
10, 12-

15] 
Enterprise 
application 

[2-4, 7-9, 
16-20] 

Application 
family 

Patient 
monitoring 

systems 

[2, 3, 7, 
11, 13, 
17, 19] 

Others 

[1, 4-6, 8-
10, 12, 
14-16, 
18, 20] 

Development 
approach 

Object-based [4, 9, 18]

Component-based 
[5, 8, 11, 
12, 16, 

19] 

Extensibility 
approach 

White-box 
Framework 

(Inheritance) 

[1, 3, 4, 
10, 18] 

Black-box 
Framework 

(Composition) 

[5, 8, 11, 
12, 16, 

19] 
Gray-box 

Framework 
(Mixed) 

[9, 20] 

Evaluation 

Extensibility [4] 

Reusability [7-9, 12, 
18, 20] 

Other [1-3, 6, 
14, 16] 

Domain 
requirements

Support context 
awareness 

[1, 3-6, 8-
10, 13-
16, 19, 

20] 
Support anywhere 

anytime 
monitoring 

[2, 6-8, 
12-17, 

19] 

Support real-time 
continuous 
monitoring 

[1-3, 5, 8, 
10, 12, 
14, 17, 

19] 
Support unlimited 

number of 
applications at 

run time 

[1, 6-10, 
14, 15, 
19, 20, 

22] 

Support unlimited 
number of sensors 

at design time 

[1, 3-6, 8-
10, 13-
16, 19, 

20] 

Platform 

Mobile (smart 
phone or PDA) 

[4, 8, 9, 
11, 14, 

16] 
Desktop (backend 

server) 
[3, 10, 

15] 

Other 
[1, 2, 5, 

7, 12, 13, 
17-20] 

 

categories to be used to gain an intensive and extensive 
understanding of the designed MPMF. Second, it 
identifies a set of success factors called FSAF to be used 
to enhance the design of MPMF. Third, it presents a 
research agenda that shows the lacks and gaps in the 
designed MPMF, providing a foundation to help the 
researchers to design enhanced MPMF. This is achieved 
by following the three research processes, which were 
discussed earlier. 

A.  Process 1: Literature Review 
By applying the two steps of the literature review 

process as elaborated earlier in Section III, many studies 
were collected and documented. Then, the contents of 
these studies were analyzed. At the end of this process, a 
set of categories was produced. These categories can be 
used to gain an intensive and extensive description of the 
current situation of the designed MPMF. For this purpose, 
20 studies were analyzed and categorized based on the 
resulting categories that are shown in Table III. This 
research classified previous studies that designed 
frameworks in biomedical informatics into seven generic 
categories as shown in the second column in Table III. 

B.  Process 2: Success Factors Identification 
This section presents the identified FSAF. To achieve 

this, the results from the previous process were used as an 
input to identify these factors. Identification of these 
factors is expected to enhance the design of MPMF. To 
identify these factors, a comparison and selection 
technique was proposed and used in this research as 
discussed in the success factors identification process in 
Section III. The results of applying the comparison and 
selection technique are illustrated in Table IV, which lists 
the selected FSAF. The comparison and selection 
technique for each factor is elaborated in the following 
subsections. 

1) Scope - Enterprise Application Framework: 
Software frameworks are classified based on their scope, 
which are infrastructure, middleware integration, and 
enterprise application frameworks [21]. To identify a 
software framework scope that is suitable for this 
research, the comparison and selection technique was 
used as shown in Table V. The comparison criteria focus 
on designing an extensible and reusable framework. 
Aside from all of the benefits of these frameworks for 
systems development, the enterprise application 
frameworks (application frameworks for short) address 
software reuse in a radical way to support application 
business rules in a specific domain [37]. In essence, these 
application frameworks are strategic assets for software 
development companies. They directly focus on 
developing extensible end-user applications. Compared 
with infrastructure and middleware integration 
frameworks, application frameworks concentrate on 
facilitating and simplifying application development and 
overcoming their complexities [57]. Developing 
applications is complex in many domains including the 
biomedical informatics domain [10, 58, 59]. Therefore, 

developing application frameworks in biomedical 
informatics is an ideal solution to facilitate and simplify 
the development of these applications and overcome their 
complexities [3, 4, 7]. 
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TABLE VI.  
APPLICATION FAMILY COMPARISON AND SELECTION 

Comparison Criteria 
Application families 

Patient monitoring 
systems Others

Support long-term monitoring +1 0 
Support anywhere/anytime 
monitoring +1 0 

Increasing patients dependability +1 +1 
Enhance patients treatments +1 +1 
Reduce healthcare services cost +1 +1 
Selection result 5 3 

 

TABLE VII.  
DEVELOPMENT APPROACH COMPARISON AND SELECTION 

Comparison criteria 
Development approaches 

Object-
oriented 

Component-
based 

Support framework 
modularity +1 +1 

Support framework 
reusability +1 +1 

Support large unit of reuse 0 +1 
Enhance framework 
extensibility +1 +1 

Support dynamic extensibility 0 +1 
Support easy extensibility 0 +1 
Selection result 3 6 

 

TABLE IV.  
FACTORS OF SUCCESSFUL APPLICATION FRAMEWORKS 

Abstract main 
category 

Generic 
categories Subcategories 

Application 
frameworks to 
develop mobile 

patient 
monitoring 

systems using 
wireless sensors 

Scope Enterprise application 
frameworks 

Application 
family Patient monitoring systems 

Development 
approach Component-based 

Extensibility 
approach 

Black box Framework 
(Composition) 

Evaluation 
Extensibility 
Reusability 

Domain 
requirements 

Support context awareness 
Support anywhere anytime 
monitoring 
Support real-time continuous 
monitoring 
Support unlimited number of 
applications at run time 
Support unlimited number of 
sensors at design time 

Platform Mobile (smart phone or PDA)
 

TABLE V.  
SCOPE COMPARISON AND SELECTION 

Comparison 
criteria 

Scope 
Enterprise 
application 

Middleware 
integration 

System 
infrastructure

Support 
application 
business rules 

+1 0 0 

Support domain-
specific 
applications 

+1 0 0 

Support software 
reuse +1 0 0 

Support 
extending end-
user applications 

+1 0 0 

Simplify end-
user applications 
development 

+1 0 0 

Selection result 5 0 0 
 

2) Applications Family - Patient Monitoring Systems: 
Software frameworks can be designed specifically in 
biomedical informatics to develop a family of 
applications such as patient monitoring systems [60]. To 
identify a software framework application family that is 
suitable for this research, the comparison and selection 
technique was used as shown in Table VI. The 
comparison criteria focus on enhancing the design of 
patient-oriented monitoring systems in the biomedical 
informatics domain by considering the elders and patients 
with chronic disease as the primary stakeholders. 
Compared with other families of applications in 
biomedical informatics, patient monitoring systems have 
numerous benefits including enhancing healthcare quality 
[47] and reducing healthcare services costs [49]. For 
example, they provide elders and patients who suffer 
from chronic diseases with long-term monitoring [46], 
while being at their homes and during their everyday 

events [61]. Moreover, the flexibility and mobility 
provided by these systems (e.g. being monitored 
anywhere and anytime) have enhanced patient lifestyles 
in terms of increasing their dependability [45]. Aside 
from this, they encourage patients to take care of 
themselves and comply with their treatments [19, 46]. 
Therefore, designing application frameworks to support 
and enhance the development of patient monitoring 
systems is required to achieve all of the above-mentioned 
benefits [3, 7, 13]. 

3) Development Approach - Component-based: 
Software frameworks can also be classified based on their 
development approaches [62]. The most common 
development approaches are object-oriented and 
component-based development. To identify a framework 
development approach that is suitable for this research, 
the comparison and selection technique was used as 
shown in Table VII. The comparison criteria focus on 
enhancing the design of an extensible and reusable 
framework. Compared with an object-oriented approach, 
component-based development provides more a formal 
and systematic approach to achieve framework 
modularity, which improves framework reusability [63]. 
For example, components support a large unit of reuse 
that can be plugged into a framework [39]. In addition, a 
component-based approach enhances the frameworks 
extensibility. For instance, it can support dynamic 
composition of component instances at run-time [5]. 
Furthermore, component-based frameworks support easy 
composition of third-party components [39]. However, 
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TABLE VIII.  
EXTENSIBILITY APPROACH COMPARISON AND SELECTION 

Comparison criteria 
Extensibility approaches 

White-
box 

Black-
box 

Gray-
box 

Support component-based 
framework 0 +1 +1 

Enhance framework 
extensibility +1 +1 +1 

Enhance framework 
reusability +1 +1 +1 

Support dynamic extensibility 0 +1 +1 
Support easy extensibility 0 +1 0 
Easy to learn and use 0 +1 0 
Extend with no programming 0 +1 0 
Selection result 2 7 4 

 

TABLE IX.  
EVALUATION APPROACH COMPARISON AND SELECTION 

Comparison criteria 
Evaluation approaches 

Extensibility Reusability Others
Ensure framework 
extensibility +1 +1 0 

Ensure framework 
reusability +1 +1 0 

Ensure framework 
evolution +1 +1 0 

Ensure ease of 
development +1 +1 0 

Selection result 4 4 0 
 

the most important benefits of application frameworks 
originate from their reusability and extensibility [21], 
which are identified in [38] as the key characteristics of 
successful frameworks. Therefore, developing application 
frameworks using a component-based approach is the 
ideal technique to satisfy these key characteristics of 
successful frameworks [8, 11, 12]. 

4) Extensibility Approach - Black-box Framework: 
Frameworks can be classified based on their extensibility 
techniques into white-box, black-box, and gray-box 
frameworks. The Gray-box frameworks combine the first 
two techniques [21]. To identify a software framework 
extensibility approach that is suitable for this research, 
the comparison and selection technique was used as 
shown in Table VIII. The comparison criteria focus on 
enhancing the design of an extensible and reusable 
framework. Compared with white-box frameworks, 
black-box frameworks are reused and extended through 
plugging in components. The process of plugging in 
components is called composition [64]. Composition is 
the primary instantiation technique of black-box 
frameworks [34]. In fact, the composition technique is 
rooted in a component-based development approach [28, 
39]. Application developers use this technique to reuse 
and extend black-box frameworks with no programming 
[34, 64]. In addition, they do not have to learn or look 
into the implementation of these frameworks [21, 39]. 
Hence, the application developers, including the 
beginners, found black-box frameworks easier to learn 
and use. Accordingly, black-box frameworks improve 
framework reusability. Furthermore, application 
developers can perform dynamic composition at run-time 
[28]. Therefore, black-box frameworks also improve 
framework extensibility [39]. Accordingly, framework 
experts prefer using black-box frameworks [65]. 
However, the application frameworks are commonly 
black-box frameworks [39]. Therefore, developing black-
box frameworks is the ideal approach to satisfy the key 
characteristics of successful frameworks, which are 
reusable and extensible as well as to develop a family of 
applications in a specific domain [5, 8, 11]. 

5) Evaluation - Extensibility and Reusability: 
According to Fayad et al. [21], there is no complete 

framework that has all of the required features. Thus, 
framework extensibility is more important to insure the 
framework capability to be evolved and extended with 
new features. In spite of the advancement in software, 
application design, implementation, and maintenance are 
complex [57]. However, frameworks are among the most 
suitable solutions to simplify application development 
and overcome complexity [36]. This is because 
frameworks represent the fundamental reuse techniques 
of software engineering [31]. Framework reusability 
supports the domain knowledge and previous 
development of experts to avoid rebuilding applications 
from scratch. Therefore, it is required to ensure 
framework reusability for developing new applications 
[21]. To identify a framework evaluation approach that is 
suitable for this research, the comparison and selection 
technique was used as shown in Table IX. The 
comparison criteria focus on enhancing the design of an 
extensible and reusable framework. Accordingly, it is 
important to evaluate the key characteristics of successful 
frameworks such as extensibility [4] and reusability [7, 8], 
rather than evaluating framework functionalities [21]. 

6) Domain Requirements: There are five domain 
requirements, which are identified as subcategories in 
Table III, used to characterize designed frameworks in 
previous studies. These domain requirements can be 
considered together. Hence, the second procedure of the 
comparison and selection technique was followed by 
selecting all of the identified domain requirements. The 
justification for selecting each of these domain 
requirements is debated in the following subsections. 

a) Context-Aware Monitoring: Context awareness in 
MPMS using wireless sensors allows effective detection 
of patient medical situations (e.g. high BP) based on 
patient contextual information (e.g. BP and dizziness). 
Accordingly, these systems can change behavior by 
adapting to the changes of a patient’s medical situation, 
for example, through triggering an alarm [3, 66]. 
Therefore, adopting context awareness to develop MPMS 
using wireless sensors is required for monitoring patients 
in the biomedical informatics domain [13, 19]. 

b) Anywhere and Anytime Monitoring: Monitoring 
patients anywhere and anytime allows detecting their 
abnormal health events instantly, which allows patient 
monitoring systems to react immediately. For example, 
these systems can call healthcare professionals to enable 
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TABLE X.  
PLATFORM COMPARISON AND SELECTION 

Comparison criteria 
Framework platforms 

Desktop Mobile Distributed
Support continuous monitoring 0 +1 +1 
Support real-time monitoring 0 +1 0 
Support long-term monitoring +1 +1 0 
Support anywhere/anytime 
monitoring 0 +1 0 

Support cost effective 
monitoring 0 +1 0 

Support context-aware 
monitoring 0 +1 +1 

Selection result 1 6 2 
 

them to make suitable clinical decisions [19, 46]. In 
addition, monitoring patients anywhere and anytime can 
improve their lifestyles by becoming more independent, 
more flexible and mobile while being monitored [45-47]. 
Therefore, anywhere and anytime monitoring is required 
for monitoring patients in biomedical informatics [2, 6, 
12]. 

c) Real-Time Continuous Monitoring: Real-time 
continuous patient monitoring allows instant detection of 
patients’ abnormal health events [19, 46]. Similar to 
anywhere and anytime patient monitoring, real-time 
continuous monitoring allows patient monitoring systems 
to react immediately. For example, the system can call 
healthcare professionals to enable them to make suitable 
clinical decisions [19, 46]. Accordingly, this provides 
proactive medical care to protect patients from future 
complications [19, 67] especially those who suffer from 
chronic diseases [68]. Therefore, real-time continuous 
patient monitoring is required for monitoring patients in 
biomedical informatics [1, 8, 10]. 

d) Support Unlimited Monitoring Applications at 
Design-Time: Elders, especially those who suffer from 
chronic diseases, need to be monitored by different 
dedicated applications such as monitoring hypertension 
and diabetes [68]. Therefore, supporting an unlimited 
number of applications to be developed at design time is 
required for monitoring patients in biomedical 
informatics [1, 6, 10]. 

e) Adding Unlimited Number of Monitoring Sensors at 
Design-Time: Sensors play a primary role in supporting 
patient monitoring systems [67]. In fact, the more the 
sensors are used; the more the comprehensive 
information can be gained through combining the data 
from these sensors. This enhances the detection 
efficiency of a patient’s medical situation [10]. Therefore, 
supporting an unlimited number of sensors at design time 
is required for monitoring patients in biomedical 
informatics [1, 8, 9]. 

7) Mobile Platform: Frameworks can be designed for a 
specific platform, such as desktop (e.g. backend server) 
[3] and mobile platforms (e.g. smartphone) [8]. To 
identify a framework platform that is suitable for this 
research, the comparison and selection technique was 
used as shown in Table X. The comparison criteria focus 
on enhancing the design of efficient and accurate MPMS 

in biomedical informatics, by considering the need for 
continuous, real-time, long-term, anywhere and anytime 
patient monitoring. Undoubtedly, the mobile platform 
supports portability and mobility in general [5, 19]. 
Compared with the desktop platform (backend server), 
the mobile platform (smart phone) has obvious benefits to 
be used for running an application framework to develop 
MPMS. In fact, the technological advancement of mobile 
devices in terms of hardware and software provides the 
required computations to monitor a patient without being 
connected to a backend server. Among these 
advancements are: processing and wireless capabilities, 
operating systems, multithreading ability, and storage 
capacity [7, 69]. Aside from this, it provides the required 
computations to extract patients’ contextual information 
from context sources with sufficient accuracy [13]. The 
mobile platform also supports real-time patient 
monitoring [4, 5]. In this case, it can support context 
awareness and adaptation through direct detection of 
context changes [8]. Nevertheless, it supports privacy 
protection of the patient contextual data [8]. Moreover, 
the mobile platform can support patient monitoring 
anywhere and anytime [70]. In addition, it supports active 
(always turned on) continuous monitoring [7]. 
Subsequently, this provides proactive monitoring; early 
detection of abnormal health situations [71]. As well, it 
enables patients to monitor themselves during their daily 
life activities without interruption [70]. Furthermore, the 
mobile platform is adequate to avoid the continuous 
network communication costs required to transmit the 
data to a backend server [13]. Therefore, developing 
application frameworks in biomedical informatics hosted 
on a mobile platform is the ideal solution to achieve the 
mentioned benefits [4, 8, 9]. 

C.  Process 3: Lacks and Gaps Identification 
This section presents the process used to identify the 

lacks and gaps in previous studies that designed software 
frameworks in biomedical informatics. This was achieved 
by applying the lacks and gaps identification process that 
was elaborated in Section III. The main input for this 
process was the identified FSAF to design MPMF. These 
factors were used in this process to analyze 20 studies to 
identify the lacks and gaps in terms of percentages and 
proportions as shown in Table XI. The percentages and 
proportions for each factor were interpreted for analysis 
as a research trend (from 50% to 100%) or (10 to 20 out 
of 20), lack (from 1% to 49%) or (1 to 9 out of 20), and 
gap (0%) or (0 out of 20). 

With reference to Table XI, it can be seen that there is 
a trend among the previous studies on addressing six of 
the FSAF. First, 55% or 11 out of 20 of the studies 
designed enterprise application frameworks to support the 
business rules of the applications in biomedical 
informatics. Second, 70% or 14 out of 20 of the studies 
adopted context awareness computing in their framework 
design. Third, 55% or 11 out of 20 of the studies designed 
their frameworks to support anywhere and anytime 
patient monitoring. Fourth, 50% or 10 out of 20 of the 
studies designed their frameworks to support real-time 
continuous monitoring. Fifth, 55% or 11 of 20 of the 
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studies designed their frameworks to support an unlimited 
number of monitoring applications at design time. Last, 
85% or 17 of 20 of the studies designed their frameworks 
to support an unlimited number of sensors. 

Moreover, it clearly can be seen that there are lacks 
among the previous studies on addressing six of the 
FSAF. First, at most, 35% or 7 of 20 of the studies 
designed their frameworks to be dedicated to a patient 
monitoring application family. Second, exactly 30% or 6 
of 20 of the studies designed their frameworks using a 
component-based approach. Third, just 30% or 6 out of 
20 of the studies designed their frameworks to be 
instantiated as a black-box framework. Fourth, only 5% 
or 1 of 20 of the studies designed their frameworks to be 
evaluated in terms of extensibility. Fifth, just 30% or 6 of 
20 of the studies designed their frameworks to be 
evaluated in terms of reusability. Last, exactly 30% or 6 
of 20 of the studies designed their frameworks to be 
hosted and executed completely on a mobile platform. 

In summary, it was found that there is a consensus 
among previous studies considering the following six 
factors from the FSAF: designed enterprise application 
frameworks as framework scope, consider context 
awareness computing, support anywhere and anytime 
patient monitoring, support real-time continuous 
monitoring, support unlimited number of monitoring 
applications, and support unlimited number of sensors as 
domain requirements. In addition, it was found that there 
are common lacks in considering the following six factors 
from the FSAF: design patient monitoring frameworks, 
use component-based development approach, use black-
box framework extensibility approach, use extensibility 
and reusability evaluation approaches, and design 
frameworks to be hosted and completely executed on a 
mobile platform. However, based on the total number of 
satisfied factors in each study, it was found that the 
highest totals are 9 and 10 out of 12, which were only 
achieved by the studies of Broens et al. [19] and Kang et 
al. [8] respectively. 

TABLE XI.  
PERCENTAGES AND PROPORTIONS OF PREVIOUS STUDIES THAT SATISFY THE IDENTIFIED FSCAF 
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V.  CONCLUSION AND FUTURE WORK 

This paper is a discussion of ongoing research on 
designing a MPMF. It begins by introducing the concept 
of software reuse. Then, it highlights the need for 
designing MPMF as an ideal reuse technique to develop 
MPMS. It also provides the research framework that was 
used to satisfy the research objectives of this paper. A 
systematic review of previous studies that designed 
frameworks in the biomedical informatics domain is 
presented, including the process of literature review, 
success factors identification, and lacks and gaps 
identification. The results show that there are few studies 
that designed MPMF. Aside from this, they have a severe 
lack in considering the identified FSAF. Moreover, there 
is no study that integrates all of the FSAF to design 
MPMF. Therefore, there is a need to bridge the gap 
between application framework designs and MPMS 
through designing of MPMF that satisfies all of the 
identified FSAF. In the future, the researchers attempt to 
integrate all of the FSAF in an enhanced design of 
MPMF, to help software engineers and developers to 
design and develop various MPMS easily for different 
diseases and with minimal cost. 
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Abstract—Analysis of video data have significant meaning 
for studying the characteristics video sharing site and 
understanding its user’s behavior and preference. In order 
to achieve this goal, we designed and implemented a high 
performance video sharing site oriented data collection 
system (VDCS), which overcomes the low efficiency 
problems that traditional crawler facing. High time 
efficiency video search strategy is proposed to extract 
structured video data and high space efficiency filter 
mechanism is explored for filtering videos. The experiments 
and analysis proves VDCS have much more practical 
significance in collecting video data compare with 
traditional crawler due to its video search strategy and filter 
mechanism. Through analysis of the datasets we built, we 
studied video sharing sites’ characteristic which includes the 
upload trend of videos, views and comments and social 
networks among videos, this study enhanced our 
understanding of video sharing sites and provide a new 
measurement tool for analyzing of video data. 
 
Index Terms—video sharing, crawl strategy, filter 
mechanism, data analysis, social networks 

I.  INTRODUCTION 

The advent of Web 2.0 and the development of video 
devices have promoted video sharing, over the course of 
the past 10 years, many online video websites has 
emerged in the world, and YouTube [1][2] is world well-
known short video network platform. To explore this kind 
of user-generated content (UGC) system have significant 
meaning for understanding social public,  social trends, 
hot issues and even users’ behavior and attitude on 
watching video. In such UGC environment, videos are 
primarily uploaded by users, this pattern makes users are 
both content consumer and producer. Nowadays, there 
are many video sharing sites emerged in China, for 
example YouKu [3] Video and TuDou [4] Video. 
However, those are not exactly the same pattern as 
YouTube since its content are not entirely published by 
users, their videos covering film, TV, animation, variety, 
documentaries, and other exciting original video. Such 
difference between UGC system and Chinese Video 
Sharing Sites inspired us to investigate the characteristics 
of Video Sharing Sites, obviously that investigate and 
analysis need large-scale datasets for analyzing. A video 

sharing sites oriented data collection system here 
proposed for achieving the goal of collecting large-scale 
video data from video websites. 

For crawling video data from network, many video 
based search engines have been explored. In [5], the 
author proposed a video search crawler in distributed 
environment and discussed key techniques about video 
search and data collection. Previous works in [6][7][8][9] 
investigated the method of information extraction, some 
of researcher also explored extracting structured data 
from Ajax site, whose data was loaded by triggering 
JavaScript. All video sharing sites we studied used this 
dynamical load method. However, those traditional 
crawlers cannot meet the requirements of scraping videos 
and videos’ related data due to the structured distributed 
videos on webpage. In [10] [11] [12], authors measured 
and analyzed the characteristics of UGC system, all of 
them focused on YouTube. It inspires us to study Chinese 
video sharing sites, to understand the outstanding features 
of video sharing sites. 

Our works are primarily aim to research and design a 
high efficiency and comprehensive video-based 
collection system for obtaining videos and its related 
information, on basis of this, to analyze and understand 
the characteristics of video sharing site, saying that how 
videos grows, transmission and influence people’s 
attitude and behavior. We firstly investigated webpage 
structure and realized tradition crawler cannot work well 
in collecting video data, concretely, two reasons are 
account for it. The first reason is the structural 
distributions of videos in webpage makes traditional 
crawler cannot discover and scrape abundant videos in a 
short running time, specific and high efficiency algorithm 
need to be proposed. The second factor is that traditional 
crawler have done relatively poor performance in filtering 
videos that we have already accessed, however, owing to 
small world phenomenon [13] exists among videos, it is 
possible for crawler to process one video not just once. In 
[14], the author have researched some applications on 
bloom filter, the experiments showed that the optimal 
number of hash function minimizes the false prediction. 

 The highlights of our work are summarized as follows: 
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(1) Analyzed video pages for understanding the 
characteristics of videos’ distribution, proposed high 
time-efficiency video crawl strategy (BFS-DSS). Which 
largely shorten the time of building our datasets. 

(2) We designed high space-efficiency filter 
algorithm to avoid unnecessary crawl works due to small 
world phenomena among videos.  

(3) Upon completing video data collection system, we 
conducted our experiment from October, 2011 to May, 
2012, during this period we established our datasets. Our 
analysis works outline the high-level characteristics of 
TuDou video, which is not only highly representativeness 
but  one of the earliest video sharing site in China, we 
analyzed TuDou videos’ growth trends from TuDou 
established, besides, video length, categories, views and 
comments we also studied. Most importantly, we find 
social networks among video, which have significant 
meaning for understanding the transmission of online 
videos.   

The rest of this paper is organized as follows. Section 2 
outlines system structure, followed by crawl strategy we 
designed in Section 3. Section 4 studied filtering 
mechanism and implemented it in our system. Our 
datasets and analysis results are introduced in Section 5 
and in Section 6 we make conclusion of our research. 

II. STRUCTURE OF SYSTEM 

Traditional crawlers that focus on text content already 
cannot satisfy data collection requirements since the 
specific data that we want to obtain appears structural 
characteristic, the author of [6][7] also pointed this issue. 
The needs of designing a high-performance data 
collection system which takes dynamics data’s collection, 
specific crawling algorithm, and high-space efficiency 
filter mechanism into account is increasing. Basically, our 
system contains two parts: Crawler and Extractor. 
Crawler is used to scraping video links while Exactor 
plays role in collecting detail information of videos. 
Figure 1 shows the structure of VDCS. This coordinate 
work between Crawler and Exactor greatly enhance data 
collection efficiency. 

 
Figure 1.The structure of VDCS 

 As is shown above, Crawler and Extractor play 
different role in gathering videos’ data. Crawler is mainly 
focus on scrape video links from each web page, after 
data processed, the video link data will be packed and 
sent to Extractor, at the same time, the protocol that 
Crawler are working for and task types will also be sent 
to Extractor .Therefore both of them are designed a 
Control & Transfer module for transferring data .The core 
module of Crawler is crawl strategy and filter mechanism. 
In Extractor, data extraction operation focuses on extract 
some related information of video that including title, 
tags, description, comment etc. 

III .CRAWL STRATEGY 

Before designing crawl strategy, we firstly analyzed 
the structure of video page, we found almost each video 
sharing site we studied have several columns pages, 
interim pages and navigation pages. The analysis shown 
that there scarcely a video in that kind of pages, but there 
exist some links that guides us to access webpage which 
have abundant video resource. According to our analysis, 
most of videos are exist in secondary or tertiary level. For 
example, if we access to an video that belongs to one 
video set (e.g. Series, Album, List etc.), we can find its 
relative videos, interestingly, it is worth to note that  
video page limited the number of relative videos to 20, 
the layered structure of video page appears as Figure 2. 

 
Figure 2. The distribution of videos 

 

 
Figure 3. Crawl strategy 

Due to layered webpage, some videos aggregated. This 
distribution makes traditional crawler that used Breadth-
First Search [15] spend much more time on discovering 
and scraping videos. We proposed a video-based crawl 
strategy, namely, Breadth-First and Depth-Second 
strategy (BFS-DSS). It means we basically used breadth 
first search to crawl video links within top-level pages. 
However if crawler find there some kinds of links that 
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exists plenty of videos on those webpage, the crawler 
would automatically go to second or third-level page for 
scraping many relative videos that refer to specific video. 
After the depth scraping tasks finished, the crawler will 
return to top-level page continue to do breadth scraping 
tasks, the whole crawl process can briefly describe as 
Figure 3, and the algorithm description of BFS-DSS as 
below. 

 
BFS-DSS algorithm description: 
01. Put seed Url to Task queue ; 
02. While(Task_queue is not Null) 
03.  Do  
04.      Get next_request_url←Task_queue.Deueue(); 
05.      Access to next_ request_url; 
06.     Extract all video links into link_list 
07.     For i←0; i<link_list.Count;i++ 
08.             If link_list[i] have relative videos) Then 
09.                /*Deep down to next level page for 

scraping relative videos*/ 
10.                 Insert relative video links into link_list; 
11.             End if  
12.      End for 
13.        Extract all url links into Task queue  
14.   Continue  
15. End while  
 

The efficiency of BFS-DSS proved by our experiment, 
it effectively gained the videos dataset in same run period 
as BFS, which is shown as Figure 4.In our algorithm 
performance experiment, we verified the superiority of 
BFS-DSS algorithm in scraping video from webpage. To 
simplify description, we named the crawler that 
implemented BFS algorithm crawler A, and named the 
other one B crawler, two crawlers are running in same 
network environment and the same time. In figure 4 our 
record shown the slope of red line is bigger than black 
one in first about 3 hours. However, video growth rate of 
crawler A appears leveling off along with run time‘s 
increasing. It suggests that there could be more and more 
pages that contain few videos in task queue from time 
scale at 100 minutes, in other words, crawler A would 
crawl those pages in task queue from first to last even 
through few video in those pages. On the contrary, this 
phenomenon has little effects on crawler B due to its 
depth search strategy. It tends to crawl the second or third 
level pages as long as it finds that there are some related 
links of individual video in the page. This is mainly 
reason for constantly growth rate of crawler B. 

TABLE I.  .  
COMPARISON OF TWO STRATEGIES 

Crawl 
Strategy  

Run time 
(minutes) 

Processed 
pages 

Scraped 
videos 

Average 
videos 

per page 
BFS 245 89653 282045 3.046 

BFS-DSS 245 16092 334338 20.777 
 
Another study is about the relationships among run 

time, number of video and processed pages. Table 1 is the 
result of strategies in our experiment. For crawler A, the 
total number of scraped videos and processed pages are 

282045 and 89653 respectively, the average number of 
video per page is about 3.046, In Crawler B that 
implemented BFS-DSS strategy, it scraped 334338 
videos from 16092, average videos per page is 20.777, 
about 7 times of crawler A. This experiment precisely 
verified that BFS-DSS strategy is well suitable to scrape 
videos. As mentioned before, a limitation of displaying 
relative videos in one page was posed, only 20 relative 
videos are displayed, thus 21 videos we would collect if 
our crawler deep down to second or third to collect 
videos according to BFS-DSS search strategy. The 
average number of video per page in BFS-DSS is 20.77, 
which is identical with our webpage analysis. 

 
Figure 4. The number of videos along with run time 

 
Figure 5. The relation among run time, processed pages and number 

of videos 
Figure 5 is shown as the relations among run time, 

processed pages and number of videos, in the whole 
running process, we learnt that the capability of scraping 
videos in BFS-DSS is better than BFS strategy. Even 
though BFS strategy gathered more videos than BFS-DSS 
until 138th minutes, it accessed 57181 pages while BFS-
DSS accessed 2770 pages, about 20.64 times of BFS-
DSS did. This because more and more interim, column 
and navigate pages which seldom have videos are added 
to crawler’s task queue, whereas the crawler A will 
processed them with no priority. In BFS-DSS crawler, it 
tends to process those pages have plenty of videos, thus, 
the capability of finding and scraping videos is better. 

IV. FILTER MECHANISM 

Multitasks program can be paralleled and worked 
independently. This mechanism makes filter work 
become a big challenge for crawler, in order to avoid 
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doing repetitive crawling works as less as possible, 
crawler have to record those pages that have accessed. 
Our study explored bloom filter found that it perfectly 
suit to video-based crawler. The Bloom Filter is an 
algorithm that provides high space-efficient way for 
checking whether an element is a member of a set 
[16][17]. As with a hash table, false positives are possible 
and false negatives are not. Also like a hash table, a 
bloom filter works by computing hash codes of specific 
video. The difference is that the bloom filter computes 
multiple hash codes for each string, and sets multiple bits 
(one bit per hash code) in the table. The result is counter-
intuitive: by setting multiple bits per item, the bloom 
filter can store many more items in a table of given size 
while maintaining the low positive rate. 

In bloom filter, there have an bit array which contain m 
elements and all of them are set to 0 at the beginning 

 
Figure 6. Mapped elements in bit array 

 
Besides, K hash functions are provided to map each 

element in set 1, 2 , 3, 4{ }... nS x x x x x= .Hash function will 

map every element in S  to the bit range {1, }m .For 
example, for each x, if there is exist this element in S , 
hash result will be 1, otherwise, be 0.We can know 
whether a specific element x is belong to S or not by 
checking its bit value in bit array, which is mapped by 
hash functions. Only all bit value that mapped by 
different (0 )i i k< <  functions is 1, we conclude this 
element is in set, or it not belongs to set, in Figure 6, we 
aim at judging whether element 1, 2, 3{ }x x x  belong to S , 
we firstly calculate the result of bit value by 3 hash 
functions. And then check its bit value, we learnt x1, x2 
is not belong to set, whereas x3 in this set. 

For a given 1, 2 , 3, 4{ }... nS x x x x x= , which is mapped 
by k different hash functions to a bit array that has m bits, 
in this situation ,the possibility of an individual bit that its 
value still 0 when all element in s are mapped is: 

( / ) /(1 1/ ) (1 1/ )kn m kn m kn mp m m e− − −= − = − ≈             (1)                                                                          
To simplify our model, we bring an equation: 
l i m - 1 xx e

x
− =

→ ∞
( 1 / )

 to our model. 

In addition, we suppose the ratio of bits that its value is 
0 is q, from mathematical expectation formula: 

             ( )E q p=                                           (2)                                                                                                                         
At the same time, M. Mitzenmacher in [17], proved q 

is intensively distributed near to its mathematical 
expectation. Thus we can learn the false positive rate r: 

/ /(1 ) (1 ) (1 ) ln(1 )k k kn m k kn mr q p e k e− −= − ≈ − = − = −    (3)                                                                             
According to equation (1), (2), (3), we calculate the 

value of false positive rate: 
/ ln ln(1 )r m n p p= − − , in order to make sure the 

minimum value of r is obtained, q has to be 1/2, when 
q=1/2: 

1 1 ln 2 ( / ) /( 2 ) ( 2 ) 0 .6 1 8 5k m n m nr − −= = ≈     (4)                          
We learnt that when q is 1/2, the false positive value is 

minimum value, from the equation (1), we inferred 
another equation about: 

1/ ln / ln2 ln2( / ) 0.6931 /k m n q m n m n m n−= − = − = ≈    (5)                          
To verify the optimal number of hash functions and 

what size of bit array we should design for our crawler, 
we conducted series experiment. From this experiment 
we learnt the superiority of bloom filter. By given 305565 
urls, we tested bloom filter in our crawler from two 
aspects: memory consumption and positive false rate. In 
this experiment, we want to make sure the positive false 
rate of bloom filter is below 0.001,According to our 
conclusion (4) and (5),we calculated the size of bit array 
should be at least larger than about 4392496 bits 
(4.19M)and the optimal number of hash functions should 
be large than 9.66 . Besides, in order to illustrate the 
superiority of bloom filter in memory consumption, we 
allocate same bits size to simple a hash table .As is shown 
in Figure 7, the collision rate of bloom filter is 
surprisingly lower than Simple hash table, The 10056 
collisions are detected by using simple hash table and 37 
collisions for bloom filter. 

 
Figure7. Comparison between Bloom Filter and Simple hash table 

 
Figure 8. Memory usage of Hash Table and Bloom Filter 

Figure 8.is a test about memory usage of two filter 
mechanisms. The test environment is no other difference 
except the filter mechanism between crawler A (simple 
hash table) and crawler B (bloom filter). We ran two 
crawlers on two different computers, they have all the 
same configurations and in same network environment. 
The test period last more than 1000 minutes, in this 
period we recorded the memory usage of the two crawlers 
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by monitoring program. Obviously, started from 100 
minutes the crawler B‘s memory consumption appears 
relatively steady around 125 Mb. However, crawler A is 
fluctuated frequently and its memory costs increased 
along with time, this phenomenon occur due to that more 
and more urls crawled are added to hash table. Therefore, 
the occupancy of hash table increased like the Figure 8 
shows. 

V. DATASETS AND ANALYSIS 

Based on VDCS we collected massive video data from 
several aspects, through the analysis of those data we 
have a depth understand of video sharing sites .In 
following section we will descript our analysis. 

A. Categories 
In analyzing video categories of video sharing site, we 
randomly choose 1.83 million TuDou videos as data 
sample to study the categories of videos. And we 
calculated the percentage of each category of total sample 
videos, the results shows that each video would be 
classified to one of 16 categories, the distribution of 
TuDou video categories is shown as Figure 9,according 
to the pie chart ,Entertainment, TV-play, Music, 
Animation, Movie, Variety show is the most six popular 
categories of TuDou video. 
 

 
Figure 9.The percentage of each category for TuDou video 

B.  Upload Trend of Videos 
In this part, we examined about 1.83 million TuDou 

videos we crawled to analyze the upload trend of TuDou 
videos, during the data collection process, we also 
recorded the upload date of each video so that we can 
study the added trend from the time that TuDou system 
established to May 29, 2012 .Table 2 is our dataset about 
uploaded TuDou videos, in Figure.10 we plotted the 
number of new adding videos every month in our sample 
dataset. 
 
 
 
 
 
 

TABLE II.    

UPLOADED TUDOU VIDEOS IN EACH YEAR 

Year-Month Total 
Number Min Max Median Average

05.4-05.12 186 11 39 24 20.67 
06.1-06.12 21370 73 5796 3046 1780.83 
07.1-07.12 135626 8132 13332 11570 11302.17
08.1-08.12 130470 9804 14658 11948 10872.5 
09.1-09.12 211864 12054 24988 18034 17655.33
10.1-10.12 424646 26112 51971 33816 35387.17
11.1-11.12 712080 40069 103266 54140 59340.17
12.1-12.5 192517 16963 90338 26541 38503.4 

 

 
Figure 10. Number of TuDou videos in each month 

 
According to Figure 10, at the beginning of TuDou 

establishment (TuDou company established in April, 
2005), there appears a slow start and a few videos are 
uploaded by users. However, up to December, 2008, the 
increase rate appeared relatively steady. Obviously, the 
uploaded number of videos reached its peak in 2011, it 
implies that more and more users are willing to upload 
videos, the trend shown that video sharing sites are 
become more popular recently years. We also plot a 
power law curve to fit the growth trend of videos. We 
find function  ( ) kf x ax=   can well fit our data, we 
calculated parameter a=12.73 and k=1.90.the red line 
suggests the growth trend of TuDou video with power 1.9. 

On the other hand, we also make statistics of new 
adding data in each month from April, 2005 to May, 
2012 .Table 2 lists the fact of the statistics of uploaded 
videos in each month. In 2005 ,there are small number of 
videos are added ,two reason can account for it : (1)part 
of the videos that uploaded in 2005 have been removed 
thus our crawler cannot access to them ,(2) most of 
people are not interested in such video sharing site at that 
time . The Median and Average number in two periods: 
2007 to 2009, 2010-2012 appears relatively steady and 
increasing constantly. Particularly, the number of 
uploaded videos in 2011 is highest in Tudou system’s 
history. 
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C. Video Length 
TuDou video contains both long-content and short 

content, in this aspect, it is not as same as YouTube video, 
which limits its video within about 700 seconds .In this 
part, we used more than 1.2 million videos among we 
crawled to study the distribution of TuDou video 
length .Firstly, we divided those videos into 70 datasets, 
dataset 0 contains the video length between 0 to 100 
seconds video. And dataset 70 contains those videos 
whose video length from 6900 to 7000 seconds, we 
counted the number of videos in each dataset. Figure 
11.we plotted both the facts of video length distribution 
and CDF to illustrate the video length feature of TuDou 
video .According to our statistical results. Basically ,there 
are three peaks in the figure ,respectively ,the first peak is 
200-300 seconds ,we assume that most of videos that  
uploaded by user are relatively short video ,what’s 
more ,according to our categories study ,music video 
occupied about 15 percent of total videos .As we all 
known, music video length is usually around 300 seconds, 
those two factor can account for the first peak. The 
second peak is 1400-1500 seconds, it possible because 
most of animation video playtime is about 20-25 
minutes .The third peak is 2400-2500 second, which is 
largely occupied by TV play (19 percent of total video). 

 
 Figure 11.Distribution of TuDou video length 

D. Views and Comments 
    Number of view and comment are significant factors 
for analyzing video. In this section, we will discuss the 
some relationships:  number of views and rank, number 
of comment and rank, number of view and number of 
comment. Through the analysis on these relationships we 
would have better understanding of user’s attitude 
towards different video types. Our works are also mainly 
focus on top 100 ranks in top six popular categories like 
the Figure.12 and 13 shows 

 
Figure 12.Number of views against Rank of video 

 

 
Figure 13. Number of comments against Rank of video 

 
Both views and comments of video is decreasing along 

with rank, which implies user are prefer to care those hot 
video no matter news, TV play or entertainment. The 
number of views of top ten ranks is beyond 1,000,000 in 
those six categories. Since Movie and TV play is much 
popular than other categories. Surprisingly, the number of 
views of most popular TV play reached 1 4,121,908. On 
the other hand, those video ranking from 20 to 100 is 
basically posses about 10,000 to 100,000. In addition, 
Figure 13 shows user more active to express their opinion 
about an video if it is popular ,on the contrary ,less and 
less comments are submitted along with rank’s increasing. 
To build the relationship between views and comments of 
video, we make statistics about the two properties of 
video, as shown in Figure 14, which suggests most users 
would not make comments on videos that are not popular, 
Thus most pots converged below 50 on comments axis, to 
those playtimes are surprisingly videos, user make more 
comment and discuss about it. 
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Figure 14.The relationship between views and comments 

E. Social Network among Videos 
Small world phenomenon is one of most important 

work for our study video sharing sites. It has been found 
in several real-world situations [18], for example, road 
maps, food chains, electric power grids, P2P file sharing 
network , and Gnutella’s research overlay topology. This 
concept was first introduced by Milgram  [19] to refer to 
the principle that people are linked to all others by short 
chains of acquaintances, and it was used by Watts and 
Strogatz [20] to illustrate networks that are neither 
completely random, nor completely regular, but have 
characteristics of both. In analyzing small world they 
defined graph to illustrate the relationship between nodes 
in social networks.  

Our study revealed that there exist such clusters 
phenomenon among videos [21] [22] [23].To study the 
small world that refer to videos in depth, we recorded the 
relationship between two videos during crawling process. 
We defined two relationships between video direct or 
indirect relation. In video sharing site, if video A and B 
belong to same set (Album or List) and A can link to 
B ,we define an edge between A and B.As is shown in 
Figure 15, some visual illustrations for small world 
phenomenon among videos, we crawled about 12000 
videos and randomly choose about 100,500 and 1000 
video scale respectively to study. Because we recorded 
those direct and indirect relationships between videos, the 
figure shown that there are some clusters among 
measured nodes. 

 
100 videos 

 
500 videos 

 
1000 videos 

Figure 15.Small world phenomenon among videos 
From Figure15 we see that the small world 

phenomenon of video is obviously by using related 
videos to form video graph. We also note there are some 
independent nodes existed, we think this because there 
are several categories for videos, and some videos have a 
few or no related videos. Besides, we also learnt other 
characteristics like clustering coefficient [24][25] 
diameter of video graph. For a given directed graph 
G=(V,E) ,which is consisted by several vertices and the 
line between them ,we define edge E i j is a directed line 
that connect V i and V j ,for a certain vertices k, if the 
degree of k is deg(k),the clustering coefficient : 

| { } |
d e g ( ) ( d e g ( ) 1)

i j
k

E
C

k k
=

× −
                                   (1) 

V i  and V j is  the neighborhood nodes of kV .Thus , 
network average clustering coefficient 

1 n

k
i k

C C
n =

= ∑                                                      (2) 

We used (1) and (2) to calculate network average 
clustering coefficient for 100,500 and 1000 nodes, we 
also calculated the diameter of those networks 

TABLE III.   

SMALL WORLD CHARACTERISTICS OF VIDEO 

Node scale Average clustering 
coefficient Diameter 

100 0.202 2 
500 0.31 3 

1000 0.37 3 
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We see from table 3, the average clustering coefficient 
is very high ,especially in scale of 1000 nodes ,along with 
the increasing of nodes scale ,there is slightly increasing, 
also, from whole network perspective, we find the 
diameter of network is increasing slightly, those 
phenomena suggests  that there is a small-world network 
among videos. 

CONCLUSION 

This paper analyzed video sharing sites, find that its 
highly structured videos data cannot easily collected by 
traditional crawler efficiently. The distribution of videos 
inspired us to explore a high time efficiency video search 
methods, in addition, we suitably designed filtering 
mechanism for pursuing high space efficiency. The 
results verified the effectiveness of our works. Such 
system provides a good platform for our further study in 
measurement and analysis of video sharing sites. 
Analysis the video datasets we built enhanced our 
understanding about the characteristics of video sharing 
sites, such as growth trend, views and comments that 
illustrate the nature of behavior in video sharing service, 
we also explored its social network phenomenon among 
videos. Those research and analysis have significant 
meaning for data mining, tracking hot topic and achieving 
the validity and security of information transmission. 

Our future works will focus on video external linking, 
modeling video transmission, the influences of content 
distribution network (CDN) and P2P networks to video 
content distribution and transmission, in-depth study 
about video’s feature in order to suggest video companies 
provide more enjoyable serv1ices for video consumers. 
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Abstract—Ontology Alignment (OA) identifies semantically 
matching of different entities, OA continues to attract great 
attention within the database, information system and 
artificial intelligence communities. OA used to solve the 
semantic heterogeneity and hide the complexity of retrieving 
entities of heterogeneous source. That’s why we rely on the 
OA for resolving semantic conflict during design phase of 
information system, particularly in semantic integration of 
Business Components (BC). Our contribution concerns a 
solution for the integration of BC based on the ontologies 
alignment in order to support information system designers.  
 
Index Terms— Component, Business Components, Semantic 
Integration, Ontology alignment, Enriching Ontologies 
 

I.  INTRODUCTION 

This field of information systems engineering has 
always been a sector very claimant in techniques and new 
methods to improve both the quality of the products and 
the performance related to the process used for its 
development. In addition, applications are becoming 
increasingly complex and are covering wide range of 
fields. The in-creasing and diversifying role played by the 
Web and the Internet in the design and implementation of 
online applications (Semantic web and Cloud Computing) 
do amplify this situation. 

This field, therefore, has evolved enormously since the 
advent of the computer. These developments have 
constantly provided reliable software and have been 
tailored to meet business needs, especially by reducing 
costs and delays. These developments have focused 
simultaneously on how to represent the targeted field by 
the software production, as well as conceptual, 
technological and methodological frameworks that 
facilitate and guide the process of software production. 
One of the most promising approaches herein is 
"components reuse based engineering ", called also 
“design by reuse”. 

In the past information systems engineering, 
programming activities were the first to be subject to this 
situation and to be experimented with this approach. 
Proposals based components emerged later to address 
problems of engineering requirements, specification and 
modeling systems. Approaches based on "Business 
Components" are part of this trend. They usually have 

similar concepts representing different objects. Their 
similarity and difference in terms of concepts, or their 
appearance necessitate a common specific interpretation 
of the BC, their innate information, their interface and 
their general specifications. As a consequence the main 
problem then is to in building new Business Information 
Systems (IS) from reusable components is today an 
approach widely adopted and used [1], [2] and [3]. 

Our problem is inscribed at the intersection of two 
scientific fields: the components reuse engineering and 
the ontology’s alignment. The integration of business 
components is a research problem that has been identified 
in the field of engineering by reuse. Our proposal aims to 
assist designers in the IS integration phase. It is a process 
guided by the ontology domain to provide semantic 
integration of Business Components (BC). This process 
allows the detection and resolution of semantics conflicts 
naming type encountered in the process of integration of 
business components. Several improved and extended 
versions of this process were presented successively. This 
process allows the detection and resolution of naming 
semantics conflicts encountered in the process of 
integration of business components. Several improved 
and extended versions of this process were presented 
successively in [4], [5], [6], [7], [8]. 

We hypothesize that the conception of an Information 
System (IS) generally targets management business area 
and business components reuse modeled in a high-level 
language such as UML, fragments of this field. Moreover, 
semantic integration systems rely mostly on ontology’s 
alignment. We relied on the results of these studies to 
support the semantic integration process.  

Indeed, the application of several rules on candidate 
concepts to alignment enables to detect new semantic 
relations and enrich the original ontology. The BC set 
subject to integration are used as sources to generate 
semantic relations. A new step of ontology enrichment 
has also been inserted in our process and an extension of 
the method of calculating the similarity has been 
proposed [6]. Two steps namely the production of a 
correspondence ontology (Alignment) and a proposed 
action, guidelines and strategies to designers of 
information system depending on the type of conflict in 
order to resolve semantics conflicts, were also included in 

3016 JOURNAL OF SOFTWARE, VOL. 8, NO. 12, DECEMBER 2013

© 2013 ACADEMY PUBLISHER
doi:10.4304/jsw.8.12.3016-3025



our process [8]. We validate our results using a prototype 
that we have developed. 

Our paper is organized as follows: First the problem of 
semantic integration of BC is presented. In section 3 
domain ontology based alignment and enrichment-rules 
based techniques are described. In Section 4 our proposal 
of BC semantic integration method is given, completed in 
section 5 by ontology domain enrichment process. In 
section 6 an example of application and a prototype are 
presented in order to illustrate our proposal. Finally, 
section 7 presents the conclusion and perspectives of our 
work. 

II. BUSINESS COMPONENTS 

Business components based approach aims to reduce 
costs, risk and cycle-time of developing software. 
Components based approach consists in building new 
systems by reusing available components in the same 
field. Ac-cording to this approach, a business information 
system will be built from a set of Business Component 
(BC) which is generally heterogeneous. In fact, these BC 
generally emanate from various sources. For example, a 
company trading IS could be designed from multiple BC 
such as: {"Sales", "Product", "Customer” etc...}.  

According to Object Management Group (OMG), a 
BC is a representation of nature and behavior of entities 
of the real world in terms resulting from the company; 
(supplier, account, etc). It meets cur-rent functional needs 
(e- mail, etc), company functions (commercial 
management, etc.) or brings a solution to a particular 
branch of industry (banks, insurance, etc) [3]. 

III. SEMANTIC INTEGRATION OF BUSINESS COMPONENTS 

The semantic integration of different BC in the same 
in-formation system goes through a process of detection 
and resolution of semantics conflicts that may exist 
between different components. We consider that every 
conflict is generated by a non-definition of a semantic 
relation (eg: synonymy semantic relationship which may 
cause a conflict type naming). We based in this paper on 
ontologies alignment to align the ontologies associated 
with BC. Because of its ability to produce ontology what 
we call Correspondences Ontology (CO) which includes 
the concepts and their semantic relationships derived 
from multiple sources ontologies. This task required and 
appropriate in the process of semantic integration, which 
is why, we show the usefulness of CO and see how it can 
be used either in an automatic process as input of the 
phase integration is a process assisted by the designers of 
information systems. Which allow to deduct a set of 
actions (add, edit or delete a concept or relation) in order 
to achieve semantic integration of BC. 

The integration of BC aims to detect and resolve 
conflicts caused by the heterogeneity of BC. The goal is 
to produce a single unified component. We define the 
binary BC semantic integration based on semantic 
integration of ontologies associated with the BC. We 
have proposed [5] and [6] an integration processes that 

reduces the problem of semantic integration of BC to a 
problem of ontologies alignment.  

Bezivin [9], define the models integration as follow: 
“Takes two models MA, MB and a Correspondence Model 
CMAB between them as input and combines their elements 
into a new output model”. 

We are based on this definition to define integration of 
business components: The integration of business 
components takes two components BCp and BCq and 
Correspondence Model CMpq between them as input and 
com-bines their elements into a new output component 
BCMpq: 
 

BC  = ( ,BC , M ) 
 

Integration is a binary integration, we rely on the latter 
to define the integration of a set of BC, denoted 
BC1 ...BCn, takes a set of components: BC1… BCn and 
correspondence model CM1….n between them as input 
and combines their elements into a new output 
component BC1.... n. 
 

 … .  = ation (  … , M  … . ) 
 

The semantic integration requires several pre-
processing steps including transformation step of BC to 
ontologies and ontologies alignment step, resulting from 
transformation that fit into a phase called preIntegration 
that we can present it by function. The latter takes as 
input two BC: BCp and BCq and a domain ontology to 
produce an Correspondence Ontology (CO), which means: 
 

 =  ( , , DO) ≡  
(  ( , ), DO) 

 
We present the transformation step of business 

components to the ontology by function 
"Transformation" which takes as input a set of BC: 
BC1… BCn to produce a set of ontologies BCO1… 
BCOn, which means: 
 

O  … O  =  (  … ) 
 

We present ontologies alignment step of ontologies de-
rived from BC by the function "alignment" that takes as 
input a set of ontologies BCO1… BCOn and Domain 
Ontology (DO) and outputted correspondence ontology, 
which means:  

 =  ( O  … O , DO) 
 
The semantic integration of components takes as input 

two BC: BCp and BCq and correspondence ontology 
resulting from “preintegration” for produce a single BC 
Integrated BCMpq, which means: 

 
 =  ( , , ). 

Based on the binary integration we define semantic 
integration among BC:  

 
 …   = (  … ,  …. ) 
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We use domain ontologies for multiple reasons: Firstly, 
domain ontologies describe concepts related to a domain, 
this corresponds fully with our problem, since the design 
of an IS intended generally a business domain. 

Secondly, domain ontologies are reusable inside the 
same domain, this property is very interesting to consider 
in BC reusing, which is the central aim reuse approach 
design. 

IV. ONTOLOGIES ALIGNMENT AND ENRICHMENT 

Ontologies are recently initiated approach for 
structuring knowledge and are defined as a collection of 
concepts and their interrelationships, which provide an 
abstract view of an application domain. According to 
Gruber, ontology is defined as an explicit formal 
specification of terms of a domain and relations among 
them [10]. Aligning ontologies consists in establishing 
semantic relations among concepts of various ontologies 
which describe the same field of knowledge. Aligning 
ontologies represents a great interest in application 
domains that manipulate heterogeneous knowledge, such 
as semantic web, communication in Multi-Agent Systems, 
data Waterhouse, schemas/ ontologies integration [11],etc. 
Several works on the alignment of ontologies have 
emerged over recent years; most of them are based on an 
external resource that can be either a general ontology or 
domain ontology [12], [11]. "In the following, we give an 
account of the concepts that we will use throughout the 
paper and of the metrics that we used for computing our 
alignments. We follow the pro-posed terminology in [13], 
[14] and adopt the same definitions given there, as well as 
the same symbols within figures, simplifying them for 
our purposes if it is the case. 
 
Definition 1 (Matching process). A matching process 
can be seen as a function f which takes two ontologies o 
and o’, a set of parameters p, and a set of oracles and 
resources r, and returns an alignment a between o and o’.  
Definition 2 (Correspondence). A correspondence 
between an entity e belonging to ontology o and an entity 
e’ belonging to ontology o’ is a 5-tuple <id, e, e’, R, conf> 
where:  

• id is a unique identifier of the correspondence,  
• e and e’ are the entities (e.g., properties, classes, 

and individuals) of o and o’, respectively,  
• R is a relation such as “synonym,” “more 

general,” “disjointness,” “overlapping,” 
holding between the entities e and e’, and  

• Conf is a confidence measure (typically in the 
[0.1] range) holding for the correspondence 
between the entities e and e’.  

 
In our experiments, we only considered classes, business 
component as entities and synonym, homonym as relation.  
Definition 3 (Alignment). An alignment of ontologies o 
and o’ is a set of correspondences between entities of o 
and o’. 

The enrichment of ontologies consists to evolve their 
semantic content in order to cover new knowledge and 

increase their semantic consistency. More precisely, the 
[19], [20], [21], [15],[22] and [23]. 

Enrichment consists in identifying new items: concepts, 
terms and relationships, and then placing them in an 
existing ontology. Enrichment as well as manual 
construction of ontology turns out to be a tiresome and 
ex-pensive work [15], that's why several studies have 
pro-posed automated and semi-automated methods of 
enriching and building ontologies. All those methods rely 
on external sources from which new semantic knowledge 
are identified, evaluated and placed within the ontology 
to enrich. The sources can be unstructured text such as 
dictionaries, knowledge bases, semi-structured or 
structured data such as conceptual schemas [16]. The 
enrichment process ontology can be divided into two 
steps: a learning step to search for new concepts and 
relations, and a placing step to set concepts and relations 
within the ontology. Several works in the literature have 
been proposed to cover one and / or other of these steps 
[17] and [18]. Most of existing approaches, generally 
based on statistical and linguistic tools, have focused on 
adding new concepts and / or semantic relations. In this 
paper we propose to enrich the domain ontology used for 
support the alignment of components ontologies. The 
purpose is to improve the efficiency of the similarity 
measuring method which is based on ontology domain; 
this will be achieved by adding new semantic relations. 

V. BUSINESS COMPONENT INTEGRATION PROCESS. 

BC provides the services and / or data. These services 
and data are expressed in terminology freely chosen by 
the designers of information system in the majority of 
cases. The semantic integration of BC is to assign 
meaning to data and services in order to ensure the 
integration of data and services across heterogeneous BC 
to allow their integration into a single BC. We propose in 
this section a solution of semantic integration of BC that 
we presented in [4], [6]. Our solution allows:  

 Identify and resolve naming semantics 
conflicts between business components 
candidates for inclusion in the new 
information system.  

 Produce a new BC resulting from the 
integration of business components of 
departure.  

 Enrich domain ontology used as support 
during the integration process.  

 Provide guidelines or rules derived from the 
integration of a set of relationships matches.  

 
Our proposal relies on the results of several research 

projects including those on the components 
transformation from a component modeling language into 
an ontology modeling language, and those related to the 
alignment and enrichment of domain ontology’s [12], this 
solution consists of two complementary sub-processes:  
- The process of semantic pre-integration.  
- The process of semantic integration.  
 

A global description is provided in the following figure 
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Fig 1: Global view of Business Component integration Process 

 
 
A. The Process of Semantic Pre-integration.  

The objective of this process is the production a set of 
semantic relation between concepts derived from the BC 
candidates for integration, represented by a 
Correspondence Ontology (CO) and also enriching the 
Do-main Ontology (DO). This process consists of a 
process description is provided in the following: The 
inputs of the integration process are: - A set of Business 
Components selected by the designer in order to integrate 
them in the future Information system. We denote 
BC1….BCn , these BC. 

 - A ontology domain chosen by the designer ac-
cording to the new IS domain. The domain ontology 
describes concepts and relations among concepts of the 
IS domain. The domain ontology will thereafter be used 
to support the integration process.  

The outputs obtained at the end of the Pre-integration 
process:  

- Correspondence ontology (Alignment): In the first 
step, IS designer can use this ontology to detect and 
resolve semantics conflicts in a semi-automatic process. 
In the second step, the ontology could be reused in an 
automated process from the perspective of integrating BC 
while defining a set of integration rules derived from the 
correspondence of BC. It will later be used as ontology 
support during the second process: the integration process.  
 

An correspondence ontology (Alignment) can be used 
as enter the integration process  

The pre-integration process comprises the following 
steps:  

a. Transformation the BC candidates for 
integration into ontologies  

b. Aligning ontologies obtained based on 
background ontology.  

c. Produce correspondence ontology.  
 
 

1.  Business Component transformation into 
ontologies.  

UML and OWL have similar concepts in many ways 
such as: classes, associations, properties, packages, types, 
generalization and instances.  

UML is used to model the dynamic behavior of a 
system. However, OWL does not allow this type of 
modeling. OWL is indeed able to infer navigating 

through relations between generalization and 
specialization classes, also individuals of a class based on 
the constraints imposed on the properties in the class 
definition, however, UML does not this feature [28].  

A comparison between models and ontologies is given 
in [35].The differences between the classes of the UML 
and OWL are studied in [36] and [37]. [38] provided an 
analysis of approaches for transforming UML to 
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Figure 6: Second Business Component BC2 to integrate. 

The transformation of BC2 into ontology generates the 
ontology BCO2 hereafter: 
 

 

 

 

 

Step n° 2: semantic integration and obtaining BCOr with 

highlighting the enrichment process.  

 Ontology BCO1 generated from component BC1 
comprises a concept called “Laboratory”. Ontology 
BCO2 resulting from the component BC2 comprises a 
concept called “Workshop”. The two concepts belong to 
the domain ontology. (C1 and C2 DO) without admitting 
semantic relation between them (R (C1, C2) =∅  .The 
alignment of the two concepts requires consequently 
“applying the enrichment process to the domain 
ontology”. The two concepts having child sub-concepts 
“Medical representative” and “Research team” are similar; 
according to R2 rule one can deduce that “Laboratory” 
and “Workshop” are synonymous. A new relation 
“synonymy” is detected then added to the domain 
ontology. The calculation of σ (“workshop”, “laboratory”) 
then gives value thus the concepts “Laboratory” and 
“Workshop” thus will be linked by the synonymy type 
semantic relation. This relation is then added in BCOr 
ontology. Figure below presents the result of this 
processing.  
 
 
 Step n° 3: Obtaining the integration process result BCr.  
At this step, designers can, as appropriate:  
 

o Rely on BCOr ontology to note that BC1 and BC2 
are synonymous; and to then choose BC1 or BC2 to 
use it in their new IS.  

 
o Automatically transform BCOr ontology into a 

business component BCr. Figure bellow describes 
the resulting component BCr.  

 

 
 
 
 

 
 
 

 

 

Figure 7: The Business Component BCr resulting from integration 

“Laboratory” and “workshop” are synonym then find 
in the catalogue the resolving conflicts (conflict 
resolution rule 1), then propose to IS designer an 
operation “rename” one of concepts in conflicts, merge 
the two concepts or delete one of the concepts. It is the 
same for “Delegated medical" and “medical 
representative”.  

B. Prototype  
The last step of our work is to design the interface of 

our prototype not only to validate and evaluate our 
semantic integration process, but also it can be used for 
semantic integration of BC. We describe in this section, 
the graphical interface of our prototype for the integration 
of BC, as it is based on the integration process presented 
in paper. The purpose of this prototype, firstly to 
implement our prototype and secondly  to provide an 
interface for the user ,especially information system 
designers to achieve semantic integration through 
alignment of ontologies derived from BC by establishing 
correspondences between ontologies entities concerned. 
This mapping will deduce the rules of integration and 
then start execution. We have developed our prototype 
using APIs such as Jena, XML, and OntoSim AROMA 
[33]. 

The prototype takes first in entry the domain ontology 
and the set of business components to integrate; 
transforms them into ontologies described in OWL. Then, 
it applies the various treatments associated with each step 
of our proposed method, in particular similarity 
measurement and domain ontology enrichment. Finally 
prototype outputs the resulting ontology described in 
OWL and its graphical description. 

Ontology(BCO2  
(Class Marketing Department partial 
restriction(partOfsomeValuesFrom(Company))  
(Class Sales Department partial 
restriction(partOfsomeValuesFrom(Company))  
(Class Manager partial restriction(partOfsomeValuesFrom(Company))  
(Class Workshop partial restriction(partOfsomeValuesFrom(Company))  
(Class medical representative partial 
restriction(partOfsomeValuesFrom(Workshop)) 
 (Class Research Team partial 
restriction(partOfsomeValuesFrom(Workshop))) 

Ontology(BCOr  
(Class Marketing Department partial 
restriction(partOfsomeValuesFrom(Company))  
(Class Sales Department partial restriction(partOfsomeValuesFrom(Company)) 
(Class Manager partial restriction(partOfsomeValuesFrom(Company))  
(Class Workshop partial restriction(partOfsomeValuesFrom(Company))  
 (Class Research Team partial restriction ( partOfsomeValuesFrom 
(Workshop)))  
 (Class medical representative partial restriction ( partOfsomeValuesFrom 
(Workshop))  
(Class medical PrDOuct partial restriction ( partOfsomeValuesFrom 
(Workshop)) 
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Abstract—A new dominance relation is defined in set-valued 
information system based on similarity grade of attribute 
value sets the problem of attribute reduction and the 
judgment in set-valued information system are studied, 
from which a new approach to attribute reductions is 
provided in set-valued information system, and the 
influence of similarity level on attribute reduction are 
discussed..  
 
Index Terms—Set-valued information system, minance 
relation, similarity level, attribute reduction 
 

I.  INTRODUCTION 

Rough sets theory is a new mathematical tool to deal 
with the uncertainty knowledge which proposed by 
Pawlak(1982)(1991)[1, 2], is an extension of set theory for 
the study of intelligent systems characterized by 
insufficient and incomplete information. It provides a 
systematic approach for classification of objects through 
an in discern ability relation[2,3]. Many examples of 
applications of the rough sets method to process control, 
economics, medical diagnosis, biochemistry, 
environmental science, biology, chemistry psychology, 
conflict analysis and other fields. 

Classic rough set model is an assumption based on 
incomplete information system, all attribute values for 
each object are known, plays a very important role in On 
the equivalence relation on the domain, the domain of 
equivalence relation disjoint equivalence classes of points,  
constitute the domain of the under and upper 
approximation operator, the knowledge base of the 
various equivalence classes combine to describe the 
uncertainty of knowledge, to further study the 
corresponding knowledge reduction and knowledge 
acquisition. But in practical problems, due to the 
complexity of the objective world, people's access to the 
lack of data or data measurement error, for various 
reasons, so that the information system is incomplete, 
coupled with essentially equivalent between objects or 
price relationship is difficult to construct, which will limit 
rough set model application of classic rough set model for 
the promotion of various forms of expansion equivalence 
relation compatible relationship of dominance 
relations[4,8]. 

Attribute reduction is an important research topic of 
knowledge discovery, rough set theory is one of the core 
issues. The attribute reduction is specific criteria, deleting 

irrelevant or unnecessary attributes[9,10]. However, this 
property is necessary to entirely rely on information 
systems knowledge or relationship definition, for a 
variety of practical problems, you can define different 
knowledge or relationship, when the property is 
necessary change. Paper[10] include relationship defines a 
reflexive advantage to passing relationship by means of a 
set of attributes values. On this basis, we define a 
reflexive relationship which has only advantages 
relationship and set the value of information systems in 
this relationship attribute reduction judgment, given the 
attribute reduction of specific methods of operation.  

II.  THE ADVANTAGES RELATIONSHIP OF SET-VALUED 
INFORMATION SYSTEM  

Definition2.1[10]. Let ( , , )U A F  be a Set-valued 
Information System, 1 2{ , , , }nU x x x=  be objects Set, 

1 2{ , , , }mA a a a= be attributes set for any set-valued 
function { : }lF f l m= ≤ ,where  

0 0: ( )( ), , ( ) 2 lV
l l l l lf U P V l m a V P V⎯⎯→ ≤ ∈ ∈ . 

Definition2.2. Let ( , , )U A F  be a Set-valued Information 
System, for any , ,l i ja A x x U∈ ∈ , 

( )
( )

l il
ij

l j

f x
c

f x
=  

is called the similarity about the attribute la A∈ for the 

object ix  relative to jx . 

    For , (0,1]B A α⊆ ∈ ,define the relations BRα and  

[ ]i B
x α as follow: 

}{= ( , ) : , ( ) ( ), i
B i j i i i i j ijR x x U U B f x f x cα α α∈ × ∀ ∈ ⊆ ≥  

[ ] { : ( , ) }i j i j BB
x x U x x Rα α= ∈ ∈

 
Where α is called Similar levels, Greater about the l

ijc ,  
the higher similarity degree about the attribute 

la A∈ for the object ix  relative to jx . BRα is called α - 

dominance Relation and [ ]i B
x α  is called α - dominance 

class. 
Theorem 2.1 Let ( , , )U A F  be a Set-valued Information  

System, BRα  is a binary relation, then  
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(1) BRα is reflexive 
(2) when 1 2B B A⊆ ⊆ , 

(0,1],α∀ ∈
2 1A B BR R Rα α α⊆ ⊆ ； 

(3) when 1 2B B A⊆ ⊆ , 

(0,1],α∀ ∈ [ ] [ ] [ ]
2 1

i i iA B B
x x xα α α⊆ ⊆ ； 

(4) [ ]{ : }i iB
J x x Uα= ∈ is a covering ofU . 

III.  ATTRIBUTE REDUCTION METHOD  

Definition3.1. B A⊆ is called α  horizontal coordination 
Set of Set-valued Information System ( , , )U A F , if 

B AR Rα α= . B  is called α  horizontal reduction If 

{ }B b AR Rα α
− ≠ , for any b B∈ . 

Definition3.2. { }{ : ( , ) }
lij l i j aD a A x x Rα α= ∈ ∉ is 

called α distinguish attribute set of Set-valued 
Information System ( , , )U A F , 

( : , )ijD D i j nα α= ≤  
 is called α distinguish matrix of Set-valued Information 
System ( , , )U A F . for any 

,i jx x U∈ and α , iiDα = ∅ ,Which express that all 
elements on the main diagonal of the α  distinguish 
matrix is ∅ . 
Theorem 3.1 Let ( , , )U A F  be a Set-valued Information 
System, B A⊆ , (0,1],α∀ ∈  

}{0 : ,ij i jD D x x Uα α= ≠ ∅ ∈  

Then the following are equivalent: 
(1) B  is α  horizontal coordination Set of Set-valued  

Information System ( , , )U A F  
(2) ijB Dα ≠ ∅∩  for any 0ijD Dα α∈ ; 

(3)for any B A′ ⊆ ,if B B′ = ∅∩ , then 0B Dα′∉  
Proof. B is α  horizontal coordination Set 

⇔ B AR Rα α⊆  
⇔ ( , )i j Ax x Rα∉ , ( , )i j Bx x Rα∉  

⇔ there exist la A∈ ,when { }( , )
li j ax x Rα∉ ,There 

must exist ka B∈ ,such that 

{ }( , )
ki j ax x Rα∉ ⇔ l ija Dα∈ , 

there 
have ka B∈ and k ija Dα∈ ⇔ 0ijD Dα ∈ , ijB Dα ≠ ∅∩ ,i.e.(1)
and(2)are equivalent. 

(2)and(3)are equivalent clearly established, so the  
proposition holds. 

From the Theorem 3.1, to get the α horizontal 
reduction, In fact in seeking minimal set B to meet the 

ijB Dα ≠ ∅∩ ,which can be get by The conjunctive type in 
the minimal disjunctive normal to definition to the 
discernibility function on matrix[10] . 

Example 3.1 Set-valued Information System 

 1a 2a  3a  4a

1x {1} {1} {2} {2}

2x {1} {1,2,3} {1,2} {2}

3x {1,2} {1,2} {2} {1}

4x {1} {1,2} {1,2,3} {1}

5x {1,2} {1,2} {1} {1}

6x {2} {1} {1} {1,2}
 

Let α =0.6, then α  distinguish matrix is : 
2 3 1 2 4 2 3 4 1 2 3 4 1 3 4

2 3 1 2 3 4 2 4 1 2 3 4 1 2 3 4

1 2 4 1 3 4 1 3 3 1 2 3 4

2 3 4 3 4 1 3 1 3 1 2 3 4

1

{ , } { , , } { , , } { , , , } { , , }
{ , } { , , , } { , } { , , , } { , , , }

{ , , } { , , } { , } { } { , , , }
{ , , } { , } { , } { , } { , , , }

{ ,

a a a a a a a a a a a a a a a
a a a a a a a a a a a a a a a a

a a a a a a a a a a a a a
a a a a a a a a a a a a a

a a

∅
∅

∅
∅

2 3 4 1 3 4 3 1 3 1 2 4

1 3 4 1 2 3 4 1 2 3 4 1 2 3 4 1 2 4

, , } { , , } { } { , } { , , }
{ , , } { , , , } { , , , } { , , , } { , , }

a a a a a a a a a a a
a a a a a a a a a a a a a a a a a a

⎛ ⎞
⎜ ⎟
⎜ ⎟
⎜ ⎟
⎜ ⎟
⎜ ⎟
⎜ ⎟∅⎜ ⎟
⎜ ⎟∅⎝ ⎠

 
discernibility function: 

3 2 4 2 3 3 4( ) ( ) ( )a a a a a a aΔ = ∧ ∨ = ∧ ∨ ∧  
so  there are two α horizontal reduction  

2 3{ , }a a and 3 4{ , }a a . 
Definition 3.3. Let { : )}iB i l≤ be the α horizontal 
reduction of ( , , )U A F , note  

, ,i i i i
i l i l i l i l

C B K B B I A B
≤ ≤ ≤ ≤

= = − = −∩ ∪ ∩ ∪ , 

then C 、 K 、 I are called α  horizontal core attributes 
set, α  horizontal relative necessary attribute set, α  
horizontal absolutely unnecessary attribute set. 

 From the Definition 3.3, α  horizontal core 
attributes set belong to the any α horizontal reduction, 
while α  horizontal absolutely unnecessary attribute set 
does not belong to any α horizontal reduction. In 
example3.1, α  horizontal core attributes set is 3{ }a . α  
horizontal relative necessary attribute set is 2 4{ , }a a . α  
horizontal absolutely unnecessary attribute set is 1{ }a . 
Theorem 3.3 Let ( , , )U A F  be a Set-valued Information 
System, (0,1]α ∈ ,then the following are equivalent: 
(1) la A∈  is  α  horizontal core attributes; 
(2)there exist ,i jx x U∈ ,such that { }ij lD aα = ; 

(3) { }lA a AR Rα α
− ⊄  

Proof. (1)⇒ (2)：if(2)not established, then there are at 
least two elements inα  distinguish attribute 

set which includes la . Let  

0{ { }: }ij l ijB D a D Dα α α= − ∈∪ , 

for any 0ijD Dα α∈ , ijB Dα ≠ ∅∩ . Then B is α horizontal 
coordination set from Theorem 3.1. therefore there exist  
B B′ ⊆  and la B′∉ ,which contradiction with la α  
horizontal core attribute. 
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(2)⇒ (3):from (2), if ,i jx x U∈ , then { }( , )
li j ax x Rα∉ and 

for any { }k la A a∈ − , 
there is { }( , )

ki j ax x Rα∈ ,i.e.  

{ }( , ) , ( , )
li j A i j A ax x R x x R −∉ ∈ . 

therefore  { }lA a AR Rα α
− ⊄ . 

(3) ⇒ (1):if la  is not the α  horizontal core attributes 
set ,then there is B A⊆ , la B∉ .  

{ }lB A a⊆ − , { }lA a BR Rα α
− ⊆ . But we have B AR Rα α⊆   from 

B is α  horizontal reduction, { }lA a AR Rα α
− ⊆  which 

contradicts with(3). 

IV.  THE AFFECT OF SIMILAR LEVEL TO SET-VALUED 
INFORMATION SYSTEM 

Theorem4.1 Let ( , , )U A F  be a Set-valued Information  
System, for any , (0,1]α β ∈ ,if α β≤ ,then  

B BR Rβ α⊆ , [ ] [ ]i B i Bx xβ α⊆ . 
Proof. for any ( , )i j Bx x Rβ∈ , la B∈ , then  

( ) ( )l i l jf x f x⊆ , l
ijc β≥ , 

but α β≤ ,therefore  
l
ijc α≥ , ( , )i j Bx x Rα∈ . 

So 

B BR Rβ α⊆ , 

from the relation of BRα  and[ ]i Bx α , [ ] [ ]i B i Bx xβ α⊆ . 
Theorem4.2 Let ( , , )U A F  be a Set-valued Information  

System, for any ,i jx x U∈ , , (0,1]α β ∈ ,if α β≤ ,then  

(1) ij ijD Dα β⊆ ; 

(2) 0Dα is more meticulous than 0Dβ ,i.e. for any 

0ijD Dα α∈  ,if 0ijD Dβ β∈ , then ij ijD Dα β⊆ .  
Example 4.1  Taking Example 3.1 again, let α =0.5 
thenα  distinguish matrix can be got as following: 

2 4 3 4 3 4 1 3

2 3 2 3 4 2 4 2 3 4 1 2 3

1 2 4 1 4 1 3 3 1 2 3

2 3 4 3 4 3 3 1 2 3

1 2 3 4 1 4 3 1 3 1 2

1 3 4

{ } { } { , } { , } { , }
{ , } { , , } { , } { , , } { , , }

{ , , } { , } { , } { } { , , }
{ , , } { , } { } { } { , , }

{ , , , } { , } { } { , } { , }
{ , , } {

a a a a a a a a
a a a a a a a a a a a a a

a a a a a a a a a a a
a a a a a a a a a a

a a a a a a a a a a a
a a a

∅
∅

∅
∅

∅

1 2 4 3 4 1 3 4 4, , } { , } { , , } { }a a a a a a a a a

⎛ ⎞
⎜ ⎟
⎜ ⎟
⎜ ⎟
⎜ ⎟
⎜ ⎟
⎜ ⎟
⎜ ⎟
⎜ ⎟∅⎝ ⎠

 

From Theorem3.1, 2 3 4{ , , }B a a a=  is the only α  horizontal 

reduction,, 2 3 4{ , , }a a a is  α  horizontal core attributes set. α  
horizontal relative necessary attribute set is ∅  and 
α horizontal absolutely unnecessary attribute set is 1{ }a .  

V.  CONCLUSIONS 

the set -value of information systems can be used to 
deal with the data incomplete information system, the 
advantage of a new relationship between the degree of 
similarity in this paper by means of the value of the 

attribute set defined on the set-valued information system, 
given the dominance relations set attribute reduction of 
the value of information systems with the judgment, 
seeking a reduction of the valued information systems 
operation, and at the same time similar level of valued 
information systems attribute reduction. 
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Abstract—A variable search space (VSS) approach 
according to the color feature combined with point feature 
for object tracking is presented. Mean shift is a well-
established and fundamental algorithm that works on the 
basis of color probability distributions, and is robust to 
given color targets. As it solely depends upon back projected 
probabilities, it may miss the targets because of illumination 
and noise. To overcome the flaw, we proposes VSS 
algorithm based on the color and robust feature of the 
detected object. The proposed algorithm can solve the 
problem that the color of the detected object is similar to the 
background, and achieve better real-time tracking due to 
change the search window’s size. Experimental work 
demonstrates that the presented method is robust and 
computationally effective. 
 
Index Terms—Meanshift, Scale Invariant Feature 
Transform, target tracking, variable search space 
 

I.  INTRODUCTION 

Visual object tracking in complicated environments is 
an important topic within the field of computer vision and 
is widely used in various applications such as vehicle 
navigation[1], intelligent surveillance, traffic monitoring, 
and robot vision[2]. The target tracking indicates tracing 
the process of targets when they shift over a set of 
pictures. An excellent tracking approach should be able to 
work well in many real circumstances, such as 
background clutters, object occlusions, and different 
illuminations [3]. 

On the basis of its feature values, the methods of target 
tracking can be divided as color-based method, model-
based method, and boundary-based method. As the 
simple implementation to facilitate fast calculation, the 
color-based method is widely exploited in object tracking. 
Classical color-based algorithms are mean-shift[4] and 
Camshift[5], which is used for the color probability 
distribution of object tracking. However, a drawback of 
this algorithm is vulnerable to different  illumination 

changed and background with similar colors. Thus, two 
or more methods are combined to achieve more robust 
tracking effects[6]. 

The proposed algorithm in this paper combines color 
feature with point feature, which is an effective 
enhancement for meanshift using SIFT algorithm. The 
key to the method is that extracts the color feature from 
the detected object, and reduces the search space of 
extracting the feature points[7]. This method may change 
the global search into the local search so as to decrease 
the processing time, and settle the similar color 
background problem and enhance the property of target 
tracking[8]. The major results of this paper are as follows:  
this approach grounded on color and point features is 
presented for object tracking to obtain accurate tracking, 
and  the proposed algorithm improves the classical 
algorithms of meanshift and SIFT in tracking and 
performs effectively  in complex real environments. 

II.  FINDING THE REGION OF INTERENT VIA CAMSHIFT 
ALGORITHM BASED ON COLOR FEATURE 

The Camshift algorithm is derived from the original 
Mean Shift algorithm based on color for tracking. The 
meanshift algorithm, which repeatedly moves a mass 
center to the average of data points in its neighborhood, is 
a statistical approach. It is effective and robust to use for 
the conditions such as clustering, tracking, and 
probability density estimations. However, Mean Shift 
algorithm based on static probability distributions, is not 
updated unless the object obviously changes in shape, 
color or size, While Camshift employs continuously 
adaptive probability distributions. 

Camshift basically climbs the gradient of a background 
probability distribution calculated from regulated color 
histogram to seek the neighbourhood peak in a search 
region. The mean location of the object is found by 
computing 0th, 1st and 2nd order picture moments: 

a) Compute the 0th moment 
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00 ( , )
x y

M P x y= Σ Σ                       (1) 

b) Find the first moment for x and y 
10 ( , )

x y
M xP x y= Σ Σ                     (2) 

01 ( , )
x y

M yP x y= Σ Σ                         (3) 

 
c) Find the second moment for x and y 
 

2
20 ( , )

x y
M x I x y= Σ Σ                         (4) 

2
02 ( , )

x y
M y I x y= ΣΣ                         (5) 

 
d) Compute the centroid of search window 
 

10 01

00 00

;c c
M M

x y
M M

= =                         (6) 

 
Where  ( , ) ( ( , ))P x y h I x y=   is the probability 

distribution at position ,x y . The search window ( , )I x y  
is calculated from the histogram  h  of I . The mean 
position of the target can be computed with  ( ,c cx y ) .  

While its aspect ratio: 
 

20 02
2 2

c c

M Mratio
x y

=                         (7) 

 
is used to update the search window with 
 

002width M ratio= ⋅ , 002heigth M ratio= ⋅     (8) 
 

The Mean Shift algorithm is carried out by iteratively 
computing new values of ( ,c cx y ), which is the mass 
center of the search window. The algorithm can be 
stopped in the case where 0th is zero, it shows no 
difference in the window of zero intensity. The position 
and dimensions in the search window are rescaled until 
convergence. Fig. 1 shows the processing of the 
generation of the ROI region using the Camshift 
algorithm in AI car. Table 1 shows the Camshift 
algorithm steps. 

 
TABLE  I 

CAMSHIFT ALGORITHM IS SUMMARIZED AS FOLLOWS 
(INTEL CORPORATION,2001) 

 
Step 1.Set the region of interest (ROI) of the probability distribution 

image to the entire image. 
Step 2.Select an initial location of the Mean Shift search window. The 

selected location is the target distribution to be tracked. 
Step 3.Calculate a color probability distribution of the region centred 

at the Mean Shift search window. 
Step 4.Iterate Mean Shift algorithm to find the centroid of the 

 probability image. Store the zeroth moment (distribution area) 
and centroid location. 

Step 5.For the following frame, center the search window at the mean 
location found in Step 4 and set the window size to a function 
of the zeroth moment. Go to Step 3. 

 

 
(a) origin frame 

 

(b) mass center 

 

(c) search window 

Figure 1.  The ROI in AI car 
 

III.  THE EXTRACTION OF FEATURE POINT 

    Scale Invariant Feature Transform was presented by  
Lowe, for extracting highly feature point from images[9]. 
The major steps of SIFT are detecting scale space 
extrema, localizing keypoints, assigning orientation and 
calculating descriptor[10]. In this paper, we make use of 
detected feature points to implement reliable matching of 
the same target between different pictures and generate a 
window for the tracking. 

The first stage is seeking throughout all scales and 
locations in image. It is invariant to scale and orientation 
that potential interest points extracted in a difference -of-
Gaussian image are[11]. The function of scale space in an 
picture is shown as follows: 
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( , , ) ( , , )* ( , )L x y G x y I x yσ σ=               (9) 

 
Here I(x,y) represents the input picture, G(x,y,σ) 

denotes a variable scale Gaussian, and * represents the 
convolution symbol. Two successive Gaussians are 
separated by a constant multiplicative factor k, and the 
DOG image is defined as such function: 

 
( , , ) ( ( , , ) ( , , ))* ( , )

( , , )* ( , , )
D x y G x y k G x y I x y

L x y k I x y
σ σ σ

σ σ
= −
=

   (10) 

 
     Fig. 2 shows Gaussian and its DOG pyramids of the 
object in AI car. Fig. 2a is a set of scale space pyramid 
images, which is built by the input image convolved with 
Gaussian repeatedly. The DOG images shown in Fig. 2b 
are made of adjacent subtracted Gaussian images. Then, 
the Gaussian image is down-sampled by the factor of 2, 
and the process is done repeatedly. 
 

 
(a) object 

 
(b) Gaussian pyramid image 

 

(c) DOG pyramid image 
Figure 2.   The sampled Gaussian and DOG images of the object

 
A sample point must be the local maxima or minima of 

DOG, which is in contrast with its 26 neighbors from the 
current ,above and below scales. At each candidate point, 
it is fit to look for the location and scale. In order to 
improve the stability and robustness of selected point, lots 
of keypoints will be removed among the candidate points, 
in case that the structure of points has low contrast, or the 
value of each point is estimated below a threshold. Fig. 3 

shows the sift points extracted by the SIFT algorithm in 
AI car. There are 63 feature points in the whole frame 
shown in Fig. 3a, and 29 feature points in the ROI. 
Obviously, it is to decrease the search space of the frame 
that will reduce processing time of extraction, and avoid 
to extract the points unrelated to the object. 

 

 
(a) The original frame 

 
(b) 63 points in the whole frame 

 
(c) 29 points in the ROI 

Figure 3.  The detection of feature points via SIFT in traffic video 
(No.279 frame) 

 

IV. THE VSS ALGORITHM BASED ON MULTIPLE 
FEATURES 

The proposed VSS algorithm involves three steps. The 
first step is seeking the ROI of target by the meanshift 
approach based on color feature. The second is  the 
extraction of SIFT points within the detected ROI. The 
last step is the recognition and tracing of the moving 
target. At last, the presented tracking method looks for 
rapidly the most accurate target by decreasing the search 
space. During Camshift tracking, a histogram of color is  
easily be computed, and the size of the search window 
can be updated. Due to noise and illumination, it is 
sensitive to some resembled colored background regions 
and objects that disturb the process of tracking. Thus, to 
offset the drawback, the VSS algorithm will generates a 
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variable search space with candidate points for the 
accurate tracing of moving targets. A flowchart of the 
VSS algorithm is shown in Fig. 4. 

 

Color detection 
of the object ?

yesyes

nono

Find 
the mass center

Create the ROI

Extract 
the feature via SIFT

start

Match the same object

Feature extracted 
in the last frame

Matched points
>=4

nono

yesyes

Create 
tracking window

Figure 4.   The flowchart for the VSS algorithm 
 
The ROI of the object is set as the finding of the 

maximization via meanshift algorithm in each frame. The 
size of ROI is a variable region according to the size of 
the object. The next step involves that Gaussian pyramid 
pictures are made in the region, DOG pyramid pictures 
are made to  Gaussian pyramid pictures. In the DOG 
pyramid pictures, maxima and minima candidate key 
points are found. Using the SIFT, feature points are 
extracted within the ROI only though screening. It should 
be used to implement stable matching of the same target 
between the ROI and original object image. We then take 
four feature points among correct matched points which 
have maximum or minimum axis value, and generate a 
rectangle window with them. The region of the rectangle 
represents the target that we are tracking. 

 
The VSS algorithm is as follow: 
Step 1 set a variable region as ROI using meanshift 
Step 2 extract the robust feature with SIFT 
Step 3 match feature points to make sure the identified  

object in the ROI is the same in the original  
object image 

Step 4 make a rectangle with four correct-matched 
points in ROI, which have maximum or 
minimum axis value  

Step 5 stop tracing unless the number of correct 

 matched points is under four 
  if not, repeat from steps 1 to 4 
Fig. 5 shows the process of the generation of the VSS. 

In Fig. 5, 5b is the ROI that is found by color feature and 
represented by the green rectangle. To compensate for the 
weakness that it is sensitive to illumination and similar 
color background, we extract robust matching points 
within the ROI. This method reduce the calculation time 
greatly because of changing the search space from the 
whole frame to the ROI. It set four features into min_x, 
min_y, max_x and max_y, which generate a red rectangle 
in the ROI. Therefore, the tracking window then changes 
from the ROI to the region in red rectangle. Producing a 
variable tracking window in each picture can enhance the 
accuracy of the target tracking property. 

 

 
(a) No.228 frame in AI car 

 

(b) The ROI via the Camshift algorithm 

 

 

(c) Matching the same object (d) Creating a tracing window 

Figure 5.   The processing of No.228 frame in AI car using the VSS 
algorithm 
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V. EXPERIMENTAL RESULTS 

The presented approach is executed in Visual C++ and 
OpenCV. Table II denotes the detailed information for 
each video sequence. TWO video sequences are used in 
the experiments, AI  car and traffic videos. In order to 
recognize the object handily, we create the original object 
image that is the standard image of the ideal object region. 

In the experiments, the results shows the comparison of 
mean processing time between the proposed algorithm 
and meanshift. In case of AI car, it takes 0.052 s to 
process one frame, and spends 0.088 s on processing one 
frame. Due to extracting feature points, it is slower than 
the algorithm based on color. However, it is enough time 
for real-time tracking. 

 
TABLE II 

THE INFORMATION OF THE EXPERIMENTED VIDEO 
 

Name Total 
frame 

Frame rate 
(frame/s) size No. of 

object 
AI car 501 15 640*480 Single 
Traffic  3269 25 320*240 multiple 

 
Table 3 indicates the difference of the accuracy 

between the algorithms. To estimate the tracing accuracy, 
the function is shown as follows: 

( ) total frames  miss  framesaccuracy % 100
total frames

−= ×    (11) 

 
 

Generally the accuracy of the presented algorithm is 
higher than other used methods. The average accuracy of 
the proposed algorithm is 95.63% in traffic video. And, 
the proposed method can increase the tracking accuracy 
at about 3.34%. 

 
TABLE III   

THE RESULT OF THE ACCURACY FOR THE ALGORITHMS   
 

Name Correct frame Result (%) 

AI Car 
Camshift 488 97.41 

The proposed 
Algorithm 491 98 

Traffic 
Camshift 3017 92.29 

The proposed 
Algorithm 3126 95.63 

 
Fig. 6 indicates the resulting pictures of one target 

tracing via different methods in AI car and traffic video. 
As the Fig. 6 shows, a red rectangle is the proposed 
algorithm, and its size denotes the window of tracking. 
The proposed algorithm offer more accurate tracking 
information. The size of the red rectangle is up to the size 
of the detected object. The object’s size change a bigger 
one, while the red rectangle enlarge its size to the big, and 
vice versa. It is clear that the window created by the 
proposed algorithm adapted to the size of the target 
properly. 

      

        

         

        

Fig. 6 The images of single target tracking result using the proposed algorithm in AI car and traffic video. 
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VI. CONCLUSION 

In this paper, we present VSS algorithm based on 
multiple feature to achieve the exact tracing of moving 
targets. So as to reduce the processing time to identify the 
object, it make use of the color feature of the tracked 
object to change the search space from a whole frame to 
the region of ROI only. The point feature is used to match 
the same object between the ROI and original object 
image to prohibit missing the object. Furthermore, the 
four matched feature points which have maximum or 
minimum axis value, generates a rectangle window to 
obtain an accurate tracking. Through the experiments, the 
proposed algorithm shows more effective and robust in 
tracking applications. 
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Abstract—Some stochastic optimization methods, such as 
Particle Swarm Optimization Algorithms (PSO) and 
Genetic Algorithms (GA), have been used to solve the color 
image quantization. Differential Evolution Algorithm (DE) 
is one of the powerful stochastic optimization methods. Few 
researches have been done for using DE to solve the color 
image quantization. This paper proposes a DE-based color 
image quantization algorithm. In the proposed algorithm, a 
better colormap is designed by using DE to update some 
randomly initialized candidate colormaps. Numerical 
experiments are conducted on a set of commonly used test 
images. The experimental results show that the proposed 
algorithm is practicable, and it has better performance than 
the color image quantization algorithm using PSO. 
 
Index Terms—Color Image Quantization, Differential 
Evolution, Particle Swarm Optimization 

I.  INTRODUCTION 

Color image quantization, one of the common image 
processing techniques, is the process of reducing the 
number of colors presented in a color image with less 
distortion [1]. The main purpose of color quantization is 
reducing the use of storage media and accelerating image 
sending time [2]. Color image quantization consists of 
two essential phases. The first one is to design a colormap 
with a set of colors (typically 8-256 colors [3, 4]), which 
is smaller than the set of a color image. The second one is 
to map each pixel of the color image to one color in the 
colormap. Most of color quantization methods focus on 
creating a colormap. To address this problem, researchers 
have applied several stochastic optimization methods, 
such as GA and PSO. Especially, literaure [5]-[8] have 
compared the color image quantization algorithm using 
PSO (PSO-CIQ) and several other well-known color 
image quantization methods. The experimental results 
show that PSO-CIQ has higher performance. 

Differential evolution (DE) [9-11] is a population-
based heuristic search approach. DE has been applied to 
the classification for gray images [12]-[14]. In literature 
[12]-[14], DE and PSO show similar performance. 
However, due to simple operation, litter parameters and 
fast convergence, DE is the better choice to use than PSO 
[12]. However, few researches have been done for using 
DE to solve the color image quantization. This paper 
proposes a DE-based color image quantization algorithm. 
The proposed algorithm starts with an initialized 
population, in which each individual represents a 
candidate colormap. Then each individual (candidate 
colormap) is repeatedly updated by mutation, crossover 
and selection operations of DE until a given stopping 
condition is satisfied. The solution obtained by the above 
operations is the last colormap, by which the quantized 
image is generated. By some commonly used color 
images, the performance of the proposed algorithm is 
compared with that of the color image quantization 
approach using PSO. 

This paper is organized as follows. Section 2 
introduces the classical DE algorithm. In section 3, the 
DE-based color image quantization algorithm is proposed. 
In section 4, numerical experiments are given to compare 
the quantization quality of the proposed algorithm and the 
color image quantization algorithm using PSO. Section 5 
concludes this paper.  

II. CLASSICAL DIFFERENTIAL EVOLUTION  

The classical DE is a powerful stochastic global 
optimization algorithm. It regenerates a population 
through executing some simple arithmetic operations 
such as mutation, crossover and selection. Here the 
classical DE will be introduced. For the convenience of 
introduction, some symbols used throughout this paper 
are defined. 
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 ( )g x : Objective function or fitness function  
 D :  Dimension of  an optimization problem 
 NP :  Population size 
 { }1 2, , , NPX x x x= :  Population 
 1 2( , , , )j j j j

Dx x x x= :  thj individual in the population X , 
1, 2, ,j NP=  
 F : Scaling factor  
 CR : Crossover rate 

 
Consider the following optimization problem: 

min ( )g x , 1 2
1

( , , , ) [ , ]
D

D i i
i

x x x x L U
=

= ∈∏ , 1, 2,i D= , 

where each variable ix  has a lower bound iL and a upper 

bound of and iU , and 
1

[ , ]
D

i i
i

L U
=

∏ is the feasible domain of 

this problem. 
For solving the optimization problem, an initial 

population is sampled in the feasible domain randomly. 
Set  

{ }1 2, , , NPX x x x=  
is a population with NP individuals. Each individual is D -
dimensional, and we denote the j -th one as 

1 2( , , , )j j j j
Dx x x x= , 1, 2, ,j NP= . 

To obtain the optimum solution of the problem, the 
classical DE works through a simple cycle of operators 
including the following mutation, crossover and selection 
operations.  
a) Mutation 

For each individual jx ,  DE creates a donor vector jy  
by using the following mutation operator. 

 
31 2

1 2

1 2
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(1) 
 

Here 1 2 3, ,r r r  are three different integers randomly 
obtained on [1, ]NP . The scaling factor, F , is a empirical 
parameter belong on [0,1] .  
b) Crossover 

For each individual jx , do 
 

1 2( , , , ), 1, 2, , ,

, ( )
, 1, 2, , .
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j j j j
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j
i i jj
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(2) 
 

Here a trial vector jz  is generated for the individual jx  
by a random value irand  on [0,1] . CR , a crossover rate, is 
a empirical parameter on [0,1] . jrnbr , a random integer on 
[1, ]D , is used to assure that at least one component of 

jz is taken from the donor vector. 

c) Selection 
Finally, for each individual jx , the following section 

operator is employed to maintain the most promising 
individual in the next generation.  

 
, ( ( ) ( ))

, 1, 2, .
, ( ( ) ( ))

j j j
j

j j j

x if g x g z
x j NP

z if g x g z
⎧ ≤⎪′ = =⎨

>⎪⎩
            (3) 

 
Here jx ′  represents the updated individual according to 
the fitness values of ( )g x  for the next generation 
population { }1 2, , , NPX x x x′ ′ ′′ = . 

As stated above, for obtaining the best solution of the 
fitness function ( )g x , DE starts with a randomly generated 
initial population and then repeatedly updates the 
population by using the mutation, crossover and selection 
operations until the stopping condition is satisfied. 

III.  THE DE-BASED COLOR IMAGE QUANTIZATION 
ALGORITHM (DE-CIQ) 

In the RGB color space 3[0, 255] , a color image is a set 
of some color pixels consisting of red, green and blue 
values, which determine the color of these pixels. Set I  
is a color image with N  different colors, and S  is the 
collection of the N  different colors. For the problem of 
color quantization, the first phase is to determine 
K different colors in 3[0, 255] , where K N< . The collection 
S ′  of this K colors is called a colormap. The second 
phase is to create a map :f S S ′→ , by which each color 
pixel in S is replaced by one of the colors in S ′ . Thus a 
new color image I ′ , called the quantized image of I , is 
constructed. In the image S ′ , there are K colors. 
Commonly, the corresponding rule in the map f is the 
minimum Euclidean distance between two colors. 

The objective to quantize the color image I is to 
minimize the color error between the color image I and 
its quantized image I ′ . The mean square error (MSE) is 
the most general measure of quality of a quantized image 
[4]. It is defined as follows:  

  

                        
11

1= { [min ( , )]}
pN K

r kkrp

MSE d p c
N ==

∑ ,                      (4) 

 
where the symbols used in Eq.(4) are explained as 
follows.  

pN :  the number of image pixels 

K :   the color number  in the colormap  

1 2 3( , , )r r r rp p p p= :  the thr  pixel of the color image I , 
1, 2, , pr N=  

kc :  the thk color triple in the colormap, 1, 2, ,k K=     

Shown in the above two phases of color quantization 
problem, a better colormap could improve the quality of a 
quantized image. Some heuristic techniques, including 
some pre-clustering approaches and some post-clustering 
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approaches, have been applied to design colormaps. 
Among these techniques, the post-clustering approaches 
are superior to the pre-clustering approaches in the 
quantization quality. Post-clustering approaches perform 
clustering of the color space [15]. Post-clustering 
algorithms start with a randomly given colormap 
including K colors. Then each color pixel of the image I  
is mapped to a color in the colormap according to their 
color similarity. Thus all the color pixels in image I are 
clustered into K clusters which centers are separately the 
K colors in the colormap. Iteratively, the colormap and 
the K clusters are adjusted. Post-clustering algorithms are 
different in their iterative process. This section presents a 
new post-clustering color image quantization approach 
using DE, called the DE-based color image quantization 
algorithm (DE-CIQ), in which the classical DE 
introduced in section 2 is used.  

 
 

Input color image { }I z=  
 
Set parameters NP ,  F , CR , maxt  

0  (0,1) 255j
ix rand= ⋅， , 1, 2, ,i D=  

,0 ,0 ,0 ,0
1 2( , , , )j j j j

Dx x x x= , j 1, 2, , NP=  
                                        //population initialization 

for 0t = to maxt  
for j 1, 2, , NP=  

(1, )jrnbr rand D=  
31 2 ,, ,, ( )r tr t r tj tu x F x x= + ⋅ −  

for 1, 2, ,i D=  
if , 0j t

iu <  then , 0j t
iy =  

else if , 255j t
iu >  then , 255j t

iy =  
else , ,j t j t

i iy u=  
end if 

end if                                              //mutation 
(0,1)irand rand=  

if irand CR≤ or ji rnbr=  then , ,j t j t
i iz y=  

else , ,j t j t
i iz x=                                    //crossover 

, , , ,
1 2( , , , )j t j t j t j t

Dz z z z=   
Calculate ,( )j tg x and ,( )j tg z  
if , ,( ) ( )j t j tg x g z>  then , 1 ,j t j tx z+ =  
else , 1 ,j t j tx x+ =                                        //selection 
 

Find the optimal solution
1 2( , , , )best best best best

Dx x x x=  
Output the optimal colormap 1 2{ , , , }Kc c c , 

1 3( 1) 2 3( 1) 3 3( 1)
( , , )

k k k

best best best
kc x x x

+ − + − + −
= , 1, 2, ,k K=  

 
Construct the quantized image I ′  

Figure 1.   The pseudocode of the DE-CIQ algorithm 

In the DE-CIQ algorithm, the fitness function is as 
follows: 

11

3
2

3( 1)11 1

( ) = ( )

1= { [min ( , )]}

1= { [min ( ) ]} .

p

k

p

N K

rkrp

N K

rq q kkr qp

g x MSE x

d p c
N

p x
N
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−

∑

∑ ∑

         (5) 

Where 3
1 2( , , , ) [0, 255] K

Dx x x x ×= ∈ .  
A population { }1 2, , , NPX x x x=  represents a set of 

candidate colormaps. Each individual represents a 
candidate colormap with K  color triples in the RGB 
color space 3[0, 255] , that is, the dimension of each 
individual is 3D K= × . The thj individual is denoted by 

1 2 1 2 3 4 5 6 3 2 3 1 3( , , , ) ( , , , , , , , , )j j j j j j j j j j j j j
K K K Kx c c c x x x x x x x x x− −= = ， ,  

j 1, 2, , NP=  , 
where 1 3( 1) 2 3( 1) 3 3( 1)( , , )j j j j

k k k kc x x x+ − + − + −= , 1, 2, ,k K= .  
In the performance of the DE-CIQ algorithm, a 

population including NP  candidate colormaps are 
randomly initialized in the color space 3[0, 255] . Then the 
population is updated by the mutation, crossover and 
selection operations in DE. During the selection operation, 
some better colormaps are determined by the values of 
the fitness function in Eq.(5). The mutation, crossover 
and selection operations are repeated until a specified 
maximal number of iteration maxt . The optimal solution 
obtained by DE is the optimal colormap. Finally, 
according to the minimal color distance rule, the color of 
each pixel in the image I  is replaced with its 
corresponding color in the optimal colormap. And the 
quantized image of I  is reconstructed. 

The pseudocode of the DE-CIQ algorithm is shown in 
Figure 1. 

IV.  NUMERICAL EXPERIMENTS 

In this section, the DE-CIQ algorithm is tested on a set 
of four commonly used test images in the quantization 
literature. In addition, the performance of the DE-CIQ 
algorithm is compared with that of the color image 
quantization algorithm using PSO (PSO-CIQ) presented 
in literature [5].   

A.  Images and Parameters Set 
The set of test images include Lena, Peppers, Baboon 

and Airplane, which have the same size 512 512× pixels. 
They are shown in Figure 2. 

The parameters in the DE-CIQ algorithm are set as 
the population size 100NP = , the scaling factor 0.4F = , 
the crossover rate 0.7CR = and the maximal number of 
iteration max 200t = . The values of F and CR are suggested 
by literature [13], in which the classical DE is applied to 
solve the image binarization. 

The PSO-CIQ algorithm has more parameters than 
the DE-CIQ algorithm. Suppose the swarm size 100NP = , 
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a-1) Peppers original image                   a-2) DE-CIQ (MSE=29.3859)                 a-3) PSO-CIQ (MSE=36.3436) 

 
 

     
b-1) Baboon original image                   b-2) DE-CIQ (MSE=33.0359)                 b-3) PSO-CIQ (MSE=35.8892) 

 

 

     
c-1) Lena original image                     c-2) DE-CIQ (MSE=23.6634)                 c-3) PSO-CIQ (MSE=29.6644) 

 
 

     
d-1) Airplane original image                   d-2) DE-CIQ (MSE=17.7342)                 d-3) PSO-CIQ (MSE=21.3540) 

Figure 2.  The quantized images obtained by DE-CIQ and PSO-CIQ ( =16K ) 
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TABLE Ⅰ.  

MSEs RESULTING FROM DE-CIQ AND PSO-CIQ 

Alg. 
=16K  =32K  =64K  

DE-CIQ PSO-CIQ diff DE-CIQ PSO-CIQ diff DE-CIQ PSO-CIQ diff 

Peppers          

min 29.3859 36.3436  25.6201 31.2216  22.3553 25.9479  

max 32.4772 40.9532  27.6566 34.1909  23.7204 28.1259  

average 30.5839 38.2374 7.6535 26.9611 32.5946 5.6335 23.0299 27.1976 4.1677 

Baboon          

min 33.0359 35.8892  27.1708 29.8687  24.1160 25.9415  

max 34.8839 41.9940  29.681 32.8485  25.5325 27.2513  

average 33.8430 38.6166 4.7736 28.7939 31.6166 2.8227 25.0039 26.5373 1.5334 

Lena          

min 23.6634 29.6644  22.2463 26.2454  19.4587 21.7606  

max 27.0157 34.5867  24.0410 28.9036  20.8881 24.5253  

average 25.5068 32.5824 7.0756 23.0439 27.6132 4.5693 20.1177 23.4568 3.3391 

Airplane          

min 17.7342 21.3540  14.6976 18.3879  13.7173 15.0305  

max 19.9349 24.3200  17.3456 21.7221  16.0489 16.8403  

average 18.9830 22.7153 3.7323 16.6086 19.4472 2.8386 14.7488 16.4407 1.6919 

* diff  is the difference between the average MSEs of DE-CIQ and PSO-CIQ. 
 

 
Figure 3.   The average MSE variations with the number of iteration of DE-CIQ and PSO-CIQ  
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the inertia weight 0.72ω = , the acceleration constants 
1 2 1.49c c= = , the maximum velocity max 0.4V = , the 

maximal number of iteration max 200t = . These parameters 
except for the last one are as same as those in the 
literature [5]. 

B.  Experimental Results 
For each algorithm, the test images are quantized into 

16, 32, 64 colors. The 16 colors quantized images with 
the smallest MSEs over 10 simulations are shown in 
Figure 2. The smallest, the largest and the average MSEs 
over 10 simulations are listed in TABLE I. The Figure 3 
shows the evolution landscapes of the average MSE. 

C.  Analysis of Experimental Results 
As shown in Figure 2, the DE-CIQ algorithm 

outperforms the PSO-CIQ algorithm in the visual quality 
of the quantized images for all test images. The 
quantized image a-2, b-2, c-2 and d-2 have richer layers 
and more details than the quantized image a-3, b-3, c-3 
and d-3.  

As illustrated in TABLE I, the DE-CIQ algorithm 
generates a smaller MSEs than the PSO-CIQ algorithm 
for each test image. Moreover, the smaller K is, the 
larger the differences between the MSEs of the two 
algorithms are.  

Shown in Figure 3, the DE-CIQ algorithm has a 
smaller average MSE than the PSO-CIQ algorithm at 
each same number of iteration. Moreover, the average 
MSE resulting from the DE-CIQ algorithm decreases 
more quickly than that resulting from the PSO-CIQ 
algorithm with the increasing number of iteration. 

The above experimental results can be summarized as 
follows:  

 The DE-CIQ algorithm is an effective color image 
quantization method; 

 The DE-CIQ algorithm has the better quantization 
quality than the PSO-CIQ algorithm on the test images 
set; 

 The smaller the color number in a colormap is, the 
better the DE-CIQ algorithm performs than the PSO-CIQ 
algorithm on the test images set; 

 The DE-CIQ algorithm converges more quickly 
than the PSO-CIQ algorithm on the test images set. 

V.  CONCLUSIONS 

This paper presents a novel color image quantization, 
called the DE-based color image quantization algorithm 
(DE-CIQ). Numerical experiments are implemented to 
investigate the performance of the DE-CIQ algorithm, 
and to compare it against the color image quantization 
algorithm using PSO (PSO-CIQ) presented in literature 
[5]. For a set of commonly used test images, the 
experimental results demonstrate the feasibility of the 
DE-CIQ algorithm and its superiority to the PSO-CIQ 
algorithm in the quantization quality. In addition, the 
DE-CIQ algorithm has simpler operation, litter 

parameters and faster convergence than the PSO-CIQ 
algorithm. 
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Abstract—the redeye effect is typically formed in consumer 
photos taken with a built-in camera flash. The paper 
presents a new algorithm of the automatic removal of red-
eye from digital photos. The proposed algorithm can remove 
red-eye automatically without manual intervention. First, 
Detecting faces by using the AdaBoost algorithm. Second, 
the red-eyes are located by using operations of segmentation, 
morphology and geometric constraint. Finally, correcting 
the located red-eyes completely. The experimental results 
are satisfied with high correction rates, relatively low 
computational complexity and robustness.  
 
Index Terms—Red-eye removal, AdaBoost, Face detection, 
Red-eye location 

I.  INTRODUCTION 

Red-eye is the red reflection of the blood vessels in 
the retina when a strong light strikes the eye. The center 
of pupils appears unnaturally reddish. Fig.1 shows the 
typical red eye effect. As the flashgun is more and more 
close to the lens in camera, the redeye effect becomes 
even worse. So it is very important to develop an 
effective red-eye removal system in the digital photos. 
There are different algorithms about red-eye removal 
such as the algorithms based on face detection, skin color 
feature and machine learning [1-8]. There are also some 
methods to directly locate the red-eye based on the 
construction of eyes [9-12]. Some existing software 
provides the redeye-removal function such as 
PHOTOSHOP, NEO IMAGING and ACDSEE, but they 
need to circle with the red-eye areas in advance by 
manual intervention, then correcting the red-eye by the 
function.  

 
Figure1. Typical red eye effect 

In current time general trend is removal of red eyes 
on digital photo with fully automation. However most of 
existing automatic solutions have serious drawbacks and 
limitations. Some algorithms are face orientation 
dependent; several solutions are not only complexity high 
but also their performance is not satisfied [13-14]. Thus, 
it is necessary to develop a fully-automatic red-eye 
removal system with good detection quality, high 
corrected rate. The paper describes an algorithm for the 
automatic removal of “red-eye” from digital photos with 
better performance.  

This paper is an extension of our conference paper 
that study of fully-automatic red-eye removal algorithm. 
Compared with that paper, we further improve our work 
in the following three aspects: 

1. The performance of face detection is better than 
previous results for face orientation from 0-45 angle 
degree offset and mutli-faces. 

2. The proposed algorithm has high corrected rate 
with low computational complexity comparing with other 
algorithms and software 

3. This paper implements an adaptive segmentation 
algorithm. 

II. THE PROPOSED ALGORITHM DESCRIPTION  

The flow block diagram of the fully-automatic red-
eye removal system is described as follows: First, 
Detecting faces by using the AdaBoost algorithm [16]. 
Second, the red-eyes are located by using kinds of 
operations such as segmentation, close operation, and 
geometric restrict. Finally, correcting the located red-eyes 
completely. The system is made up of three main parts: 
face detection, red-eye location and red-eye corrected. 
Fig.2 describes the detailed flow block diagram of the 
proposed algorithm. 

The proposed algorithm of the redeye correction is 
consisted of the following steps: 

1. Conversion of the color image into the gray-scale 
mage. 

2. Detection of the objects based on Adaboost and 
recording the coordinate of the detected objects.  

3. Processing of the binary image by implementing of 
the objects with kinds of image processing methods and 
locating the red-eye objects. 
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4. Color replacement of the redeye to obtain natural 
eyes and face appearance. 

 

 
Figure 2.The detailed flow block of the proposed algorithm 

A. Face Detection 
There are maybe multi-eyes for the input digital 

photos. The calculating amounts are very enormous if 
locating the objects directly without face detection. The 
effective method is to determine the rough position 
including red-eyes by face detection. It not only reduces 
the amount of calculation on red-eye location but also 
improves the efficiency of objects location. 

Paul Viola and Michael Jones provided the basic 
idea to detect the human face with a cascade of AdaBoost 
classifiers [16].  

AdaBoost is a family of learning algorithm that 
produces classifier named as classifiers committee. A 
strong classifier will be obtained which is the linear 
combination of the best weak classifiers multiplied by the 
weight values [16-20]. There are three major advantages: 
low computational complexity, good generalization 
capabilities and implementation simplicity. Equation (1) 
simply describes the process. 

( )
1

( )
T

h xt tt
f x α∑

=
=                          (1) 

of  “simple” “weak” classifiers ( )th x . 
Fig.3 describes the scheme of adaboost classifiers 

committee. 
 

 
Figure3. Scheme of AdaBoost classifiers committee 

There are different algorithms about AdaBoost. We 
used GML AdaBoost Matlab Toolbox for feature 
selection, building of classifiers committee and adjusting 
parameters of weak learners [15]. GML AdaBoost Matlab 
Toolbox is a set of Matlab functions and classes 
implementing a family of classification algorithms, 
known as Boosting [15]. 

The detailed process of the face detection about 
AdaBoost algorithm refers to references [16-20]. Some 
detected results are shown on Fig.4. It has good 
performance with low false positive error and false 
negative. 

 

 
(a) 

 
(b) 
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(c) 

Figure4. Face detection 

B. Red–eye Location 
After obtaining the candidate face areas by face 

detection, Objects areas can be located by the record 
coordinate position. The next step operation is to 
implement on the color image with the record coordinate 
position. 
· Redness adaptive segmentation 

 Image de-noising should be implemented on the 
detected faces. For typical red-eyes, the redness is the 
obvious and most important characteristic information in 
the center of pupils, so we can use the redness 
characteristic to detect red-eyes in the candidate faces 
[20]. Equation (2) is the definition of redness. 

(4 ( ) min( , ) max( , ))

                         

R G B G B G B
R

redness × − + − −=
         (2) 

According to the common senses, eyes are located on 
the upper half part of faces. So, the follow-up operation 
can implement on the upper half part. The merit is not 
only to reduce the amount of calculation but also to 
improve the robustness of algorithm. 

Because of the obvious different pixel between red-eye 
and background, we can choose an adaptive appropriate 
threshold by histogram normalization for segmenting on 
the upper half-face, after the operation we can obtain the 
binary image mask[15]. The process of redness 
segmentation is shown in Fig.5.  

 
Figure5. Experimental flow results 

 
· Morphological operation 

The operation of segmentation takes all objects as 
candidate eyes on the binary image mask. In order to fill 
small holes and gaps in the binary image mask, 
morphological operators are implemented to the 
identified regions. The algorithm uses the closing 
operations to collect close regions and fill small gaps. 
The important parameter of the closing operations is the 
size of the structural element. In the process we used a 
square mask sized 9 9×  and before the implement of 
closing operation we filtered the binary image by using 
median filter sized 3 3× [15]. The process of the 
morphological operation is shown in Fig.5. 
·Geometric constraint 

There maybe exist some non-eyes objects like lip and 
noise areas with red block. They bring about serious 
difficulty in locating red-eyes accurately. So it is 
important and necessary to adopt the method of 
geometric constraint to limit the number of false hits. 
Three kinds of parameters were described as follow in 
geometric constraints[15]:  

The first parameter is named P which is the 
percentage ratio between the area value of the candidate 
eye and the detected face. Equation (3) describes the 
process. 

                       100%eye

face

A
P

A
×=                                (3) 

The second parameter is named F which is the ratio 
between the minimum and maximum dimensions of the 
bounding box of the candidate eye. (W=width, H=height); 
it represents the spatial distribution of the region 
considered. The following formula simply describes the 
process. 

                        
min( , )

max( , )

W H
F

W H
=                                 (4) 

The third parameter is named O which is the ratio 
between the area of the candidate eye and that of an 
ellipse with axis H and W, the dimensions of the eye 
bounding box; it represents the roundness of objects. The 
following formula simply describes the process. 

                        
4 AeyeO

H Wπ

×
=

× ×
                                  (5) 

By analysis of typical eyes and faces, we recognize 
the objects if the parameter P satisfied P<8%. According 
to the common sense that the artifact of eyes have an 
approximately circular shape (O=1, F=1), we recognize 
objects if the parameter O and F satisfied O>0.7 and 
F>0.4. 
·Red-eye location 

Almost all the non-eyes objects are limited by 
operation of geometric constraint. Finally it remains only 
red-eye regions, recording the accurate coordinate 
position of the red–eyes pixels for next operation. 

C. Red-eye color replacement 
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Red-eye correction is defined to adjust color value 
distribution for the located red-eye. An effective 
algorithm of color adjusting is used to recover the red-eye 
into regular color [21]. Equation (6), (7) and (8) described 
the process. 

                         
2

G B
RC

+
=                                (6) 

2
C

C
G R

G
+

=                              (7) 

2
C

C
B R

B
+

=                               (8) 

After the operation of correcting, the boundary 
between the red objects and background is unnatural for 
human visual system. Smoothing should be implemented 
to make the boundary certain fuzzy. Gaussian smoothing 
is a proper method. The following template is used. 

 
 

               T=

                
               
                

1 2 1
2 4 2
1 2 1

⎡ ⎤
⎢ ⎥
⎢ ⎥
⎣ ⎦

                       (9) 

III  EXPERIMENTAL RESULT 

Fig.5 show the step effect of red-eye removal system 
based face. In order to prove the effect of the proposed 
system, 300 redeye images downloaded from personal 
web-pages, acquired using various digital cameras have 
been implemented on the fully automatic system, and 
satisfied experimental results have been obtained. The 
Fig.6-Fig.9 shows the effect of fully automatic red-eye 
removal system. The software of fully-automatic red-eye 
removal system is implemented based on the experiment 
configuration: Intel CPU 2.10 GHz, 1G RAM memory, 
MATLAB7.0.1 (R14). 

 
(a) Image handling front 

 
(b) corrected image 

Figure6. Experiment results contrast 

 
(a) Image handling front 

 
  (b) corrected image 

Figure7.  Experiment results contrast 

 
(a) Image handling front 
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  (b) corrected image 

Figure8.  Experiment results contrast 

 
(a) Image handling front 

 
(b) corrected image 

Figure9.  Experiment results contrast 
The experimental results are based on the geometric 

parameters P<8%, circular degree O>0.7 and the ratio 
between the minimum and maximum of width and height 
is F>0.4. From Fig.6 to Fig.9, the conclusion is drawed 
that the red-eye removal system has been achieved fully 
automatically and effectively. Table.1 shows the 
experimental results which is comparing with the algorithm 
of Canon, Photoshop and ACDSEE with 300 sample 
photos. 

 
TABLE1. 

QUANTITATIVE EVALUATION OF  PROPOSED ALGORITHM 
Algorith

m 
mode corrected uncorrected rate

propose

d 

Fully-automatic 
92   8 92%

canon Fully-automatic 88   12 88%

photoshop semi-automatic 92   8 92%

Acdsee semi-automatic 89  11 89%

In order to meet the platform of embedded application, 
optimization of algorithm has been done to low 
computational complexity and memory requirements. 

However, it can be seen from the Fig.9 that when the face 
orientation exceeds 45 degree, the algorithm is failed. 

IV. CONCLUSIONS 

In the paper a new automatic redeye removal 
algorithm has been presented based on adaboost 
algorithm. The experimental results are satisfied with 
high correction rates, relatively low computational 
complexity and memory requirements. The next step will 
focus on improving the performance of face orientation 
over 45 angle degree offset. It is anticipated that the 
proposed system would be used to improve the interest of 
amateur and could be incorporated directly into the 
digital camera acquisition system.  
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Abstract—We present an approach to creating Chinese 
calligraphy with particular style from learning author’s 
written works automatically. Our first contribution is a 
method to represent Chinese character topology via fuzzy 
relative position. Our second contribution is an algorithm to 
take topological features as features fed into the evaluation 
model, which is a decision tree algorithm. Our third 
contribution is an algorithm of heuristic search in the 
optimization glyph phase. To improve the converge speed, 
we introduce hypothesis testing and the decay function of 
transformation  amplitude. The experiments demonstrate 
our algorithm can obtain the similar style Chinese 
calligraphy with training samples.  
 
Index Terms—Calligraphy, Creation, Evaluation artistic 
style 
 

I.  INTRODUCTION 

Chinese calligraphy is a particular traditional art form. 
In recent years, the automatic creation calligraphy 
becomes a new research hotspot through the computer in 
AI. However, there exist few characters that represent a 
distinctive style of a given calligraphist. If we can 
synthesize the similar style glyph by learning from the 
written works (i.e. generation a large-scale character set 
via the small-scale), we will obtain more Chinese 
calligraphy characters. The technique can be potentially 
applied in many fields like expanding font library, 
repairing ancient works, designing multimedia, etc. Thus, 
it is meaningful to inherit and protect culture heritage.  

Chinese characters derived from pictographs, which 
evolved over time into symbols, many basic features 
recur in different Chinese characters. To take advantage 
of this redundancy, we extract stokes from author’s works 
reassemble these “components” according to the style. 

Most work on computerized calligraphic handwriting 

synthesis has focused on English, Lartin or Japanese 
characters [1-5]. Automatic generating Chinese 
calligraphic writing is particularly challenging because 
the Chinese character set is many times larger than those 
and the writing styles are much more diversified owing to 
the complexity of character composition.  

The synthesis of Chinese characters can be grouped 
into two categories: The first one is based on the 
analogous reasoning method [6-9] in which the 
corresponding point or topology between samples is 
matched and a character with new style is generated by 
weighted average in these corresponding components. 
This method depends heavily on many samples to the 
same character and non-rigid point matching is also a 
thorny issue for pattern recognition. The results are 
similar to the samples. The second category involves 
rule-based method using which we reconstruct a new 
style character by some rules. For the complexity of 
Chinese character, only several rules are incomplete to 
capture the style of Chinese character. In addition, some 
researchers also substitute strokes for the trajectories 
directly to synthesize Chinese calligraphy [10]. Their 
work greatly depends on the user’s initial trajectories. 

How to rationally represent the Chinese character 
topology is key to synthesize calligraphy. Xu et al. [7, 9] 
employ the overlapping between the bounding boxes of 
two strokes to denote the character topology. Because 
stroke shape can highly impact their spatial relationship, 
the bounding box range is too big to subtly capture the 
stroke layout. Low et al. [11] employ the distance 
between the stroke end point  and cross point to express 
the Chinese character topology. They ignore that the 
stroke area is also an important factor to the stroke 
relationship. For instance, even the stroke area changed, 
their spatial relationship may be invariant. However, we 
can capture the difference via human vision. Lai et al. [12] 
simply divided the Chinese character into the horizontal, 
vertical and surrounding topology. In practice, even for 
the same topology, their style may be different. 
Furthermore, they didn’t consider the stroke relationship 
in the radical. 

In this paper, we present an example-based Chinese 
calligraphy synthesis method using which we can 
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overcome the above disadvantage. First we capture the 
subtle topological changes using fuzzy relative position to 
represent the character topology. Second, we evaluate the 
topological style using decision tree. Third, we improve 
the converge speed of object function through the testing 
hypothesis and the decay function introduced in the 
optimization process. 

Fig. 1 demonstrates the overview of example-based 
Chinese calligraphy synthesis. Given trajectories as input, 
the system first retrievals strokes from stroke library by 
recognition trajectories. By using fuzzy relative position 
[13] to represent the spatial relations of strokes, we 
extract feature vector in the glyph. This feature vector is 
then fed into the optimization engine, which yields a 
modified feature vector with a higher predicted score than 
that of the original vector. Next, we readjust the strokes 
in the glyph to generate the new character topology as 
close as possible to the modified feature. Thus, we can 
get a Chinese calligraphy character with special style. 

 
Figure 1. Example-based Chinese calligraphy synthesis. 

II.  STROKE RETRIEVAL BY TRAJECTORY RECOGNITION 

Stroke glyphs scanned from ancient China’s 
calligraphic works have incomplete edge due to corrosion. 
Spline curves can be used to overcome the drawback, so 
we can obtain the controlling points along stroke contours 
interactively to fit the edges with B-spline curves. In 
addition, automatic extraction stroke skeleton remains 
difficult. Thus, we substitute the calligrapher’s trajectory 
for the skeleton of stroke. By defining a one-to-one 
mapping in the contour and trajectory, we can construct a 
stroke library. The stroke consists of the contour 
controlling points and trajectory (see Fig. 2). Given a 
user’s trajectory, the system can retrieval the 
corresponding contour. In the recognition trajectory phase, 
we employ the HOG matching algorithm proposed by 
[14]. 

III.  REPRESENTING CHARACTER TOPOLOGY 

Chinese character topology is viewed as the 
relationship of strokes composed of Chinese character or 
the layout of these strokes. Bloch et al. [13] proposed a 
morphological and fuzzy pattern-matching approach in  

 
Figure 2. Representation the stroke by the trajectory and contour. (a) is a 

part of stroke and corresponding to trajectory. (b) is original Chinese 
character  “god”, accommodating the trajectories and contours. (c) is 

fitted by B-spline	curves. (d) is filled by scan-line filling algorithm and 
removed the controlling points of contours. 

 
representing the relative position between two objects in 
a fuzzy set framework. Inspired by them, we introduce 
the arc length weighted function and the distance 
weighted function based on the concept “possibility 
degree” to represent the relationship between two strokes. 
By the relationship between strokes, we can represent the 
Chinese character topology. First, we define a function φ: 0, π → 0,1 . (Eq. 1) 

 φ α cos , α ∈ 0, π0, otherwise                                         (1) 

Given direction δ , reference stroke S  and point p , we 
compute the membership value for “ p is in direction δ of S ” by O p, S , δ  (Eq. 2). For instance, if O p, S , 0 1, 
p is to the east of S . If O p, S , 0 0, p is not to the east 
of S . If O p, S , 0 0.5, the membership value that p is 
to the east of S  is 0.5. O p, S , δ max ∈ φ arccos ∙| |∙               (2) q argmax ∈ φ arccos ∙| |∙                       (3) 

We construct a neighborhood N q , ε  and take q  as 
center and ε as radius, where ε is a small positive number. l q , ε  is the arc length of N q , ε  (simplified for l ). 
The larger l  is, the denser the point of N q , ε  is. Thus, q  has much more contribution to the membership value 
for “p is in δ direction”. In addition, when the point p ∈ S 
and ṕ ∈ S have the same contribution to the membership 
value for “stroke S is in δ direction of stroke S ” by Eq. 2 
and p, ṕ satisfy pq |ṕq ́́ |, where the point q  and q ́́  
are the corresponding point of p and ṕ calculated by Eq. 2, 
respectively, we think that the point p has more 
contribution than ṕ in the membership value for “stroke S 
is in δ direction of stroke S ”. This is accordance with the 
phenomenon that most people pay more attention to the 
near object than the far. To distinguish the above case, we 
introduce distance weighted function defined as the Eq. 5. 
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              ω p √ exp	 ,                       (4) 

where l ∑ |q q |, ∈ , . 

            ω p √ exp	 ,                           (5) 

where d q p . 
Specially, when there are n points q , q ,⋯ , q  which 
satisfy Eq.3. corresponding to point p, we have that d , p q	 ∈ , d q , where  S δ, p  denotes the number of solutions by Eq. 3. 
We have considered the point distribution in stroke S . 
Stroke S is irregular in many cases. Point distribution in 
stroke S can affect highly the relationship between S and S . So we introduce the arc length weighted function with 
respect to the points in stroke S (Eq. 6).  
              ω p √ exp	 ,                      (6) 

where l ∑ |q q |, ∈ , . 
The relationship between stroke S and S  can be defined 
as Eq. 7. R S , S, δ | | ω p	∈ ω p ω p O p, S , δ dp, (7) 
where |S|= ω p	∈ ω p ω p dp.  
Let C be a Chinese character composed of stroke S ,	S ,…,	S . Its topology can be defined as: 

T C R S , S , ⋯ R S , S ,⋮ ⋱ ⋮R S , S , ⋯ R S , S ,                  (8) 

Here, we divide the space into Δ subspaces according to 
angle ( Δ	mod 4=0). ∈ , ,…,  denotes referent 
direction set and is distributed in Cartesian plane evenly. 
In practice, we replace the local arc length with the ratio 
between the local neighborhood points and the contour 
points. The distances are normalized by the square root of 
the character’s bounding box area to make them invariant 
of scale. 

δ
p

2q

1q

rStroke SStroke S  
Figure 3. The spatial relationship between two strokes. 

IV.  LEARNING STYLE 

The aesthetic style of Chinese calligraphy, to a large 
extent, is determined by the character topology. The 
number of Chinese character is huge, in order to greatly 
reduce the number of samples, inspired by Xu at el. [15] , 
we use the different features between the synthesis 
Chinese calligraphy and the corresponding Kai font 

character as feature vector. In our work, decision tree as 
evaluation model can avoid becoming stuck at local 
minima compared with the back propagation neural 
network employed by [15].  

A. Extraction Feature 
Given Chinese character C with style C  and 
corresponding standard character C , to evaluate the 
spatial layout of C , we can make feature analysis by the 
fuzzy position representing character topology (Sec. III). 
For this purpose, a series of dissimilarity matrix can be 
constructed, 
         X T C T C , k 0,1, … ,m 1              (9) 
After that, we define Y A / X A /  as the Laplacian 
matrices. Here, A  is a diagonal matrix and its element 
value in i, i   is the sum of the element values of the ith 
row in X . Then the maximum element value, minimum 
element value, maximum absolute value, mean element 
value, median element value, and the first two 
eigenvalues can be calculated in matrix Y . Thus we 
obtain a total of 7*m features for character C  and in our 
experiments, we set m=16. 

B. Decision Tree based Aesthetics Evaluation 
The calligraphic character aesthetics based on a 

decision tree learning algorithm is evaluated. We collect 
the samples from a copybook of calligraphy and the 
reassembling glyph via employing strokes or radicals 
with the special style. After that, we invite some 
calligraphers and students to give score for every sample. 
In our experiments, let Δ be 16 (Sec. III) and the 112-
dimensional feature vectors and their corresponding 
grading scores (on a scale of 1 to 7) are used as training 
samples to construct a decision tree model. We employ 
an entropy minimization criterion to select attribute [16] 
and reduced-error pruning [17] to make tree pruning. 
Numerical attribute discretization is done based on 
methods described in [18]. Yin Lisheng et al. present a 
adaptive chaotic prediction algorithm of RBF neural 
network filtering model based on phase space 
reconstruction [19]. We may look upon decision tree 
induction as a method for attribute selection. During the 
learning phase, we only choose the most relevant 
attributes from the whole set of attributes for the 
construction of decision rules in the nodes. 

V.  OPTIMIZATION 

In order to get the particular writing style character, 
strokes are adjusted by affine transformation. With the 
number of stroke rising, complexity of the algorithm 
takes on the exponential growth. Based on the air 
distribution request of the mine ventilation network, 
carries on the optimized computation to the mine 
ventilation system network, fuses the dynamic 
perturbation and the simulated annealing to improve the 
harmony search algorithm, the improved harmony search 
algorithm enhances the convergent speed, has overcome 
certain limitations of the traditional ventilation network 
optimizing control algorithm [20]. Wei Wei et al. [21] 
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present a novel usage of the helpful action pruning 
technique in the Conformant-FF planner.  

Inspired by them, in order to reduce the complexity, an 
approximate solution by heuristic search procedure is 
adopted in our work. The goal of the optimization process 
is to minimize a cost function, including the depth of the 
search space and the evaluation score, defined as  H ∅ exp λ ∗ D ∅ λ ∗ E ∅ . Here, ∅ is the state 
of node (i.e. stroke spatial layout feature), D ∅  denotes 
the depth from the root node to ∅, E ∅  is the evaluation 
score by decision tree (Sec. IV),  λ 	and	λ  determine the 
relative weighting between the cost terms (in practice we 
set λ 0.3, λ 0.7 ). The basic move of the 
optimization modifies the position of a stroke and its size. 
That is T , S → T δT, S 	or T , S → T , S δS , 
where δT~N μ ,σ 	and	δS~N μ ,σ , with N μ,σ2πσ exp μ

σ
 a Gaussian distribution of mean 

μ and variance σ . Here, T  and S  denote the centre and 
diagonal distance of bounding box of the i  stroke 
respectively. The translation direction includes left, right, 
top and bottom. According to hypothesis testing, we can 
infer whether the move is rational (That is, given 
significance α , we compute P δ μ

σ √⁄ zα⁄ α  and P δ μ

σ √⁄ zα⁄ α  to predict whether the move is 
correct, where zα⁄  denotes quantile and M is the number 
of samples). With the increase of the grading score, the 
move range should be small step by step. To this end, we 
define a translation and scaling decay function as 
δ T exp γ E ∅  and  δ Sexp γ E ∅ , in practice γ 0.55 and γ 0.90. 
The algorithm selects the smallest H ∅  to move in each 
iteration. Repeating the above process, the algorithm will 
not terminate until E ∅ 4 or the depth of the search 
space is more than a threshold value. When the latter case 
appears, the algorithm will select the smallest H ∅  in the 
process as output. 

VI. RESULTS 

In this section, we demonstrate and discuss results 
obtained by our synthesis Chinese calligraphy algorithm.   
Fig. 4(a) outperforms Fig. 4(c), but generally, both are 
desirable. Compared with closely related approaches [10], 
our algorithm don’t heavily rely on the initial topology so 
desirable glyphs are obtainable even with mediocre 
scribing. 

In order to demonstrate the efficacy of our 
optimization approach, we take the Chinese character “tai” 
as an example. As shown in Fig. 5, when the iteration is 
more than 40 times, the move amplitude is decreasing 
obviously and the visual effect becomes better and better. 

Fig. 6 shows the graph of the translation and scaling 
amplitude decay function (see Section V). By statistic, we 
found that the translation and scaling satisfy T~N 0.15，0.04  and S~N 0.2，0.03 . As shown in 
Fig. 6(c) and 6(d), when the grading score is lower, the 
large amplitude needs to be adjusted, however, with the 

increasing of the evaluation degree, the smaller amplitude 
to be moved. Thus, on the one hand, the convergence 
speed can be improved at the beginning. On the other 
hand, the algorithm can consolidate the “achievements” 
against returning “poor” state. In our experiments, we set 
γ 0.55  and γ 0.90 . With the grading score 
increasing, the transformation amplitude approximates 0. 
To test our evaluation algorithm, we invited seven 
calligraphists to rate the visual quality of each sample 
character. Table I shows a comparison of the human 
grading results with those from our algorithm. Average 
error is less than 7%, the result approximate the human 
grading.   
Fig. 7~9 show a verse of poetry written in automatically 
generated calligraphy characters. 

VII. CONCLUSION 

In this paper, we proposed a novel method to represent 
the character topology, which can capture subtle changes 
of strokes. In addition, we adopt decision tree evaluation 
model to grade the calligraphy style. To improve the 
convergence speed, we introduce the testing hypothesis 
and the move amplitude decay function to transform 
glyph according to the evaluation score automatically in 
the optimization process. We explore generating the 
large-scale character set via the small-scale with the 
similar style. Apart from the character topology, ‘hollow-
stoke’ is also one of important style, which can be 
affected by the writer’s mood. The same writer with 
different mood and feeling may also write glyph with 
different style. So mood can highly affect human’s 
creation. In the future, we will consider these factors in 
the calligraphy synthesis. 

 

 
Figure 4. Contrast of generated results by different scribers and scripts. 
(a) and (c) are the different users’ trajectories respectively. (b) and (d) 

are the optimization results using our algorithm. 
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Figure 5. The optimization process of the character “tai” 

 

 
Figure 6. The distribution and decay function of transformation 

amplitude. 
 

TABLE I.  
COMPARISON OF ALGORITHMIC AND HUMAN SPATIAL-LAYOUT GRADING 

Character Algorithm 
Grading 

Human 
Grading Character Algorithm 

Grading 
Human 
Grading 

 
6 7 

 

 
3 3 

 
6 6 

 
4 3 

 
3 3 

 
2 3 

 
2 2 

 
6 5 

 

 
Figure 7. Generation a idiom with LIU Gongquan’s style using our 

prototype system  (LIU Gongquan is very famous calligraphist in the 
Tang Dynasty). 

 
 

 
Figure 8. Generation a poem “brave the wind and the waves”. 
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Figure 9. Generation LI-Bai’s poem ( LI-Bai is a famous poet in the 

Tang Dynasty). 
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Abstract—The purpose of doing this research is to design an 
application for fast drowsiness detection system, so the rate 
of traffic accidents due to negligence of the driver can be 
lowered. This research uses several methods such as the 
method of analysis that includes literature study, design 
method and testing method. Then we design and test on how 
accurate the given data when compared to the real condition. 
The results achieved from the Drowsiness Detection System 
application design based on Computer Vision are the 
parameters which affect the performance of application 
such as distance and direction of camera to the eyes, and the 
ability to detect drowsiness around 90%. The conclusion 
obtained in this research is that application supports the 
theory that the average duration of eye closure which above 
400 ms were classified into sleepy, while below 400ms, 
driver declared in normal state. With the ability to detect 
drowsiness of the drivers, this application can reduce the 
rate of traffic accidents every year, by giving the increasing 
awareness of the driver against driver's fatigue 
 
Index Terms—drowsiness detection system, computer vision, 
android, driver’s fatigue 
 

I.  INTRODUCTION 

Nowadays, there are many artificial intelligence 
development performed to help the safety of human life. 
One of them is drowsiness detection system. Drowsiness 
is something that happened frequently. We can feel 
sleepy either when we do an activity or not. However, we 
must pay attention for that. Feeling sleepy when we are in 
certain condition can be dangerous and can bring great 
suffer to many people, for example when we are driving. 

A lot of factors can cause people to feel sleepy such 
as lack of rest, driving a car at night, long distance 
driving, or there is no partner who can accompany  the 
driver which lead him/her to become bored and sleepy. 
The general solution for this problem is to ask someone 
to accompany us while driving to prevent drowsiness. 
However this solution can’t be done everyday because 
sometimes the driver must drive alone. 

Many research about drowniess detection system 
have utilized artificial intelligence such as [8-11], but 
they were not implemented on mobile devices.  Therefore, 

we propose a framework and software to measure fatigue 
and to detect drowsiness of the driver using low cost 
Android mobile devices. The software that we made is 
designed to give a driver the information of fatigue and 
give him/her a warning so it can prevent incidents like 
traffic accidents. The software is based on Android 
application in order to be implemented in real condition, 
so we can reach the purpose of this research[4]. 

 

II.  RELATED THEORY 

A.  Haar  Cascade Classifier 
Viola-Jones framework has been widely used by 

researchers in order to detect the location of faces and 
objects in a given image. Face detection classifiers are 
shared by public communities, such as OpenCV[1][2]. 
Haar Cascade Classifier  use AdaBoost at every node in 
cascade to study high detection level with multi-tree 
classifier rejection level at every node in cascade. This 
algorithm combines some innovative features, such as: 
1. Use haar-like input feature, threshold that is used to 

sum and differentiate square regions from image. 
2. Integral image technique that enable fast 

computation for square regions or regions that is 
rotated 45 degree. This data structure is used to make 
computation from Haar-like input feature faster. 

3. Statistical Boosting to make binary node 
classification (yes/no) that characterized with high 
detection level and weak rejection level. 

4. Organizing weak classifier nodes from a rejection 
cascade. In other words, first group from the 
classifiers is selected so best detection in image 
region consist of an object although enabling many 
mistakes in detection; the next classifier groups are 
the second best detection with weak level rejection; 
and so on. In testing, an object can be known if that 
object makes it through all cascade[3]. Haar-like 
input feature that are used by classifier are: 
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(7) 

Flow of events: 
1. System analyses eye region that has been 

detected. 
2. System checks driver’s condition. 
3. System will give an output warning if the 

driver is in drowsiness condition. 

This is the activity diagram of this application: 
 

Figure 6 Activity Diagram 
 

Activity diagram description (figure 6): 
1. User opens drowsiness detection application. 
2. Camera starts to capture image. 
3. System takes image that has been captured by 

camera. 
4. Then system performs preprocessing to the image. 

The preprocessing step will change RGB image to 
grayscale image. 

5. After preprocessing, system performs eye detection 
of the image. This eye detection uses Viola-Jones 
methods. Template to do this eye detection, which 
has been prepared by OpenCV and is ready to be 
used, is called haarcascade_eye.xml. 

6. If the eyes have been detected successfully, then 
green squares will be shown on the screen, indicating 
the eyes region. 

7. System checks whether system is in standby status or 
not. If yes, then system will go back to process no 2. 
If not, then system will go to the next process. 

8. After getting data of the eyes region, the system then 
checks eyes’ condition (whether they are normal or 
not). System will also show user’s fatigue level. To 
count how wide the eye is opened, system counts the 
ration of black pixel with white one. Eye region that 
needs to be counted is the middle region of eye. 
Afterward, system will do binarization on the eyes 
region. With binarization, the image will only consist 

of two colors, black and white. Eyeball area will be 
marked black while other parts , such as eyelid and 
eye bag, will be marked white. 
 
After doing binarization, system will do an iteration 
at middle of eye region to count how much white and 
black pixels. After that, system will be able to count 
the ratio between black pixel and white pixel. After 
doing some experiments, we got to the conclusion 
that the ration must be higher than 20% for normal 
condition. If the system determinates that eye 
condition is not normal (closed/ only half opened), 
system will sound an alarm.  
 	 	 100% 

 
 if R > 20%  then Normal 
   Else Not Normal 

where: 
 R = ratio of black pixels 
 B = the number of black pixels 
 W = the number of white pixels 
 
 

 
 
 

   
 

 
 
 

 
Figure 7 The Comparison Between Eye Opened Image And Eye Closed 

Images [12] 

 
 In Figure 7, we can see that in eye-opened image, the 
number of black pixels is higher than the number of black 
pixels in eye-closed image. Thus, determining eyes’ 
condition can be done with counting ration of black pixel 
in the image.  If user’s eyes are normal(not in drowsiness 
condition), then system will go back to process no 2 
while if user’s eyes are not normal(drowsy), then system 
will decrease user fatigue level.  If user fatigue level is 
still normal, system will go back to process no 2 while if 
user fatigue level is below normal, system will sound the 
alarm. If user does not close this application, the system 
will go back to process no 2 while if user close this 
application, system will be stopped. 

IV.  EXPERIMENTAL RESULT 

We conducted the experiment using low cost 
Samsung Android phone, OpenCV for Android, Eclipse 
and Android SDK.  The figure shown below is the user 
interface of the system: 

User Input (Camera) System Output (Display and Sound)

Open 
Application

Capture Frame
Get Frame

Preprocessing

Eye Detection

Check Standby 
Status

Mark Eyes,
Show Number of 

Eyes Detected

Check Eyes State Show Driver抯 Fatigue

Check Driver抯 
Fatigue

Warning

Not In Standy Mode

Drowsy

Low

Application is Closed

In Standby Mode

Normal

Normal

Application is Still Open

Eye Detection

Determine Eyes State
 And Driver抯 Fatigue
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Figure 8 User Interface of Drowsiness Detection System 

 
 In Figure 8, there are information about how many 
eyes have been detected, for how long have eyes been 
closed, and eyes’ condition (that is presented with green 
horizontal line).  There are green squares that show eye 
regions that have been detected. User fatigue level is 
presented with green circle at the right corner. The green 
color shows that the user fatigue level is still high. 

 
 
 
 
 
 
 
 
 
 
 
 

 
Figure 9 User Interface When User In Drowsiness Condition 

 
 In Figure 9, there are information about how many 
eyes have been detected, for how long have eyes been 
closed, and eyes’ condition (that is presented with green 
horizontal line).  Also there is the user fatigue level which 
is presented with red circle at the right corner. The red 
color shows that the user fatigue level is low.  There is a 
warning sign on the middle of the screen. System will 
also sound the alarm to warn user.  
 
4.1 Test 1 

 This test is done by 3 different people. The purpose 
of this test is to get the best range between camera and 
eyes so this application can detect eye better.  

TABLE 2 
THE RESULT OF TESTING 1 

Sample 
Person 

1 

Person 

2 

Person 

3 

Experiment 

1 (40 cm) 

Success Success Success

Experiment 

2 (45 cm) 

Success Success Success

Experiment 

3 (50 cm) 

Success Success Success

Experiment 

4 (55 cm) 

Success Success Fail 

Experiment 

5 (60 cm) 

Fail Success Success

 

4.2 Test 2 
This test is done by a sleepy person. The purpose of 

this test is to measure the accuracy of application in 
drowsiness detection. If the eye is closed for more than 
400ms, then the driver is considered sleepy. Here is the 
table result.  
 

TABLE 3 
THE RESULT OF TESTING 2 

Sample Person 1
Experiment 1 535 ms 
Experiment 2 781 ms 
Experiment 3 666 ms 
Experiment 4 386 ms 
Experiment 5 744  

 
4.3 Test 3 

This test is done by a sleepy person. The purpose of 
this test is to measure accuracy of this application in 
drowsiness detection. The parameter used by this test is 
the condition of eye. If the eye is smaller than normal, 
then the driver is considered sleepy.  
 

TABLE 4 
THE RESULT OF TESTING 3 

Sample Person 1 Eye Condition

Experiment 1 Not Normal 

Experiment 2 Normal 

Experiment 3 Not Normal 

Experiment 4 Not Normal 

Experiment 5 Not Normal 

 

 

4.4 Test 4 
This test is done from below the eyes. The purpose 
of this test is to measure the success of application 
when detect driver’s eyes. 
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TABLE 5  
THE RESULT OF TESTING 4 

Sampel From Below 

Experiment 1 Success 

Experiment 2 Success 

Experiment 3 Success 

Experiment 4 Failed 

Experiment 5 Success 

 
 
Before detecting eyes, it's recommended to increase 

the image quality first. However, today's android 
technology can't support a lot of image processing 
because of the hardware limitation. Searching and 
implementing another algorithm that is faster and more 
accurate in drowsiness detection will need to be done. 
Development of this application in other platforms (such 
as Blackberry, Apple, and Windows Phone) is also 
important so this application can reach to more user. 

V. CONCLUSION 

The conclusions that can be drawn after doing analysis, 
design, test, and evaluation from driver’s fatigue 
estimation and drowsiness detection system design are 
described as follow. With this application’s accuracy rate 
in drowsiness detection, this application can be 
implemented in the real time to reduce traffic accidents 
rate due to drowsy drivers and it can also help drivers to 
stay awake when driving by giving a warning when the 
driver is sleepy.  Factors such as distance and direction 
from camera to eyes will affect the image acquisition. 
Application hardly detects eyes when the distance is too 
near or too far. Application works its best when the 
distance from the eyes is around 50 cm. The best 
direction is from below eyes because the light comes 
from  back.  This application supports the theory that 
average eye closure time of sleepy person is more than 
400ms. While the eye closure time of normal person is 
below 400ms.  
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Abstract—In modern society, flexible workflow is necessary 
for enterprises which will enable them to keep up with 
market variations and new technologies quickly, and to 
improve the whole efficiency of the enterprise. Firstly, this 
paper presents a formal application model of flexible 
process for Flexible Workflow Management System (or 
FWMS in short). Then, we describe the prototype in detail 
and give the architecture and functional modules of it. 
Moreover, the prototype is implemented practically with 
Struts, Hibernate software framework as a web application. 
We also give a flexible homework assignment system as a 
application of the prototype system which can support 
personalized homework assignments and communications.  
 
Index Terms—Flexible workflow system, work program, 
Business Process 
 

I. INTRODUCTION 
Flexible workflow management technology is one of 

the core technologies to fasten information system 
development in distributed and dynamical environments. 
It enables enterprises to deal with changes of workflow 
definitions resulting from variations of market, new 
technologies and new laws quickly, and to improve entire 
efficiency. Recently the need for enhancing flexibility 
and the integration of applications in heterogeneous 
environments has been a focus in both academy and 
industry. 

Some representatives in recent researches of the 
flexible workflow technology include the ADEPT2 
Project [1], the Case Handling Method [2] and 
DECLARE [3]. Among them, ADEPT2 focused on the 
process structure of dynamic adjustment; the Case 
Handling Method was strongly based on data as the 

typical product of these processes. And DECLARE is a 
proto-type of a WFMS that uses a constraint-based 
process modeling language for the development of 
declarative models describing loosely-structured 
processes. And ADEPT2 and DECLARE [4, 5, 8] have 
been gradually put into application. Besides, the 
technique of Agent [6] and the rule of ECA [7] have been 
introduced to improve the flexibility of workflow system 
also.  Gang Ye et al. [8] used workflow technology into 
testing for improving the automation of spacecraft 
software testing. And a core scheduling algorithm was 
implemented and analyzed in their dedicated workflow 
engine. Deadline Guarantee Enhanced Scheduling of 
Scientific Workflow Applications in Grid is discussed in 
[9]. M. Reichert and J. J. Li have given some 
comparisons of many kinds of research methods 
respectively [10], [11], both of which have drawn a 
wonderful conclusion of the Flexible Workflow System’s 
theoretical research and implementation methods. 

Comparatively, nowadays studies on theory of Flexible 
Workflow are much more than the researches on 
implementation. Works are rare on how to design and 
implement a flexible workflow management system using 
modern design patterns and software architectures. In this 
paper, definition of a relatively universal flexible 
workflow model is given at first. And then a 
corresponding model, Flexible Work Process Model 
(FWPM, in short) is defined for implementation. Based 
on FWPM, system design and implementation of a 
prototype system is presented. And an application 
example, the Homework Management System, is given to 
illustrate that the design is in practice. This is a personal 
homework management system, homework can be 
assigned personally, and communications can be added 
by related teachers and students when certain homework 
is being processed.  

The paper is organized as follows: Section 2 introduces 
preliminaries and the flexible workflow model. Section 3 
proposes architecture of the flexible workflow 
management system, FWMS in short, and key techniques 
of implementation; Section 4 illustrates usability of the 
design by an application, a homework management 
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system. And Section 5 concludes and puts forward future 
works. 

II. PRELIMINARIES AND FLEXIBLE WORK PROCESS 
MODEL 

Flexibility of workflow means the dynamic generation 
and modification on definition of process instances 
during execution. Meanwhile, process instances can be 
abstracted into templates for the coming processes with 
similar pattern.  In this section, a universal concept of 
workflow model, process, is introduced at first, and the 
Flexible Work Process Model is defined for 
implementation accordingly. For more details on the 
definition of process, readers are referred to reference 
[12]. 

Definition 1 (Process) a process is a 3-tuple P= (A, <, 
⊿) with: 

(1) A is a set of activities and processes. 
(2) < serves as the sequence relation among activities 

and processes. To ∀ a1, a2∈A, a1< a2 means a1 must be 
executed before a2. It is a partial relation describing 
executing order of elements in A. 

(3) ⊿ is a selection on A. There exists a selective 
predicate ⊿(a1, a2), and if the predicate is true, activity a1 
will be executed, else activity a2 will be carried out. 

In Definition 1, only two relation, sequence and 
selection are defined in a process. In general, there are 
three types of logic relation among parts of a process 
including sequence, concurrency and selection. Two 
activities are in concurrency if there is no sequence or 
selection relation between them. Two activities can be 
executed in any order if they are in concurrency relation.  

In Business Process Model and workflow system, 
relations between activities can also be defined as 
sequence, AND-split, OR-split, AND-Join and OR-Join 
etc. It is proved that the two definitions are equivalent 
[13]. 

For convenience to implementation, activity is defined 
as node in FWMS, selection and sequence relation among 
activities are denoted by arcs from source nodes to 
destination nodes. Each process is composed of nodes 
and arcs together. 

Similar to general workflow system, in FWMS, 
activities are basic building blocks in order to construct 
processes. Some nodes are weaved together to form a 
process according to business logic. Processes can also be 
used as blocks, and can be used together with activities 
and other processes to construct more complex processes. 

In FWMs, both activity and process are in two forms, 
templates and instances. Template is static, which is the 
definition of activity or process, while instance is a 
running and dynamic binding of the template. In FWMS, 
Node Template, Node Instance, Process Template and 
Process Instance are defined respectively. 

Definition 2 (Node Template) Node Template is a 5-
tuple NT=<id, R, ER, P, A, L> with 

Id: The overall unique identifier of the node. 
R: The set of all possible results of the node, R={Result, 

Result …}, with Result ={id, Name, Desc}. In Result, Id is 

the overall unique identifier of result while Name serves 
as the result name and Desc is description of the result.  

ER: The set of roles and users who have the privilege to 
modify or execute that node. 

P: An entrance to business processing of the activity in 
application. That can be a URL of processing page, or a 
service call on cloud with proper parameters. 

A: Attachment address, the position of the attachment of 
the node in the system. 

L: Remarks. 
Definition 2 presents a formal description of activity 

(and process), and it is an equivalent to elements in A in 
Definition 1. It shows basic, static information of activity 
(and process) in detail. In running stage, it must be 
instantiated as instance. In FWMS, node instances 
inherent all attributes from their node templates can be 
executed and modified when we execute the system. 
Definition 3 (Node Instance) Node Instance is a 3-tuple 
NI ={id, NT, S, SR } 

Id: The overall unique identifier of node. 
NT: Template of this node. In NT=<id, R, ER, P, A, L>, 

R, ER, and A can be binding to a certain value belong to 
set in NT.  

S: The state of the task node with S ∈{working, 
completed, hung, terminated}. 

NI is an instance of Node Template that the system 
assigns to the users. It inherits information of Node 
Template and includes some instantiation information, 
like specific executor, executing time, specific attachment 
information and the result of execution. State is a 
dynamic concept, in this system, only four states working, 
completed, hung, terminated are considered. One NI must 
be at one state at a specific time. 

Based on the definitions of node template, relation 
among nodes, we give the definition of Arc as follows. 
Definition 4 (Arc) Arc is a 4-tuple Arc= {id, F, N, C} 
with 
Id: The overall unique identifier of arc.  
F: The id of its source node. 
N: The id of its destination node. 
C: A logical expression and is the control rule for the 

direction of process flow. 
Definition 4 is the implementation version of relations 

among activities in process in Definition 1. As to 
sequence relation, ∀ a1, a2∈A, a1< a2, there is an arc from 
a1 to a2 with the condition being set to “true”, that is {idx, 
a1, a2, true}. The destination node a2 can be executed 
after the source node a1 of the arc is finished.  

For selective relation, “condition” C should be set as 
selective predicate. For example, let a be the pre-node of 
selective predicate ⊿(a, a1), there should be an arc {idy, 
a , a1 ,⊿(a, a1)} and another arc  {idz, a , a2 , ¬⊿(a, a2)}. 
Node a1 can be executed if a is finished and the selective 
predicate ⊿(a, a1) is “true”. Similarly, node a2 can be 
executed if a is finished and ¬⊿(a, a2) is “true”.  

It is noticeable that with the definition of arc, relations, 
like multi-choice, concurrent are very simple to be 
expressed. Let {idu, a, a1,⊿(a, a1)}, {idv, a , a2 ,⊿(a, a2)}, 
{idw, a , a3 ,⊿(a, a3)} be 3 arcs, node a1, a2, a3 are multi-
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choice if more than one condition among  ⊿(a, a1), ⊿(a, 
a2) and ⊿(a, a3) can be set to true at a certain time. Node 
a1, a2, a3 are concurrent if conditions ⊿(a, a1), ⊿(a, a2) 
and ⊿(a, a3) are set to “true”. 

FWPM uses arcs to record the relationship between 
nodes so as to guarantee independence of nodes, and 
contributes to convenience of modification of the work 
process structure. As to node template and node instance, 
relationship between two node templates are similar to 
the node instances instantiated from them. That is the 
reason why template and instance of arc not necessary to 
be defined separately. 

With nodes and arcs, process can be defined as follows. 
Definition 5 (Process   Template) Process Template  is a 
3-tuple PT={Id, AC, AN, Desc} with  

Id: The overall unique identifier of process template. 
AC: The set of arcs that the process contains. 
AN: The set of node templates that the process contains. 
Desc: Description of the process template. 
Process Template is a static structure that contains 

node templates, relationships among nodes and the 
description information of process. Process Instance is a 
dynamic concept that is a certain binding of a template. 
When a process instance is running, some node templates 
must be instantiated. In FWMS, a process instance may 
contain template nodes which are going to be executed. 
Instance nodes that have been finished or in execution in 
a certain state belong to the state set {working, completed, 
hung, terminated}. 
Definition 6 (Process Instance) Process Instance is a 3-
tuple PI={Id, PT, S} with  

Id: The overall unique identifier of process template. 
PT: Process Template of PI.  
S: The executive state of the process, with State 

∈{Initializing, working, completed, hung, terminated}  
When being initialized, process Instance PI is set to its’ 

process template PT. And then, proper nodes are chosen 

to be initialized and executed. The state of PI comes from 
state of its initialized activities. When some activities are 
working, the PI is working. When all activities are 
finished the PI is completed. Similarly, when one of its 
activities is in hung or terminated state, the PI is in hung 
or terminated state.   

Example 1 gives the process of homework assignment. 
Process template and a certain Process Instance of it are 
illustrated in Figure 1.  

Example1. Figure 1 provides a process of the teacher’s 
homework assignment, in which diagram 1 (a) gives the 
process template while diagram 1(b) serves as an instance 
of (a). In general, a teacher must write homework 
requirements in detail and assign it to a certain group of 
students and notify them. And students must be added 
into the course if they are not in. Therefore the process 
template of homework assignment includes six steps. But 
as to a certain homework assignment, not all the steps are 
necessary. In the instance illustrated in Diagram 1(b), 
“adding students” is neglected because the students of 
“class SE01 Grade 07” have existed in the system. Then, 
activities ‘Notify students’ and ‘correct homeworks’ are 
initialized and executed. When correcting homework of 
students, the teacher finds that some files cannot open 
properly, so that he (or she) adds new steps temporarily to 
notify related students, and corrects their homework 
again. This process is flexible because teacher can add 
steps temporarily when the process instance is running. 
Similarly, students can add proper steps when they do 
their homework, for example, asking for more materials 
from teacher before submitting their homework, 
exchanging information with other students. This kind of 
variation is on process instance without reflecting on 
template of the process. That is the reason why we define 
template of process, activity and instance of process, 
activity separately. 

Figure 1.  Process of Homework Assignment 
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III. SYSTEM ARCHITECTURE OF FLEXIBLE WORK 
PROCESS MANAGEMENT SYSTEM 

In this section, system architecture of FWMS is 
presented, and then the flexible strategy is given. 

A. System Architecture of FWMS 
FWMS includes four components—work node 

manager, work process manager, user’s task manager and 
the work process executor, as shown in Figure 2. For 
each component, function and principle of 
implementation are presents as follows.  
(1) Work Node manager. Work node is the basic 
component of work process, and it is equivalent to Node 
Template in Definition 2. All work nodes are stored in 
nodes database with proper classification. Different 
applications have variant types of work nodes. FWMS 
offers general node templates and supports users to 
design new node templates according to their application 
logic. A certain application where the set of work node 
are all business activities can be done in the application. 
Business process means weaving them together according 
to the business logic.     

 
Figure 2.  FWPM System Structure 

As to software design, each work node is implemented 
by a URL of processing web page, a service call or other 
forms of procedure call. All those work nodes must be 
prepared before they are used in work processes, while 

work node manager offers management functions of 
template nodes including creating, editing, deleting and 
querying of work nodes. Work node manager only 
manages template nodes. Instance nodes are managed by 
work process executor. 

 (2) Work Process Manager Work process manager is 
in charge of management of work process templates and 
instances, including functions of creating, editing, 
deleting and querying of work processes. There is a 
graphic process editor used to edit work processes. 
Editing action includes selecting proper node templates 
from work node database, setting arcs between them to 
get a work process template and modifying of work 
processes. Work process manager should interact with 
process executor, to edit work process instances and 
illustrate state of work process instances in graphic mode. 
By work process manager, users can abstract process 
instances into work process templates when necessary. 

 (3) User Manager. With this component, user 
management and authorization are managed. User 
management includes user verification, login and logout. 
Authorization includes management of process and 
authorization in business. Management of process means 
node, process management. Authorization in business 
includes roles management in business, assignment of 
tasks to participants, and the participants can be a certain 
user or roles (or user groups). 

(4) Work Process Executor. Work process executor is 
the core of FWMS, as illustrated in Figure 3, includes 
eight main components—execution service, task service, 
Repository service, management service, history service, 
identity service, kernel manager and DAOFactory. All 
components are mounted on a common bus named as 
ExecutionContext. It is implemented by IOC mechanism 
in Spring Framework. All services mounted on 
ExecutionContext, interfaces are defined strictly. When 
some service is changed (which means implementing 
class of the service is modified), only related configure 
files in Spring must be updated accordingly.  

 
Figure 3.  Framework of work process executor in FWMS 

In the work process, executor ExecutionContext which  
will be used by the common bus to mount all the services, 

must be loaded automatically before all services are 
called.  ExecutionService provides basic functions of 
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work process execution, including creating, initializing, 
push process instances on, and set values for process 
variables. RepositoryService is defined for querying, 
deleting and deploying of process templates, and is an 
interface to call functions in work node manager and 
work process manager. TaskService is used for creating, 
querying, submitting, storing and deleting of node 
instances. It is an interface for business users with proper 
authorization to change the running process instance by 
adding or deleting some unexecuted nodes. 
ManagementService is used to provide state querying of 
process. HistoryService is a special interface for querying 
on finished process instances, node instances and 
variables and so on. IdentifyService is an interface for 
user management that is implemented by user manager as 
show in Figure 2. KernelManager is a manager to 
maintain correctness of process instances execution.  
DaoFactory is a tool to stabilize information of process 
and node instances into database. 
As to software architecture, FWMS is a modeled as a 

MVC system. The view level of FWMS is implemented 
mostly by JSP+HTML. Users interact with views to login, 
acquire his or her task list, accomplish his or her task, edit 
work nodes or processes, create process instances and 
monitor execution of process instances. EXT JS 
framework and mxGraph are used for good user 
experience.  

The model of FWMS is process template and process 
instance. As to management of process templates, 
controller is deployed on client to improve users 
operations. Most of management of process instance and 
work nodes are placed on server side. The controller acts 
as the intermediary between view and model. It accepts 
inputs of users and interprets them into an operation on 
model, and with variation on model, notifies related 
views to change aspects of their appearance or behavior. 
Users’ Inputs include management of templates of work 
nodes and processes, executing and monitoring of process 
instances and so on. Most operations can be translated 
into operations on model including inserting, deleting, 
and updating a record in the database. 

The system uses XML to exchange information of 
nodes and processes, and adopts DOM4J as the analysis 
tool of XML files. The system architecture is 
implemented on Spring and Hibernate for connecting 
database. Some other design patterns are used also, like 
singleton pattern, manager pattern and factory pattern and 
so on. 

B. The Flexible Strategy in FWMS 
Flexibility of workflow means definition of workflow 

can be adjusted or changed during execution in order to 
adapt to variations of the enterprise. To support flexible 
workflow, work process executor needs to provide an 
interface for process transforming temporary. There are 
two kinds of work process adjusting,  modifications on 
process templates, or on instances. As to process template 
modification, executing instance can choose to be 
migrated or not. For instance modification, only the 
modified instance is effected, and the change must be on 
effect immediately. 

In FWMS, both modification on model and instance 
are supported. Once a template is changed, a new version 
of the template is created. When node transforming 
occurs in a certain work process instance, user can choose 
to use the new version or old version of its template. 

If an instance PI={Id, PT, S} is changed, its work 
porcess template PT will be copied into the instance, and 
varation on instance only occurrs on its local work 
process template, and have no effect on the original  
template. The instance continue the execution with the 
new local template. 

IV. EXPERIMENTS AND ANALYSIS 
Traditionally homework management for teachers and 

students has only one process. Firstly teachers assign 
homework, students submit their answers. Then, teachers 
correct students’ answers and students browse the 
teacher’s correction. But, sometimes teachers and 
students need to do some more communications in order 
to complete the process more efficiently. For example, 
teacher may want a certain student to submit more 
materials when he corrects the student’s homework. Or a 
student may want to ask something about certain 
homework before or after submitting his answer. To 
accomplish such kinds of communication, methods out of 
the process are not proper, for coherence of learning.  

As an application of FWMS, a flexible homework 
management system is designed and implemented. There 
are two roles in the system, teacher and student. Template 
nodes for teachers are editing homework, assigning 
homework to students, adding students into the system, 
correcting students’ answer and sending massage to 
others. Template nodes for students are browsing 
homework, answering homework, browsing correction 
and sending massage to others. All the template nodes are 
business logic from application, and can be weaved 
together to form a homework process. In FWMS, when 
homework is assigned, a process instance is Instantiated 
from a common process template, as shown in Fig. 1 (a). 
As to a certain homework process, both teacher and 
student can add additional steps, and all additive steps 
can be browsed and acquired in detail for they are belong 
to the same process. Figure 4 illustrates a homework 
process instance. Figure 4 (a) is teacher’s view for 
arranging a new homework. And Figure 4 (b) is a student 
view to browse the following steps. The student can add 
new operations by click proper operation. For this 
homework, the teacher and the student communicate 
many times. 

V. CONCLUSION 
Flexible workflow is more suitable for the dynamic 

varying environments of present application system. In 
this paper, a Flexible Workflow Management System is 
designed and implemented. A formal implementation 
model of flexible process is defined at first. Then the 
architecture and function modules of prototype system 
are presented. A flexible homework assignment system is 
given as an application of FWMS. 
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(a) teacher’s view of a new homework assignment 

 
(b) Student’s view after submitting the answer 

Figure 4.  Modification of work process in  execution 

Our future work is to improve the functions and 
performances of the prototype system. In addition, model 
checking of dynamic-creating workflow instance is also a 
challenge to us, and may be solved in the near future. 
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Abstract— This article discusses a computer-based holistic 
approach to raise the awareness of development progress in 
distributed agile projects. The approach analyses how the 
technical activities (i.e. source code versioning, unit testing, 
acceptance testing, integration and releasing) affects 
development progress and provides automatic mechanisms 
that help co-ordinate progress change with distributed team 
members. The approach has been evaluated through 
practical scenarios and has validated these through a 
research prototype. The result shows that the use of the 
holistic approach can provide better awareness of progress 
to team members than the traditional approach that relies 
on informal communications.  
 
Index Terms—Agile Development, Progress Tracking, 
Awareness, Co-ordination, Distributed Teams. 
 

I.  INTRODUCTION 

Awareness refers to the knowledge of the state or 
activities carried out on a team member's work which 
provides a context for the work of others [1] [2]. In agile 
development, team members may carry out several 
technical activities that may affect the progress state of 
others' work.  

Progress state is judged in agile methods mainly based 
on the state of the essential output of the project which is 
basically the software that the customer will use. Several 
technical factors affect the state of the software. These 
factors include source code versioning, unit testing (UT), 
acceptance testing (AT), continuous integration (CI), and 
releasing. These factors play a role in determining 
whether software produced for a user story (i.e. feature or 
use case) is ‘working software’ (i.e. the user story is 
complete) or not. One of the principles introduced by the 

agile manifesto [8] is that working software is the 
primary measure of progress. We propose that each of 
the technical factors impacts the progress towards 
working software. 

Therefore, it is required to monitor the status of the 
source code and manage the technical activities that 
affect it. The source code versioning, unit testing, 
acceptance testing, continuous integration and releasing 

imply technical activities have an effect on the software 
progress. 

Agile teams can raise the awareness about 
development progress through direct interactions between 
team members. XP [3] (one of the most used agile 
methods) supports raising awareness of progress in co-
located teams by two main practices: Sit Together and 
Informative Workspace. When team members sit together, 
they are expected to share information about factors that 
may affect the progress of the project through face-to-
face communication. The ad-hoc co-ordination is likely 
to facilitate partial sharing of the progress information 
amongst team members. XP teams are also encouraged to 
surround the workspace with rich information about the 
state of tasks, stories and tests that are updated 
continuously. They often use big charts (e.g. burn charts) 
to visualise the development progress.  

In distributed agile projects, team members lose the 
physical contact that helps them maintain awareness of 
the actual progress; hence, they replace it with informal 
methods such as video-conferencing meetings. 
Unfortunately, the informal methods are not sufficient. A 
significant limitation of the informal methods is that the 
impact of a progress change resulting from the technical 
activities may not be fully recognised by the team 
members. This is because of the difficulty of 
understanding how the work of one team member at one 
site influences the work of another team member at a 
different site. 

Distributed agile projects use also formal methods such 
as agile project management tools to manage 
development progress. These tools facilitate sharing 
progress information about iterations’ tasks and user 
stories and provide basic progress status notifications. For 
instance, if a task is delayed, a team leader can be notified. 
However, these tools fail in identifying the impact of 
technical activities on development progress. This is 
because they rely on changes in progress, caused by the 
technical activities, to be flagged in the system by team 
members. 

Xu [4] observes that “teams have a difficult time 
keeping track of progress” in a distributed agile project. 
Teams may end an iteration having a large number of 
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failed acceptance tests, delivering progress information 
late and to the wrong team members. Jeff Patton, a team 
leader in several agile projects, states that he noticed 
many agile organisations struggling to keep track of the 
acceptance tests. He states [5]: 

 “When an acceptance test fails, it’s usually a long 
time after the offending code has been checked in. In fact, 
a lot of code may have been checked in. This makes 
finding the offending code difficult”. 

In our research investigation, we attempt to support the 
effective management of progress by providing a 
computer-based holistic approach to managing 
development progress that aims to explicitly identify and 
co-ordinate the effects of the various technical factors on 
progress. The holistic approach will help raise awareness 
of distributed agile teams about change in progress as 
soon as it occurs. It supports the need for continuous 
feedback about project state which can potentially reduce 
the testing bottlenecks at the end of each iteration and 
release. 

This article extends our work in [6] as follows: first, it 
discusses the concept of progress in agile methods and 
how it differs from the meaning of progress in the plan-
driven approach. Second, the article surveys the 
popularity of the use of the technical factors  among the 
agile methods. Third, the article also provides extensive 
literature review of the current approaches used to 
manage progress. This includes a study of the progress 
mechanisms in thirty agile project management tools. 
Finally, this article evaluates the proposed approach 
through two scenarios that have not been previously 
published. 

II.  THE CONCEPT OF PROGRESS IN AGILE APPROACH 

Progress in the plan-driven methodologies is often 
based on the completion of deliverables such as the 
requirement specification document and analysis and 
design diagrams. It is difficult to judge progress based on 
these deliverables [7]. The progress reports may not 
reflect how healthy the project is. For instance, the 
progress report for a project that is at the end of the 
design phase may show that the project progresses well as 
all design diagrams are completed. However, team 
members may find many problems later in the integration 
phase or the testing phase. Software teams may struggle 
keeping all deliverables consistent when change occurs. 
Additional time is spent in developing these extra 
artefacts that are not software.  

The view in agile methods is different from the view in 
the plan-driven approach. Progress status is judged in 
agile methods mainly based on the software that the 
customer will use. Principle 7 in the Agile Manifesto [8] 
states that: Working software is the primary measure of 
progress. Working software implies that the software is 
unit-tested, integrated and acceptance-tested by the 
customer. Thus, activities involved in the technical 
factors: unit testing, acceptance testing, continuous 
integration, source code versioning may affect working 
software that is delivered to the customer during the 

releasing process. Key technical activities affecting 
development progress are shown in Table I. 

TABLE I.  
KEY TECHNICAL ACTIVITIES AFFECTING AGILE 

DEVELOPMENT PROGRESS. 

III.  THE TECHNICAL FACTORS IN AGILE METHODS 

The popularity of the technical factors among the agile 
methods was surveyed. The results showed that most 
agile methods recommended using UT, AT, CI, releasing, 
and source code versioning (see Table II). Most methods 
have explicitly mentioned them in the formal methods 
description. 

TABLE II.  
THE TECHNICAL FACTORS IN AGILE METHODS. 

 (KEY:  EXPLICITLY MENTIONED   IMPLICITLY 
MENTIONED) 

 
However, not all the technical factors have been 

mentioned explicitly in some agile methods: 
- Source code versioning is implicitly mentioned 

in XP 
- UT, AT, CI and source code versioning are 

implicitly mentioned in Scrum 
- UT, AT and CI are implicitly mentioned in 

Adaptive Software Development 
 

XP did not explicitly emphasis the importance of using 
systems to manage source code versions in XP projects. 
Paulk [9] states that SCM is partially addressed in XP via 
collective ownership, continuous integration and small 
releases. However, the literature on XP emphasises 
clearly the need for versioning systems (e.g. [46] [10]). 
Furthermore, the focus in Scrum and ASD is not on the 
development techniques. Scrum has focused on providing 
a project management framework, while ASD’s primary 
focus is on the problems of developing large and complex 
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systems. Scrum and ASD provide very few practices for 
day-to-day software development work [11]. These 
methods state that they welcome practices from other 
methodologies for use in the development. 
Regardless of the agile method applied, the literature and 
survey show that UT, AT, CI, releasing, and source code 
versioning have been widely adopted in agile projects 
(e.g. [12] [13]). 

IV.  CURRENTS METHODS TO MANAGING PROGRESS OF 
DISTRIBUTED AGILE TEAMS 

The primary methods used by distributed agile projects 
to manage development progress can be divided into two 
approaches: informal methods and formal methods. These 
approaches have been extensively reviewed for this 
section.  

A.  Informal Methods 
Distributed agile teams use several informal methods 

to track progress information. The main informal 
methods are synchronous communication, asynchronous 
communication, daily tracker, information radiators and 
cross-location visits. These are discussed below. 

1) Synchronous communication 
In distributed teams, meetings can be held by 

synchronous tools such as audio and video-conferencing 
tools. Stand-up meetings may be held for about half an 
hour everyday using these tools. Other meetings can be 
scheduled weekly and monthly. 

In addition, some teams may use instant messaging 
(IMs) for one-to-one communication between team 
members. These are likely to be used in situations where 
developers need to communicate personally about issues 
such as coding aspects or design aspects or any 
clarifications. 

A large number of case studies about distributed agile 
projects reported difficulties in using synchronous 
communication (e.g. [14] [15] [16]). Some of these 
difficulties include: cultural and language differences, 
spending significant time in resolving technical issues, 
such as sound quality and, time-zone differences. These 
issues may cause synchronous meetings to be held less 
frequently than physical stand-up meetings in co-located 
projects.  

2) Asynchronous communication 
Distributed teams may prefer using synchronous tools 

only for the major progress update events and rely more 
on asynchronous communication tools, such as e-mail 
and community discussion boards. The asynchronous 
tools are cheap, popular, and have fewer technical issues. 
However, empirical evidence indicates that increasing 
reliance on asynchronous communication channels can 
result in higher software defect rates [17]. Kajko-
Mattsson et al. [18] observed that the use of tools such as 
email proved to be insufficient for maintaining the daily 
communication as dictated by the agile values. Using 
these tools results in a slow turnaround in communication 
[19] and often causes misunderstandings, due to 
messages being composed quickly [20]. In addition, 
managing e-mails and filtering them may become more 

difficult and burdensome over time as the team and 
project knowledge grow in size and complexity [21]. It is 
also expected that some of the shared information will be 
misunderstood because of culture and language 
differences and because the body language, voice 
inflection and emotions are lost through this type of 
communication. 

3) Daily tracker  
The daily tracker’s role has been used in many 

distributed agile projects. A couple of times a week, the 
tracker finds out where everyone is with the iteration [22]. 
He tracks the individual progress of the developers by 
asking them how many days they have worked on the 
tasks and how many more days are left to complete them. 

The daily tracker’s role helps reporting progress, but 
does not support the management of the daily 
dependencies among team members’ work, which may 
affect development progress. 

4) Information Radiators 
Cockburn suggests having an ‘information radiator’ in 

the workspace [23]. An Information Radiator is a screen 
displaying information (e.g. progress information) in a 
place where passers-by can see it. It shows team members 
information they care about without having to ask anyone 
questions. Examples of the displayed information include 
burn charts, and state of acceptance tests. Similar to the 
daily tracker practice, the information radiator can 
support sharing the daily progress information but it 
cannot support identifying and managing changes in 
development progress. 

5) Cross-location visits 
Cross-location visits have been frequently 

recommended for distributed agile projects (e.g. [23] 
[24]). Team members are rotated across project locations 
often, to work within multiple teams. This helps in 
solving conflicts and misunderstandings among the 
distributed teams. In addition to the cost constraint of this 
practice, the visits do not serve the aim of sharing and 
managing the daily progress information but only help 
sharing of the overall progress information. 

B.  Formal Methods 
Distributed agile teams use several formal methods to 

manage development progress. The key formal methods 
include Wikis and spreadsheets, traditional project 
management tools, and agile project management (APM) 
tools. This section will discuss these methods. 

1) Wikis and Spreadsheets  
The basic technologies used for managing 

development progress are Wikis and spreadsheets. These 
tools allow users to freely create and edit content. 
However, Wikis and spreadsheets have limitations. 
Dubakov and Stevens observe that these tools provide 
little support for working on distributed environments and 
limited support for progress reporting and progress 
visibility [25]. 

A case study applied to a geographically distributed 
team using a wiki-based system called MASE [26] 
revealed further problems. When many minds collaborate 
together in a Wiki repository, it becomes more difficult to 
search and maintain as users contribute more and more 
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content into the repository over time. In addition, content 
albeit useful may be put in the wrong place. 

 
2) Traditional project management tools 
Traditional project management tools such as MS 

Project [27] could be used with agile methods. These 
tools can show information in PERT charts, Gantt charts 
and work breakdown structure charts. Based on the 
surveys in [12] and [28], traditional project management 
tools have been widely utilised to manage development 
progress by many distributed agile projects. Most project 
managers are familiar with traditional tools and it is 
easier for them to manage iterations using well known 
tools. Unlike traditional software projects, only a part of 
the requirement is known when the project starts and new 
requirements will constantly emerge during development. 
This makes it unfeasible to follow the progress of the 
development work with these traditional tools [29]. 
Recreating the traditional charts whenever a new 
requirement emerges would take resources out of 
development work [29]. Furthermore, these tools are not 
designed for agile development and hence they do not 
include key progress tracking features, such as burn-
down charts and story/task boards. 

3) Agile Project Management (APM) Tools 
Due to the limitations of the previous tools, a new 

generation of project management tools are being 
developed to satisfy the agile approach (e.g. Rally [30], 
Mingle [31], VersionOne [32], TargetProcess [33]). A 
review of thirty APM tools (Table III) revealed a number 
of different mechanisms available to assist in supporting 
the management of distributed agile development 
progress. The key progress tracking mechanisms in these 
tools are web-based task board, progress reporting, time 
tracking, acceptance testing (AT) tracking and progress 
notifications. These are discussed below. 

Web-Based Task-Board. Task-boards are commonly 
used in co-located teams to visibly show the progress of 
tasks/user stories. They show all user stories with their 
tasks for current iteration. Usually, each user story and 
task is represented by cards stuck to a board. Distributed 
teams use a web-based version in imitation of the manual 
task-boards with easy drag-and-drop facilities. The task 
board usually has three main columns: Un-started (To 
Do), In Progress (In Process) and Done. 

Nineteen of the tools reviewed have a graphical 
representation of task-boards while the rest allow merely 
for textual representation of a task’s status. Tools such as 
On Time [34] and VersionOne [32] enable users to add 
extra columns such as ‘To Be Verified’ and ‘Tested’, 
which can show more detailed progress information. 

Progress Reporting. During each iteration, while the 
team members are focused on creating the new user 
stories they have committed to deliver, the project 
manager is responsible for understanding the progress 
that the team is making and keeping the customer 
informed of any potential delays in the development. 
Most APM tools provide users with graphical reports that 
show key progress information about the project. These 
reports include: 

• Iteration Burn-down Chart (the work that needs 
to be completed over an iteration). 

• Release Burn-down Chart (the work that needs 
to be completed over a release). 

• Velocity (number of units of work, i.e. user story 
points, completed over a period of time ). 

 
While velocity concerns the work done and how fast it 

is being done, the burn-down charts allow for forecasting. 
They allow “what if” analysis to be performed by adding 
and removing functionality from the release to get a more 
acceptable date or extend the date to include more 
functionality [35]. 

The review revealed that, of the 30 APM tools, 25 
tools provide iteration burn-down charts, 17 tools provide 
release burn-down charts and 24 tools provide automatic 
calculations of the project’s velocity. Some tools, such as 
eXplainPMT [36], has burn-down charts but it is based 
on the whole project, not for each iteration nor each 
release. Further progress charts called Cumulative Flow 
Diagrams (CFDs) [37] are offered by 11 APM tools. 
CFDs are constructed by counting the number of user 
stories that have reached a certain state of development at 
a given time. CFDs provide further detailed information 
about the ‘Work In Progress’ (WIP) state. Common 
progress points measured are: designing, coding and 
testing. 

Time Tracking. Another progress tracking feature 
offered by the majority APM tools (21 tools) is time 
tracking, in which hours spent/hours remaining for each 
task/story/iteration are presented. It replaces the tracker 
role in the co-located teams mentioned in the informal  

methods. Instead of having every team member 
entering their time, the time is calculated simply based on 
when a team member changes a task’s status to ‘In 
Progress’, and when he sets the task to ‘Done’. 

The online derivation of time tracking data supports 
distributed agile projects as team members are scattered 
over different sites. It also eliminates erroneous data and 
time wastage problems existing in the manual calculation 
method. 

AT Progress Tracking. Eleven of the APM tools 
reviewed allow scheduling and tracking acceptance tests’ 
progress during the different iterations. Feedback on 
tests’ progress are provided by a built-in electronic 
testing board and through various types of AT graphical 
reports such as the test run progress rate graph which 
shows number of acceptance tests passed, failed and 
ready to test. 

Acceptance tests are linked with their corresponding 
user stories. In addition, some APM tools such as 
VersionOne maintain a full history of each acceptance 
test which can be used for traceability purposes. 

Progress Notifications. An effective progress 
notification system is an important requirement for 
managing development progress in distributed agile 
teams. Team members have to be made aware of the 
changes in development progress that affect them. Many 
of the APM tools reviewed provide some support for 
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progress notifications when there is a change in progress 
status. 

 
 

TABLE III.  
A REVIEW OF PROGRESS TRACKING MECHANISMS IN APM TOOLS. 

 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Fourteen of them provide notifications when the 
progress status field of a task is changed by a team 
member, while 16 tools notify when the progress status 
field of a user story is changed. In addition, 6 tools only 
provide notifications if there are changes in the progress 
status field of an acceptance test. 

Rally [30] allows team members to set up personalised 
notifications. They can select the types of event to be 
notified. Notifications offered by Mingle [31] are 
classified into three main types: user-generated messages 
between team members, system-generated alerts from 
subscriptions, and admin-level announcements to the 
whole project team. For instance, team members can send 
messages to raise awareness about new issues or provide 
immediate visibility of the status change of an asset (i.e. 
task, story or test). Team members can also set up 
subscriptions that will alert them if there are changes to a 
specific asset. 

ScrumWorks [38] allows team members to select the 
period at which they wish to receive notification of 
changes. Notifications can be sent either immediately 
when each change occurs, or a once-daily listing of all 
accumulated changes. 

Less robust notification systems are provided by 
VersionOne and TargetProcess. In VersionOne, team 
members cannot subscribe to events. Only the asset 
owner is notified when change occurs. The notification 
system in TargetProcess is role-based, that is, selecting 
any of the system roles will send the notification to all 
members of that particular role in the appropriate project. 
For example, selecting developer will notify all team 
members whose project role is developer. 

The notification system in Planbox [45] is also limited. 
The scope of notifications is restricted to user stories 
only (called items in Planbox). Moreover, Planbox does 
not offer an event subscription service. A team member 
is notified either when the progress status field of the 
stories he works on has been changed, or when the 
progress status field of any story in the project has been 
changed. Notifications can be triggered by various 
activities including progress status changes. Conditions 
can be defined so that only business critical items result 
in an email notification being sent, for example when an 
item’s status is changed to ‘Done’. 

Agilewrap [48] sends notifications if a task or story is 
overdue. In addition, if somebody accepts (story passed 
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Rally [30]     
Mingle [31]           
VersionOne [32]     
ScrumWorks [38]           
ExtremePlanner [39]      
XPlanner [40]           
TargetProcess [33]           
Pivotal Tracker [41]           
Scrum VSTS [42]           
Agilefant [43]          
IceScrum [44]           
Planbox [45]         
XP StoryStudio [46]           
XPWeb [47]           
AgileWrap [48]           
ScrumDesk [49]         
SpiraTeam [50]           
Leankit [51]         
DevSuite [52]           
TinyPM [53]       
Planigle [54]           
Acunote [55]           
On Time [34]           
AgileZen [56]           
ScrumPad [57]     
eXPlainPMT [36]           
AgileBuddy [58]         
Daily Scrum [59]           
Express [60]          
Agile Tracking [61]           
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testing) or rejects (story did not pass testing) a user story, 
the story owner is notified. 

ScrumDesk [49] does not provide notifications about 
specific assets. When the system starts, it displays all 
changes since the last time the user logged out. 

In ScrumPad [57], the asset creator can designate the 
team members who will receive notifications about 
change in the asset’s progress. This could be a 
disadvantage as the creator may not know who is affected 
by his work. 

V.  A COMPUTER-BASED HOLISTIC APPROACH 

In the informal approach, managing progress of 
distributed agile teams is conducted in an ad hoc manner 
by the individual team members. If a change in progress 
has been introduced, the originator of the change has to 
co-ordinate the introduction of the change with other 
team members affected. A significant limitation of the 
informal methods is that the impact of the change may 
not be fully recognised by the team members. This is 
because of the difficulty of understanding how the work 
of one team member at one site influences the work of 
another team member at a different site. Members may 
not recognise that there is an effect on progress or may 
not know who is affected. In addition, they may decide 
not to contact other team members, because of the time it 
takes to locate and notify the affected people. 

The formal approach uses several mechanisms, 
incorporated into computer systems such as APM tools, 
that can be used to facilitate managing development 
progress. The distributed team members use these 
mechanisms to register, share and report the progress 
information. However, the main limitation of the formal 
approach is that the computer systems are static and rely 
completely on team members to report changes in 
progress. A team member performs a task and then 
registers the task’s progress status in the system. Changes 
in progress caused by technical factors, e.g. modifying 
source code, are not logged by the formal approach; 
hence, if these changes affect development progress, this 
will not be discovered. 

From the analysis of the informal methods and the 
formal methods, it is clear that these approaches are 
insufficient to fully identify and co-ordinate changes in 
progress caused by the technical activities. It is realised 
that better progress management support can be achieved 
by providing a computer-based holistic approach to 
developing a progress tracking system. The progress 
tracking system has to have a holistic view from the 
perspective that it needs to manage the effects of changes 
not only from the users (team members), but also from 
the various technical systems that cause changes in 
progress. 

This will first require analysis of the various events 
that cause change in progress. This includes identifying 
the co-ordination support necessary for managing these 
events (Section VI). 

The holistic approach will also require designing 
computer-based mechanisms that take into consideration 
the impact of technical activities on progress (Section 

VII). This means that the tracking system must link to 
the technical systems. 

VI.  ANALYSIS OF CO-ORDINATION REQUIREMENTS 
FOR THE TECHNICAL ACTIVITIES 

Every technical activity may be carried out in a way 
that causes a change in development progress. Progress 
change events need to be recognised as well as the 
provision of the necessary co-ordination activities (i.e. 
derived from the co-ordination types discussed in the 
previous section) that can help managing these events. 

This section analyses the progress change events 
caused by each technical activity and identifies explicitly 
the co-ordination support required to manage them.  

A.  Source Code Versioning 
Activities involved in source code versioning (create 

an artefact, update an artefact and delete an artefact) may 
cause several progress change events that need co-
ordination support.  

In the case of creating a source code artefact, if the 
state of corresponding task/story is ‘un-started’ or 
‘complete’, creating the new artefact for the task/story 
implies that its state is changed to ‘active’. The 
developer who tries to create the new artefact has to be 
informed that the task/story is inactive. The state of the 
task/story has to be changed to ‘active’ in the progress 
tracking system. If other team members are affected by 
the recent task’s/story’s state, they must be notified. 

Updating a source code artefact normally requires that 
the developer checks out the source code artefact, makes 
the modification, and then checks it in again. Progress 
changes resulting from the check-out process are similar 
to the case of creating a source code artefact.  

In the case of having a source code artefact shared 
between two tasks/stories or more, where the state of one 
of them is ‘complete’, making a check-in to the artefact 
may change the progress state of that task/story. In this 
case, which tasks/stories have been affected must be 
identified. The affected team member must also be found 
and notified.  

If an integrated artefact is modified, it will need to be 
re-integrated. The recent changes may affect progress of 
other tasks/stories that share the same artefact. 
Developers who share a previously integrated artefact to 
complete their tasks/stories should be made aware that it 
has new version and, therefore, the artefact needs to be 
re-integrated. 

Deleting an integrated artefact may break the build 
leading to a negative impact on the progress state of a 
large number of tasks/stories. Affected user stories may 
need to undergo AT again. If deleting an artefact breaks 
the build, this needs to be clarified to the developer and 
deletion may be delayed until the developer discusses the 
activity with the other affected developers. It is important 
to identify the impact of deleting the artefact on progress 
and reflect it in the tracking system. Finding and 
notifying affected team members are also required. 

B.   Continuous Integration (CI) and Releasing 
Integration and releasing activities can lead to 

positive/negative progress change. If an integration 
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process has been performed that failed, team members 
may not realise which user stories have been negatively 
affected. The ‘failed’ result should not affect those stories 
that do not have new versions entered in the build. 

An integration ‘pass’ result should contribute to 
making progress on the affected stories. When a 
successful integration is made, story owners and testers 
may not know exactly which stories are ready for the 
acceptance testing stage. If all the functionalities for a 
story have been completed and integrated, the tester 
responsible for the story has to be located and notified 
that the story is now ready for acceptance testing. 

Another potential progress change event may result 
from the releasing process. A set of user stories may be 
released while some of them have not been fully tested. 
In this case, the release process should be prevented. The 
person making the release has to be made aware that 
releasing should be for complete stories only. 

C.  Unit Testing (UT) 
Activities involved in unit testing include adding, 

modifying, deleting and running a unit test. These 
activities may cause several progress change events that 
need co-ordination support.  

Adding or modifying a unit test without re-testing it or 
with a ‘fail’ result can affect the corresponding task, if it 
was complete. It is important to clarify to the developer 
that state of completed tasks may change due to his 
activity. It would be safe to prevent the addition or the 
modification until the unit test passes. 

Deleting the only unit test for an artefact of a 
completed task affects the task’s progress. If it is the only 
unit test for the corresponding source code artefact, and if 
the corresponding task is complete, the task state may be 
affected. It is required to prevent the deletion. 

Furthermore, a unit test may not have passed when its 
corresponding source code version is checked in. In this 
case, it may affect development progress because getting 
the unit tests to pass is a necessary part of completing the 
source code artefacts that are developed to fulfil 
requirements of a task. Sharing new source code versions 
should be prevented if the corresponding unit tests have 
failed.  

Similarly, a unit test may not have passed when a 
developer wants to set its corresponding task to 
‘complete’. It is required then to prevent setting the task 
to ‘complete’ until all its source code artefacts are 
successfully unit-tested. 

D.   Acceptance Testing (AT) 
Activities resulting from manual and automated 

acceptance testing can cause several progress change 
events that need co-ordination support. These progress 
change events are discussed below. 

Adding or modifying an acceptance test without testing 
it, or with a ‘fail’ result, can affect the corresponding 
story if it was complete. States of the corresponding 
completed stories may need to be changed. Finding and 
notifying the owner of the completed story may be 
required. 

Deleting the only acceptance test for a complete user 
story affects the story’s progress. If it is the only 
acceptance test for the user story, and if the story is 
complete, the story’s state may need to be changed. The 
story owner and the affected tester must also be found 
and notified. 

Running automated AT may result in two progress 
change events. First, a complete user story will be 
affected if one of its associated automated acceptance 
tests has failed. If an acceptance test fails, the 
corresponding user story must not be set as ‘complete’. 
Team members affected must also be found and notified. 

Second, a user story may be affected if one of its 
associated automated acceptance tests has passed. This 
happens if all the functionalities required for the story 
have been completed and integrated and the other 
acceptance tests for the same story have already passed. 
The corresponding user story must be set as ‘complete’ 
and team members affected must be found and notified. 

Similar to running automated AT, updating a manual 
acceptance test to ‘fail’ causes a complete story to 
become incomplete. In this event, the user story must not 
be set as ‘complete’. Finding and notifying the story 
owner and the affected tester may be required. Likewise, 
updating a manual acceptance test to ‘pass’ may cause 
the story to become complete The corresponding user 
story must be set as ‘complete’ and team members who 
are affected must be found and notified. 

Finally, an acceptance test may not have passed when 
a team member wants to set its corresponding story to 
‘complete’. It is required then to prevent setting the story 
to ‘complete’ until all its corresponding acceptance tests 
pass. 

VII.  DESIGN OF A PROGRESS TRACKING SYSTEM 

This section discusses the design of a computer-based 
progress tracking system capable of providing the 
necessary co-ordination requirements identified in the 
previous section. 

A.  System Architecture 
There are several technical activities affecting 

development progress as discussed in section II. These 
activities are currently carried out by technical systems: 

- Source Code Versioning: carried out by version 
control systems 
- Unit Testing (UT) activities: carried out by UT 
tools 
- Acceptance Testing (AT) activities: partially 
carried out by AT tools 
- Continuous Integration (CI) and Releasing 
activities: carried out by CI and releasing tools. 
The problem with these systems is that they work 

separately from the progress tracking system. Hence, if a 
progress change event is caused by a technical activity, 
the progress tracking system cannot identify it. 
The progress tracking system proposed here enables the 
tracking system to keep track of the impact of the 
technical activities by placing them under control of the 
tracking system (Figure 1). This can be achieved by: 
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integrating the versioning functionalities into the progress 
tracking system and linking the UT tool, AT tool and CI 
tool with the progress tracking system. 

 
 

Figure 1. A high level architecture for the progress tracking system. 
 
 Integrating Versioning Functionalities into the 

Progress System 
Current versioning systems provide technical 

mechanisms to store and control source code artefacts. 
However, these systems provide no support for 
identifying and co-ordinating changes affecting 
development progress. 
Because development progress in an agile development is 
directly based on the maturity of the source code artefacts, 
tasks/stories should not be tracked separately from the 
source code artefacts that determine their functionalities. 
There should be a consistency between the progress data 
and the actual work performed by developers. This has 
been seen as a worthy reason to fully integrate versioning 
functionalities into the progress tracking system. 
 
 Linking the UT, AT and CI Tools with the Tracking 

System 
The progress tracking system has to offer interfaces to 

the UT tool, AT tool and CI tool, so the tracking system 
can capture the point where a potential progress change 
takes place. 

B.  Version Model  
1) Version States and Operations 
Version states are used to indicate the level of maturity 

of different versions of source code artefact. Version state 
is taken into account when determining progress. Based 
on the fact that source code artefacts pass several stages 
before they are released (unit testing, integration, 
releasing), a four-stage hierarchical promotion model that 
shows this evolution is proposed which incorporates the 
following versions: 
● Transient Version (TV): the artefact version is not 

shared with other team members. 
● Unit-Tested Version (UTV): the�artefact version is 

unit-tested and available to be shared with other team 
members.  

● Integrated Version (IV): the artefact version is unit-
tested and has passed the build. 

● Releasable Version (RV): The user stories for which 
the artefact version provides functionality have passed 
AT and are ready for releasing. 

 

New operations are required to fulfil the requirements of 
providing a better description of artefact progress states. 
Extended versioning operations are described in Table 
IV. 

TABLE IV.  
EXTENDED VERSIONING OPERATIONS.  

 
The UML Statechart Diagram in Figure 2 shows how 

the new versioning operations can change an artefact’s 
state. 

                Figure 2. Source code version states. 
 

2) Version Tracking 
Managers need to know which tasks are working on 

each source code�artefact. This information can help to 
recognise which tasks are affected by progress change. In 
order to obtain this information, every time a developer 
tries to change an artefact, the task he is working on has 
to be identified. 

A linkage for each source code�artefact can be 
created that describes the tasks that are using versions of 
the artefact and at which state they are. Table V shows 
an example of an�artefact with different versions for 
different tasks. 
 

TABLE V.  
EACH SOURCE CODE ARTEFACT IS LINKED TO THE TASKS 

WORKING ON IT. 
Version Task1 Task2 Task3 
TV   V3 
UTV  V2  
IV V1   
RV    

 
The linkage allows the two important versions for 

each source code artefact to be kept track of. They are 
the last stable version (last IV), and the last recent 

Versioning 
Operation Description 

Create a new 
artefact 

A new artefact is created as transient version (TV) 
in a developer’s workspace. 

Check-out 
artefact version 

A new TV can be created from a version of an 
existing artefact. The version is created as part of 
specific task duty. 

Check-in artefact 
version 

If TV is stable and unit-tested, it can be promoted 
to UTV. 

Perform 
integration 

If integration is successful, all UTVs included in 
the integration are promoted to IV. 

Release artefact 
version 

If acceptance testing is successful for all affected 
stories, their associated versions can be released 
to the customer. 

Delete an 
artefact An artefact is deleted. 
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version (last UTV). When a developer asks to read or 
create a new version, he can choose either one. This 
provides the awareness to the developer about the status 
of the version he is using. 

The promotion to a higher state affects all the tasks 
/stories that have the same or lower state. The tasks that 
have TVs are not usually affected by new updates as the 
TVs represent unstable copies that are isolated from the 
other developers. Table VI illustrates when a new version 
can affect current versions. The main driver of producing 
the table is to identify clearly the situations in which 
editing or promoting a source code artefact by one task 
can have an effect on other tasks’ progress.  
 

TABLE VI. 
NEW VERSION AFFECTS CURRENT VERSIONS. 

 Current 
TV Current UTV Current IV Current 

RV 
New 
TV No No No No 

New 
UTV No 

Yes (developers who 
use old version should 

be informed) 
No No 

New 
IV No 

Yes (The task that is 
linked with the UTV 

should be updated with 
the new version) 

Yes 
(developers 
who use old 

version 
should be 
informed) 

No 

New 
RV No Yes  Yes Yes 

 
If a version is promoted to UTV, all the tasks that have 

UTV versions for the same�artefact can be affected. The 
new modifications for the artefact may influence the 
work recently completed by other tasks, which are not 
integrated.  

However, if a new UTV is produced, the tasks that 
have IVs are not affected because the UTV version  has  
not been integrated yet. 

Furthermore, it is important to prevent the new build 
result from influencing complete stories. Let’s assume 
that a story US1 is complete and new versions of the 
artefact that US1 used are produced by another story and 
have undergone a build. If the build failed, it should not 
affect the stories that are already complete. The progress 
impact should apply only to those stories that made recent 
changes. 

C.  User Story Progress Model 
Status of the agile projects is expressed through 

determining the state of the user stories, where each story 
should produce a block of working software. In order for 
the story to produce a working software, the individual 
source code versions contributing to fulfilling the 
requirements of a story has to be integrated successfully 
(i.e. reach IV stage) and the set of versions together has to 
be acceptance-tested in a testing environment to ensure 
the customer is satisfied with the story. The version 
model presented in the previous section helps determine 
the state of the software (source code) and hence can help 
describe the state of user stories.  

The user story’s state may change, even after 
performing acceptance testing (AT). Source code artefact 

related to a completed story may be versioned and need 
to be re-integrated and re-tested. To satisfy this, we have 
identified a new model for the story progress states that 
takes into account the different progress stages that a 
user story can assume. User stories may assume one of 
the following states: ‘Not started’, ‘Active’, ‘Waiting for 
integration’, ‘Waiting for AT’, or ‘Complete’. 

The user story progress model supports providing a 
more realistic view of the actual state of the software 
project and also helps reflect the impact of the technical 
activities on development progress. 

Figure 3 is a UML state diagram showing how the 
technical activities may move a user story from one state 
to another. 
 

[For all task that need updates]

Check-out  artefact version
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Figure 3. A UML story state diagram. 

 
A user story becomes ‘Active’ once a developer works 

on one of its corresponding tasks. After implementing all 
its functionalities, it moves to the ‘Waiting for 
Integration’ state. Once the integration is passed, it 
moves to the ‘Waiting for acceptance testing’ state. 
Finally, it can only become complete if all the associated 
acceptance tests pass. Team members will have better 
awareness of the progress state of user stories if they can 
obtain detailed information about these midpoints. 

At the beginning of an iteration, all user stories are in 
the ‘Not started’ state. However, the technical activities 
described in Table I may change stories’ states and move 
them from one state to another. 

Checking-out a source code artefact version, as part of 
working on a user story, causes the story to become 
‘Active’. The completion of implementing all the tasks 
corresponding to a user story makes the story move to 
the ‘Waiting for integration’ state (this implies that 
source code artefacts associated with each task have been 
unit-tested). If integration is passed, the story becomes 
ready for acceptance testing (moves to the ‘Waiting for 
AT’ state). If all acceptance tests associated with the user 
story have passed, the story then becomes ‘Complete’. 

The check-out process means that there is still work 
needed to fulfil requirements of the story, i.e. story is still 
‘Active’. Editing or deleting a source code artefact that 
belongs to a ‘Waiting for AT’ story or a ‘Complete’ 
story may require that the story undergoes integration 
once again. Moreover, adding or modifying an 
acceptance test for a ‘Complete’ story moves the story to 
the ‘Waiting for AT’ state.  
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D.  Process Model 
A set of process models have been  developed to 

illustrate how each technical activity affects development 
progress. These models provide a visual representation of 
how the co-ordination activities discussed in section VI 
can be implemented in a computer-based system. This 
includes showing explicit support for checking progress 
constraints, finding and notifying team members affected 
by progress change, identifying potential sources of 
progress change, and reflecting progress change in the 
tracking system. 

As an example, the integration process model is 
provided in Figure 4. It shows the sequence of activities 
involved in performing integration.  

Figure 4. The ‘Perform Integration’ process model. 

VIII. EVALUATION 

A scenario-based methodology is used to evaluate the 
holistic approach. The evaluation process consists of 
three main parts: selection of scenarios, analysis of 
scenarios and validation of scenarios. 

To achieve the first, a systematic method was used in 
our previous work [6] to identify suitable scenarios. This 
ensured that the progress change events involved in the 
scenarios were significant and had reasonable coverage 
for evaluating the holistic approach by considering the 
complexity degree of the progress event, frequency of the 
event occurrence and influence of the progress event on 
the development progress. In addition, scenarios were 
selected that included potential progress events from each 
technical factor. The selection process resulted in 
choosing three representative scenarios: Check-in Source 

Code Version, Performing Successful Integration and 
Running Automated Acceptance Testing. 

In the analysis of scenarios, a comparison is made 
between the classical XP version of each scenario, where 
the holistic approach is not considered, and the new 
version after introducing the holistic approach. In 
addition, a multi-perspective view is achieved by 
providing a role-oriented analysis of each scenario 
version.  

The validation of scenarios is achieved through 
developing a prototype system to validate the holistic 
scenario.  

Our previous work [6] has discussed the 'Check-in 
Source Code Version' scenario only. In this paper we 
provide analysis of two additional scenarios: 'Performing 
Successful Integration' and 'Running Automated 
Acceptance Testing'. Each of them has two versions: the 
classical XP version and the holistic approach version. 
The classical XP version of the scenarios are based on 
the best practices used for performing integration [62] 
and running automated acceptance test [63].  

Before describing the scenario details of each version, 
a general description of the scenario is given through 
showing pre-conditions (the state before the scenario 
starts), trigger (what initiates the scenario) and post-
conditions (the state after completing the scenario). 

A.  Scenario: Performing Successful Integration 
Pre-conditions: Ten new versions have been 

developed since last integration. The functionalities 
required for user story US1 have been implemented and 
the story is waiting for its new versions, A5.1 and A6.1, 
to be integrated. In addition, the functionalities required 
for user story US2 have been implemented and the story 
is waiting for its new versions, A8.1 and A9.1, to be 
integrated. The user stories US3 and US4 are still active 
(Figure 5). 

Trigger: Additionally to the nightly build practice that 
the team follows, Sally would like to initiate an 
integration process to ensure that source code does not 
include any integration problems at the moment. 

Post-conditions: The integration is successful and the 
user stories US1 and US2 become ready for acceptance 
testing. 
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Figure 5. The state before performing the integration. 
 

 
Classical XP Scenario 
1. Sally clicks on ‘Perform Integration’ in the 

continuous integration (CI) system. 
2. The integration system retrieves the new artefact 

versions from the versioning system and performs the 
integration. 

3. The integration system returns the result to Sally and 
sends generic notifications of the integration result to all. 

4. Team members need to figure out which story 
functionalities are completely implemented and 
integrated in the current build and then need to be 
acceptance-tested. 

 
The key scenario steps are summarised in Figure 6. 

Figure 6. The Classical XP version of the integration scenario. 

The Holistic Approach Scenario 
1. Sally clicks on ‘Perform Integration’ in the tracking 

system. 
2. System retrieves the last UTVs of the recently 

updated artefacts and the last IVs of the non-recently 
updated artefacts and sends an integration request to the 
continuous integration (CI) system. 

3. System receives ‘Successful’ result from the CI 
system and updates the UTV versions to ‘IV’. 

4. System checks if there are any ‘Waiting for 
Integration’ user stories. It moves the stories US1 and 
US2 to ‘Waiting for AT’. 

5. Generic notifications are sent to all team members to 
raise awareness of the integration result. In addition, 
specialised notifications, clarifying the new state of US1 

and US2, are sent to those responsible for US1 and US2, 
story owners (Steve and Ahmed) and testers (James and 
Sara) as well as the project manager. 

 
The key scenario steps are summarised in Figure 7. 

 

Figure 7. The holistic approach version of the integration scenario. 
 

Scenario Analysis 
The ‘Perform Successful Integration’ scenario requires 

performing three co-ordination activities: 
• Identifying potential sources of progress change: 

An integration ‘pass’ result should contribute to 
making progress on the stories that are completely 
implemented and have associated versions entering 
the build. 

• Reflecting progress change in the tracking system: 
the progress state of the affected stories has to be 
changed. 

• Finding and notifying team members affected by a 
potential progress change: Story owner and tester 
have to be located and notified that the story is now 
ready for acceptance testing. 

 
Table VII compares the holistic approach with the 

classical XP approach, based on the three co-ordination 
activities needed. The holistic approach provides better 
awareness of the actual work completed by team 
members. It automatically identifies the affected stories 
and hence team members will not need to spend time 
recognising how the integration result affects their work 
progress. When integration passes, relevant story owners 
and testers become aware immediately that their stories 
have become ready for acceptance testing. This provides 
the opportunity for testers to carry out the set of 
acceptance tests for each story as early as possible in the 
iteration. 
 

TABLE VII.  
ANALYSIS OF THE CO-ORDINATION SUPPORT IN THE 

INTEGRATION SCENARIO. 
Co-ordination 
Activity 

The Classical XP 
Approach The Holistic Approach 

Identifying 
potential 
sources of 
progress 
change 

● Team members need 
to figure out how the 
integration result 
affects progress. 
● It can be difficult for 
members working in 
the distributed project 
to realise which stories 
have been affected. 

● Potentially affected 
stories are automatically 
identified once the 
integration is performed. 
• Provides better 
visibility of the actual 
progress. Immediately 
identifies the potential 
change in progress 
resulting from the 
integration process. 

Reflecting • Team members ● The integration effect 
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Co-ordination 
Activity 

The Classical XP 
Approach The Holistic Approach 

progress 
change in the 
tracking 
system 

usually share the new 
progress state 
informally, not in the 
tracking system. 

is automatically reflected 
in the tracking system. 
• It increases the entire 
team’s awareness about 
the project state. 

Finding and 
notifying team 
members 
affected by 
potential 
progress 
change 

● It is done in an ad-
hoc manner. 
● The affected story 
owners and testers may 
be in different sites. 
This may make it 
difficult to identify 
who should be notified. 
● A delay in making 
the acceptance testing 
may take place because 
affected team members 
do not know that the 
story is ready for 
acceptance testing. 

● The affected story 
owners and testers are 
notified automatically by 
the system once the 
integration process is 
completed. 
● The automatic 
notification raises 
awareness that the stories 
are available for 
acceptance testing, thus 
increasing the 
opportunity to run the 
acceptance tests earlier in 
the development cycle. 

 
This scenario involves participation from a developer, 

story owners, testers and project manager. A role-oriented 
analysis is provided in Table VIII. 

 
 

TABLE VIII.  
A ROLE-BASED ANALYSIS OF THE INTEGRATION 

SCENARIO. 

 

B.  Running Automated Acceptance Testing 

Pre-conditions: The acceptance tests AT1.1, AT2.1 
and AT3.1 are passed. These tests belong to the 
completed stories US1, US2 and US3 respectively 
(Figure 8). 

Trigger: As part of a regression testing, the test 
leader, Sam, runs automated acceptance testing with 
the three acceptance tests (AT1.1, AT2.1, AT3.1). 

Post-conditions: The acceptance tests AT1.1 and 
AT2.1 failed due to recent modifications to shared 
code belonging to US1 and US2. 

Figure 8. The state before the testing process.  
 
Classical XP Scenario 

1. Sam initiates automated acceptance testing 
using the AT tool. 

2. The AT tool performs the tests and returns the 
results to Sam. 

3. Sam finds and then notifies the affected team 
members. 

 
The key scenario steps are summarised in the 

following diagram (Figure 9): 

Figure 9. The Classical XP version of the automated AT scenario. 

The Holistic Approach Scenario 
1. Sam initiates automated acceptance testing 

using the tracking system. 
2. The tracking system sends request to the AT 

tool and then receives the test result. 
3. Because the result shows that the acceptance 

tests AT1 and AT2 failed, the tracking system 
changes the state of the user stories US1 and 
US2 to ‘Waiting for AT’. 

4. The tracking system provides the result to Sam 
and automatically sends notifications to the 
affected team members (story owners: Steve 
and Ahmed, testers: James and Sara, and the 
project manager, Nick). 

 
The key scenario steps are summarised in Figure 10: 

Role of 
the Team 
Member 

The Classical XP 
Approach 

The Holistic 
Approach 

Developer ● performs integration ● performs 
integration 

Tester ● needs to figure out 
which story 
functionalities are 
completely 
programmed and 
integrated in the 
current build. 

● is informed 
immediately about which 
stories have become 
ready for AT. 
 

Story 
Owner 

● may not recognise 
how the integration 
result affects his 
story progress. 

● is informed 
immediately about 
change in his story 
progress. 
 

Project 
Manager 

● will know the 
integration result 
but will not know 
how the result 
affects the 
development 
progress. 

● The approach 
allows him to realise 
the effect of the 
integration on the 
development 
progress. 
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Figure 10. The holistic approach version of the automated AT scenario. 
 
Scenario Analysis: 
The ‘Running Automated AT’ scenario requires 
performing three of the co-ordination activities: 
• Identifying potential sources of progress change: If 

running automated acceptance testing has led to failed 
acceptance tests and if these acceptance tests belong 
to completed stories, these stories become incomplete. 

• Reflecting progress change in the tracking system: 
the progress state of the affected stories has to be 
changed. 

• Finding and notifying team members affected by 
 a potential progress change: Story owners and 
 testers have to be located and notified that the 
 affected stories have failed acceptance tests.  
 

Table IX compares the holistic approach with the 
classical XP approach, based on the three co-ordination 
activities needed. This scenario shows that the holistic 
approach allows the tracking system to identify the 
influence of failed acceptance tests on development 
progress. If an acceptance test fails, the system 
automatically changes the state of the corresponding user 
story and notifies the story users. 

By replacing the manual method, the holistic approach 
can provide better awareness to team members about the 
real progress of development. The impact of failed 
acceptance tests is formally reflected in the tracking 
system. In addition, the affected story owners and testers, 
as well as project manager, are automatically found and 
notified.  

TABLE IX.  
ANALYSIS OF THE CO-ORDINATION SUPPORT IN THE 

AUTOMATED AT SCENARIO. 
Co-ordination 
Activity 

The Classical XP 
Approach 

The Holistic 
Approach 

Identifying 
potential 
sources of 
progress change 

● The person who 
made the automated 
AT may not know 
which stories have 
been affected. This is 
likely if the failed 
acceptance tests belong 
to stories created at 
different sites. 

● Identified 
automatically by the 
tracking system. 

Reflecting 
progress change 
in the tracking 
system 

● Progress change is 
not reflected in the 
tracking system. 

● The effect of the 
automated AT is 
automatically reflected 
in the tracking system. 
● It increases the entire 

Co-ordination 
Activity 

The Classical XP 
Approach 

The Holistic 
Approach 
team’s awareness of 
the project state. 

Finding and 
notifying team 
members 
affected by 
potential 
progress change

● It is done in an ad-
hoc manner. 
● The affected story 
owners and testers may 
be at different sites. 
This may make it 
difficult to identify 
who should be 
notified. 
● A delay in resolving 
the defects may take 
place because affected 
team members may not 
be notified about the 
failed tests. 

● The affected story 
owners and testers are 
notified automatically 
by the tracking system 
once the AT process is 
completed. 
● The automatic 
notification helps 
resolving the defects 
early in the 
development cycle. 

 
This scenario involves participation of the test leader, 

testers, story owners and project manager. An evaluation 
of the benefits that each of them can achieve is assessed 
in the role-oriented analysis presented in Table X. 
 

TABLE X.  
A ROLE-BASED ANALYSIS OF THE AUTOMATED AT 

SCENARIO. 
Role of the 
Team Member

The Classical XP 
Approach 

The Holistic Approach 

Test Leader ● performs the 
automated AT. 
● has to find and 
notify the affected 
team members. 

● performs the automated 
AT. 

Tester ● will not be able to 
investigate the source 
of the problem until 
he is notified by the 
test leader. 

● is informed 
immediately about failed 
test. 
 

Story Owner ● will not be able to 
investigate the source 
of the problem until 
he is notified by the 
test leader.  

● is informed 
immediately about change 
in his story progress. 
 

Project 
Manager 

● will not know the 
actual progress until 
he is notified by the 
test leader. 

● will be notified 
automatically about the 
progress change. 

 

C.  Validation of the Holistic Approach 
A research prototype system has been developed to 

demonstrate the feasibility of the proposed holistic 
approach to developing a progress tracking system. It 
validates the holistic approach version of the scenarios 
provided in the previous section and ensures that a 
computer-based system is capable of demonstrating them. 

The NetBeans IDE [64] has been used to develop the 
application, while MySQL [65] is used as the backend 
database. Both are popular tools used for creating 
computer applications. 

System Database. The proposed progress tracking 
system requires storing and accessing different types of 
data entity. These data entities have dependencies among 
them. There is a large number of dependencies among 
tasks, stories, releases, unit tests, acceptance tests and 
integration tests. These dependencies in the tracking 
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system need to be carefully represented in a database. 
The database in Figure 12 shows the minimum data 
requirements needed to design a simple progress tracking 
system using the holistic approach. 

Implementation of 'Performing Successful 
Integration' Scenario. The implementation for each 
scenario consists of a sequence of screens, where each 
screen represents one step of the scenario described 
earlier. Each screen displays the output that results from 
moving from one step to another. A timer is used to move 
the screens forward. 

Due to the page limit of this article, we explain in 
detail the various steps involved in the holistic approach 
version of 'Running Automated Acceptance Testing' 
scenario only.  

The scenario  starts with the following initial data set: 
- The acceptance tests AT1.1, AT2.1 and AT3.1 have 

passed.  
- These tests belong to the completed stories US1, US2 

and US3, respectively. 
  
Implementation of the four steps involved in the 

holistic version of the acceptance testing scenario is 
discussed below. 

1- Sam initiates automated acceptance testing using the 
tracking system. 
The current states of AT1.1, AT2.1 and AT3.1 are 
displayed in Figure 11. 
 

 
Figure 11. Implementation's step 1. 

 

 
Figure 12. System database. 

JOURNAL OF SOFTWARE, VOL. 8, NO. 12, DECEMBER 2013 3079

© 2013 ACADEMY PUBLISHER



 

2- The tracking system sends a request to the AT tool 
and then receives the test result. 

The test results show that acceptance tests AT1.1 and 
AT2.1 have failed. Hence, the state of each test needs to 
be updated in the database. This can be achieved through 
the following SQL query: 

 
 
 
 
 

The ‘s[i]’ symbol shown in italics in the previous 
query refers to an array in the source code that stores the 
id value of the failed acceptance tests.  

3-4. The tracking system changes the state of user 
stories US1 and US2 to ‘Waiting for AT’. The tracking 
system provides the result to Sam and automatically 
sends notifications to the affected team members. 

 
The stories that need to be moved to 'Waiting for 

Acceptance Testing' are retrieved through the following 
query: 
 
 
 
 

For each of the affected stories, the story owners and 
testers are retrieved through the following two queries: 
 
 
 
 
 
 
 
 
 

The ‘story’ symbol shown in italics in the previous two 
queries refers to a variable in the source code that 
represents an affected story's id. 

The affected user stories, story owners and testers are 
shown in Figure 13. 

 
Figure 13. Implementation's step 3. 

A notification message is sent automatically to each of 
the affected team members. Example of such message is 
shown in Figure 14. It shows a notification message sent 
to Sara, the tester responsible for US2. 

 

 
Figure 14. Implementation's step 4. 

IX. CONCLUSIONS 

The holistic approach helps distributed agile teams 
identifying potential sources of progress change and 
helps co-ordinate it with other team members. This 
overcomes the limitation of the informal methods, where 
team members completely rely on their understanding of 
how carrying out technical activities may change the 
progress. The holistic approach also overcomes the 
limitations of the formal methods. These methods use 
computer systems merely for registering progress 
information but do not help team members in identifying 
the point where a progress change event occurs and 
obviously do not provide the co-ordination support 
necessary to deal with such events. 

Providing an effective approach that incorporates the 
impact of the technical activities on development 
progress improves the awareness of distributed agile 
teams regarding the actual progress. Team members will 
no longer need to spend time determining how their 
change will impact the work of the other team members 
so that they can notify the affected members of the 
Change.  They will be provided with a system that helps 
them achieve this as they carry out their technical 
activities. In addition, they will not rely on static 
information about progress registered in a progress 
tracking system, but will be updated continuously with 
relevant information about progress changes occurring to 
their work. 
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Abstract—Among the large amount of genes presented in 
microarray gene expression data, only a small fraction of 
them is effective for performing a certain diagnostic test. 
For this reason, reducing the dimensionality of gene 
expression data is imperative. Self-organizing map (SOM) is 
a type of mathematical cluster analysis which particularly 
well suited for recognizing and classifying features in 
complex, multidimensional data. This paper proposes an 
improved Self-organizing map clustering algorithm which 
based on neighborhood mutual information correlation 
measure. To evaluate the performance of the proposed 
approach, we apply it to six well-known gene expression 
datasets and compare our results with those obtained by 
other methods. Finally, the experimental results show that 
the proposed approach to gene selection is indeed efficient. 

 
Index Terms—self-organizing map, neighborhood mutual 
information, correlation measure, clustering algorithm 

I.  INTRODUCTION 

In recent years, gene expression profiles (GEP) based 
molecular diagnosis of tumor have attracted a great 
number of medical researchers and computer scientists 
for the goal of realizing precise and early tumor diagnosis 
[1-9]. However, the curse of dimensionality caused by 
high dimensionality and small sample size of tumor 
dataset seriously challenges the tumor classification. So 
how to select important gene subsets from thousands of 
genes in GEP dataset to drastically reduce the 
dimensionality of tumor dataset is the first key step to 
address this problem [10]. 

Clustering is a main task of explorative data mining 
and a common technique for statistical data analysis used 
in many fields, including machine learning, pattern 
recognition, image analysis, information retrieval, and 
bioinformatics, etc. [3]. When applied to gene expression 
data, conventional clustering algorithms may encounter a 
problem which is a huge number of genes (attributes) 
versus a small number of samples [4]. Well-known 
conventional clustering algorithms are: K-means 
algorithms [11,12], Bayesian clustering [13], and various 
Hierarchical clustering algorithms [14-16]. K-Means is 
among the most widely used partitioning algorithm. It is 
an unsupervised clustering algorithm that is simple and 
robust. However, this algorithm needs to fix the number 
of clusters and their initial centroids before assigning the 
input data. Bayesian clustering is a highly structured 
approach when a strong prior distribution on the data is 

available [13]. Hierarchical clustering has a number of 
shortcomings for the study of gene expression. Strict 
phylogenetic trees are best suited to situations of true 
hierarchical descent (such as in the evolution of species) 
and are not designed to reflect the multiple distinct ways 
in which expression patterns can be similar [13]. In order 
to deal with the high dimension problem of genes well, 
we propose a novel SOM algorithm in this paper.  

SOM [13,17] has a number of features that make them 
particularly well suitable for clustering and analyzing of 
gene expression patterns. They are ideally suited to 
explore data analysis, allowing one to impose partial 
structure on the clusters (in contrast to the rigid structure 
of hierarchical clustering, the strong prior hypotheses 
used in Bayesian clustering, and the non-structure of 
K-means clustering) and facilitating easy visualization 
and interpretation. As for correlation measures, Euclidean 
distance and Pearson’s correlation coefficient are widely 
used for clustering [13]. However, for measuring the 
correlation between genes, Euclidean distance is not 
effective enough to describe functional similarity such as 
positive or negative correlation in values. Empirical 
studies have shown that it may assign a high similarity 
score to a pair of dissimilarity genes [18]. Furthermore, 
most clustering methods are not able to effectively cope 
with continuous attributes which is also a distinctive 
characteristic of gene expression data. When applied to 
the continuous attributes, conventional methods 
commonly discretize the continuous data into a finite 
number of intervals for data mining. But discretization 
may lead to information loss. As we know, SOM utilizes 
Euclidean distance measuring the correlation between 
genes. In this paper, we use neighborhood mutual 
information instead of Euclidean distance to evaluate the 
correlation between genes. By applying improved SOM 
to gene expression data, clusters of genes based on their 
neighborhood mutual information correlation can be 
discovered.  

The structure of the rest of this paper is as follows: 
Section 2 introduces the concepts of SOM clustering and 
neighborhood mutual information. An effective and 
efficient attribute clustering method ICMSOM is 
proposed in Section 3. To evaluate the performance  of 
the proposed algorithm, we apply it to six gene 
expression datasets. The experimental results are 
presented in Section 4. Finally, the conclusion is drawn in 
Section 5. 
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II. RELATED WORK 

A.  Self-Organizing Map 
SOM [19,20,21] is a clustering tool which can convert 

the non-linear statistical relationships between high 
dimensional data into simple geometric relationships of 
their image points on a low (often one or two) 
dimensional grid. By that way, the data points which 
show similar properties are placed close to each other  

 
 
 

 
 
 
 
 
 
 
 
 
 
 

Fig.1 Structure of SOM network 

within the output of SOM algorithm [17]. 
SOM consists of a set of neurons which usually 

arranged in a two dimensional structure, the 
neighborhood relations exist among the neurons, which 
dictates the topology and structure. As shown in Fig.1, 
the network of SOM usually consists of two layers of 
neurons: input layer and output layer. Although, the 
neurons on input layer are fully connected to the neurons 
that on output layer, the neurons on each layer have no 
connection to each other. Neurons on the output layer are 
arranged in either a rectangular or hexagonal lattice. The 
selection of lattice shape affects the performance of the 
SOM due to the number of neighbors of neurons. The 
performance of the SOM by using a hexagonal shape is 
expected to be higher since more neighbors are modified 
in the hexagonal lattice when it is compared with a 
rectangular lattice [19]. Each neuron is represented by a 
n-dimensional weight vectors. The algorithm of SOM is 
initialized by assigning the values of weight vectors of 
each output neuron linearly or randomly. Training process 
of SOM starts by representing a data point randomly in 
the network. The distances between these data points and 
the weight vectors of all neurons are computed by using 
distance measures such as Euclidean distance. By 
comparing these distances, the nearest Kohonen neuron, 
is identified as the ‘winning’ neuron. The weights of the 
winning neuron are adjusted in order to get close to the 
actual data point. The weights of neighboring neurons are 
also updated, so that the order of the input space can be 
satisfied [22]. In the SOM network, the character 
mapping is topologically ordered and character choosing. 
Topologically ordered means the space position of the 
neuron in the network being is mapped from the character 
or some territory of the input sample. Character choosing 
means that when a data is given in the input space of 
non-linear distributed, SOM can choose the best character 

for the approach [20,23]. The above two characters 
determine the SOM network suitable for the disease 
feature. 

B.  Neighborhood Mutual Information Measure 
Hu et al. [24] proposed neighborhood mutual 

information to cope with continuous gene data, 
evaluating the relevance between attributes.  

There is a problem to employ mutual information in 
gene evaluation due to the difficulty in estimating 
probability density of genes. So neighborhood mutual 
information combines the concept of neighborhood with 
information theory, and generalizes Shannon’s entropy to 
numerical information. Training samples are usually 
given as vectors of attribute values and the attributes are 
numerical, as shown in Table 1, where A1 and A2 are two 
attributes, while C is the decision label of samples. 

Let 1 2{ , , , }nU x x x=  be a set of samples described 
with gene set F, and N

ix R∈ , Δ  is a distance function 
on U, 0δ ≥  is a constant, then the neighborhood of 
sample x is denoted by 

( ) { | ( , ) }i ix x x xδ δ= Δ ≤            (1) 
Given S ⊆  F is a subset of genes, the neighborhood 

of sample xi in S is denoted by ( )S ixδ . The 
neighborhood uncertainty of xi is denoted by 

( )
( ) logi S ix x

NH S
nδ

δ
= −            (2) 

and the average uncertainty of the set of samples is 
computed as 

1

( )1( ) log
n

S i

i

x
NH S

n nδ

δ

=

= − ∑          (3) 

TABLE I. 
CLASSIFICATION TASK DESCRIBED BY NUMERICAL 

Sample ID A1 A2 C 
1 0.52 0.36 1 
2 0.31 0.00 1 
3 0.18 0.74 1 
4 0.50 0.23 1 
5 0.42 0.47 2 
6 0.01 0.52 2 
7 0.30 0.71 2 
8 0.51 0.03 2 
9 0.35 0.38 3 
10 0.64 0.33 4 

Example1. Assumeδ = 0.2 then 1( )S xδ = {x1, x4, x5, 

x9, x10}, 1
5( ) log( ) 1

10
xNH Sδ = − = , where 1 2{ , }S A A= .  

Given R, S ⊆  F two subsets of genes, the 
neighborhood of sample ix  in gene subspace S R∪  is 
denoted by ( )S R ixδ ∪ , and the joint neighborhood entropy 

of S R∪  is computed as 

1

( )1( , ) log
n

S R i

i

x
NH R S

n nδ

δ

=

= − ∑ ∪       (4) 

Let R, S ⊆  F be two subsets of genes, then the 

Output 

Input layer 
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neighborhood mutual information of R and S is denoted 
by  

1

( ) ( )1( ; ) log
( )

n
R i S i

i S R i

x x
NMI R S

n n xδ

δ δ
δ=

⋅
= − ∑

∪

  (5) 

III.  EFFICIENT GENE SELECTION ALGORITHM  

A.  The Novel Correlation Measure 
As for correlation measures, Euclidean distance and 

Pearson’s correlation coefficient are widely used for 
clustering [15]. However, for measuring the correlation 
between genes, Euclidean distance is not effective 
enough to describe functional similarity such as positive 
or negative correlation in values. Empirical studies have 
shown that it may assign a high similarity score to a pair 
of dissimilarity genes [18]. Conventional SOM uses 
Euclidean distance measuring the correlation between 
genes, it is not able to cope with continuous attributes 
effectively which is also a distinctive characteristic of 
gene expression data. Au et al. [18] presented an 
information measure to evaluate the correlation between 
attributes. It is called the interdependence redundancy 
measure between two attributes, iA  and jA , 
, {1, }i j m∈ , which is denoted by 

( : )
( : )

( , )
i j

i j
i j

I A A
R A A

H A A
=              (6) 

where ( : )i jI A A  is the mutual information between iA  
and jA , and ( , )i jH A A  is the joint entropy of iA  and 

jA . 
Definition 1. Let iA  and jA , , {1, }i j m∈  are two 

attributes, then the neighborhood interdependence 
redundancy measure between two attributes is defined as 

( ; )
( ; )

( , )
i j

i j
i j

NMI A A
NR A A

NH A A
δ

δ
δ

=           (7) 

where ( ; )i jNMI A Aδ  is the neighborhood mutual 
information between iA  and jA , and ( , )i jNH A Aδ  is 
the joint neighborhood entropy of iA  and jA . 

Definition 2. Let X = [x1, x2, …, xL]T be an input data, 
where X is a sample. Choose a random value for the 
initial weight vector wj = [wj1, wj2, …, wjL]T, j = 1, 2, …, N, 
N is the number of output neurons. wji(t) is the ith 
component weight vector of the output neuron node j at 
time t, xi(t) is the ith input of X at time t. In this paper, we 
use neighborhood mutual information instead of 
Euclidean distance to evaluate the correlation between 
genes. The correlation between the input X and neuron j 
is defined as 

( ( ); ( ))
( ( ); ( ))

( ( ), ( ))
i ji

i ji
i ji

NMI x t w t
NR x t w t

NH x t w t
δ

δ
δ

=     (8) 

where wji(t) is the ith component weight vector of the 
output neuron node j at time t, xi(t) is the ith input of X at 
time t. ( ( ); ( ))i jiNMI x t w tδ  is the neighborhood mutual 
information between xi(t) and wji(t), and 

( ( ), ( ))i jiNH x t w tδ  is the joint neighborhood entropy of 
xi(t) and wji(t). 

B.  The Description of The Improved SOM Clustering 
Algorithm (ICMSOM) 

There are several steps in the application of the 
algorithm. To get the winner, competition and learning 
are needed in the process. The steps above are repeated 
until the feature mapping is formed. The process is as 
follow: 

(1) Initialization: Choose random values for the initial 
weights jw . 

(2) Winner Finding: Find the winning neuron C at time 
t, using the correlation criterion: 

( ; )
arg max , 1, 2, ,

( , )
j

j

NMI X w
C j N

NH X w
δ

δ

= = …     (9) 

where 1 2[ , , , ]T
lX x x x= …  represents an input vector at 

time t, N is the total number of neurons. 
(3) Weights Updating: Adjust the weights of the winner 

and its neighbors, using the following rule: 
,( 1) ( ) ( ) ( )[ ( ) ( )]j j j C jw t w t t h t X t w tη+ = + −    (10) 

, 2

( ; )
( ) exp[ ]

2 ( )
c i

j C
NR r r

h t
t

δ

σ
= −          (11) 

where ( )X t  represents an input data at time t, , ( )j Ch t  
is the topological neighborhood function of the winner 
neuron C at time t, ( )tη  is a positive constant called 
‘learning-rate factor’, 2

cr R∈  and 2
ir R∈  are the 

location vectors of nodes c  and i , respectively. ( )tσ  
defines the width of the kernel. Both ( )tη  and ( )tσ  
will decrease with time. It should be emphasized that the 
success of the map formation is critically dependent on 
the values of the main parameters (i.e., , ( )j Ch t  and 

( )tη ), the initial values of weight vectors, and the 
prespecified number of iterations. 

(4) Repeat the steps (2) and (3) until the changes in the 
disease feature mapping are very small or the maximum 
iteration time is reached. 

IV.  EXPERIMENTAL ANALYSIS 
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To validate the ICMSOM sort capability in comparison 
with K-means, Hierarchical and SOM, six different 
datasets are used to study. There are 8D5K dataset, 
AD400_10_10 dataset, Yeast dataset, Heart dataset, class 
dataset and Breast Cancer dataset (The 8D5K dataset and 
AD400_10_10 dataset are artificial datasets. The rest of 
the datasets can be got from UCI datasets.) The 
characters of dataset are shown in Table 2. For no test 
samples in database, ten-fold-cross-validation is chosen 
to compute the percentile of correct sort. The results are 
the average and standard deviation taken over ten runs. 

The performance of the proposed ICMSOM method is 
extensively studied and compared with that of some 
existing algorithms, namely, K-means, Hierarchical and 
SOM, employing rand to measure the clustering accuracy. 
To analyze the performance of different algorithms, the 
experimentation is done on six different datasets. And 
each dataset is preprocessed by data cleaning and data 
filtering, removing the data that which expression level is 
negative or small, processing noise data and missing data. 

In this experiment, the operating environment is 

Lenovo Windows7 PC with 3.1 GHZ CPU and 4GB 
RAM, and the algorithm is coded by VC++. The 
experimental software is MATLAB 7.1. The inputs and 
outputs of dataset are normalized over the interval [−1, 1]. 
In the training stage of SOM algorithm, the maximum 
iterative time is set as 500, the initial learning rate 0η  as 
0.3, the initial neighborhood region , (0)j Ch  as 1. The 
experiment results are shown in Table 3. 

According to Table 3, the accuracy of ICMSOM is 
higher than SOM. In four different algorithms, the 
accuracy of ICMSOM is the highest for six different 
datasets; on the other hand, the accuracy of Hierarchical 
is the lowest. From the Table 3, we can have the 
accuracies of two kind of SOM clustering algorithms are 
higher than other algorithms. This is because the SOM 
algorithm is not sensitive to initialization parameter 
setting, and it can gradually achieve the global optimal by 
adjusting the neurons in characteristics of the right value. 
ICMSOM algorithm is one of the improved algorithms of 
the traditional SOM algorithm. It not only has the 
advantages of traditional SOM algorithm, but also can 
deal with continuous data and evaluate the irrelevant and 
redundant genes. This method can cluster those all 
contains important characteristics of the related gene 

expression data. So the accuracy of ICMSOM is higher 
than SOM. 

From Table 3, it can be observed that ICMSOM 
exhibits the best performances on the six datasets, and the 
performances of ICMSOM and SOM are very close, 
though ICMSOM performs a little better than SOM. 
Furthermore, the two algorithms perform markedly better 
than the other two algorithms, where Hierarchical has the 
worst performance. 

From Table 4, it can be seen that ICMSOM and SOM 
have good time performance, though the clustering time 
of ICMSOM is a little higher than SOM. That is because 
it needs more procedure to compute the neighborhood 
mutual information of genes. However, the K-means 
algorithm also has a very good time performance. That is 
due to K-means is linear algorithm, and the time 
complexity of it is ( )O knl , where k  is the number of 
cluster, n  is the number of data, l  is the number of 
iteration. Therefore, the time complexity of SOM is 

'( )O k mn , where 'k  is the number of neurons, n  is the 
number of data, m  is the number of iteration. Generally 
speaking, the 'k  and m  of SOM are larger than k  
and l  of K-means, so the time complexity of SOM is 
higher than K-means. The time complexity of ICMSOM 
is higher than SOM. In the four different algorithms, the 

TABLE II. 
EXPERIMENT DATA SETS 

Data-set Sample 
amount 

Input 
dimension 

Output 
dimension 

Feature 

8D5K 1000 8 5 continuous
AD400_10_10 400 10 10 continuous

Yeast 93 8 5 continuous
Heart 270 13 2 continuous
class 214 9 6 continuous

Breast Cancer 683 10 2 continuous

TABLE Ⅲ. 
THE CORRESPONDING RAND VALUE OF DIFFERENT ALGORITHMS 

 
Data-set 

Accuracy/% 
Algorithm 

K-means Hierarchical SOM ICMSOM 
8D5K 72.3 68.5 77.6 78.1 

AD400_10_10 70.4 67.2 76.2 76.5 
Yeast 65.3 59.8 67.1 67.9 
Heart 69.4 67.4 73.1 73.7 
class 67.8 65.2 70.3 71.1 

Breast Cancer 69.0 62.0 72.1 72.9 

TABLE Ⅳ. 
THE CLUSTERING TIME OF DIFFERENT ALGORITHMS 

 
Data-set 

Time/s 
Algorithm 

K-means Hierarchical SOM ICMSOM
8D5K 65.2 173.5 74.3 75.2 

AD400_10_10 51.0 101.0 57.4 58.1 
Yeast 41.2 98.9 56.3 57.5 
Heart 48.7 120.7 59.8 60.3 
class 46.2 110.3 58.1 59.3 

Breast Cancer 56.7 143.1 66.0 67.2 
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Hierarchical should be the most time-consuming and its 
time complexity is 2( )O n . 

V.  CONCLUSION 

Clustering and classification are key tasks of gene 
identification. In virtue of the continuous attributes, our 
proposed attribute clustering algorithm for gene selection 
can directly deal with the continuous data and acquire 
high accuracy. Experimental results show that this 
algorithm outperforms than other approaches. In the 
recent research, the cluster configuration is studied by 
using qualitative analysis. In order to get through 
understanding about gene expression profiles, and extend 
our model to improve its generation, we have to 
investigate the cluster quality further, which refers to its 
shape, size and distribution, etc. That is what we want to 
be involved with in the further concern. 
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Abstract— Distribution and dynamics are the main charac-
teristics of resource allocation problem. Despite the variety
of approaches and models proposed for the problem, a
systematic formalization and a general solution strategy
are missing. This paper takes a step towards this goal by
proposing a categorical formalization of resource allocation,
which not only represents both distributed and dynamic
features, but also formally prove the properties of symmetry,
safety(non-deadlock), liveness(non-starvation) and concur-
rency. The application to the wireless sensor networks
demonstrates the practicability of our formal model and
emphasizes the strengths of category theory – its simple
theory, abstract mechanism, diagrammatical representation
and its expressive power in representing and reasoning many
concepts of computer science.

Index Terms— Resource Allocation, Category Theory, For-
mal Model, Wireless Sensor Networks

I. INTRODUCTION

THE widespread development of high-speed networks
and the availability of powerful computers at low-

cost have led to the much research about distributed
and dynamic resource allocation problem. The problem
arises in many real-world domains such as wireless sensor
networks, emergency equipment/personnel management,
disaster rescue and hospital scheduling. Resource alloca-
tion may be decided by using different models[1,2,3,4,5]
and algorithms[6,7,8] applied to a specific domain to
automatically and dynamically allocate resources to ap-
plicants.

Historically, category theory stemming from algebraic
topology is a way to provide a basic conceptual and
notational framework, which is useful to demonstrate
various structural concepts of different fields in a uniform
way. There is a large body of work in category theory
ranging from purely categorical studies to applications of
categorical principles in different fields. As an important
tool, category theory impinges more and more frequently

Manuscript received April 18, 2013; revised *****; accepted *****.
c© 2005 IEEE.
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on the awareness of many computer scientists[9], espe-
cially those with an interest in formal specifications and
semantics-based research. The significance of category
theory in theoretical computing science was further con-
firmed by the work of Smyth-Plotkin[10] and Lehmann-
Smyth[11]. Another nice examples are Lehmann’s[12]
concerns the important of using powerful theorems from
category theory and Goguen-Burstall’s[13] use of certain
theorems about colimits constructions.

Category theory is a useful formal framework in com-
puter science. First of all, because of the focus that is put
in relationship (categorical morphisms) and not in entities
(categorical object). Secondly, it provides abstraction and
generality ideas – abstracting from unnecessary details to
give general definitions and results, and focusing on how
things behave, rather than on what their internal details
are. Another, the fact of the matter is that category theory
is essentially algebraic means that it can be used to reason
about structure and the mappings that preserve structure
naturally arises in many different areas of computing.
With the above advantages, we believe that category
theory can contribute with the formal model of distributed
and dynamic resource allocation in the same way as it
contributed in the areas of design and implementation
of programming languages[14,15], type theory[16], spec-
ification language[17], automata theory[18,19], architec-
ture[20,21], models of concurrency[22,23], and syntax
and semantic model [24,25].

A. Previous work

Theretofore, several attempts have been made to find a
satisfactory formal model to resource allocation problem.
Modi and Jung[1] proposes a formalization of distributed
resource allocation and a general solution strategy us-
ing distributed constraint satisfaction techniques. A self-
stabilizing deterministic model and algorithm[2]–the main
idea is the construction of a spanning tree for each
processes – is developed, and the correctness and per-
formance of the model is formally proven.An automatic
resource allocation strategy[3] based on market mecha-
nism is proposed to achieve resource balance in cloud
computing. A new theoretic resource allocation model
based on ESPSA(Extended Second Price Sealed Auction)
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is developed to guarantee task’s victorious probabilities on
competing for limited resources. The novel spatial-based
Network-on-Chip resource allocation algorithms can be
used to efficiently reduce the communication congestion
and improve the overall performance.

The famous solution for distributed resource allocation
problem is based on an acyclic directed graph technique
which was presented by K. M. Chandy and J. Misra[5].
This strategy can be efficiently guarantee safety, liveness
and fairness of the classical dining philosophers problem,
the dynamic drinking philosophers problem[26] and the
committee coordination problem[27].

B. Main contribution

Despite the variety of approaches and models pro-
posed for distributed or dynamic resource allocation, a
systematic formalization of the problem and a general
solution strategy are missing. This paper takes a step
towards this goal by proposing a categorical formalization
of resource allocation, which not only represents both
dynamic and distributed aspects of the problem, but also
formally prove the properties of symmetry, safety(non-
deadlock), liveness(non-starvation) and concurrency. The
formal models defined in the paper is based on Chandy-
Misra’s acyclic directed graph strategy [5,27] and our
previous experience[28] in implementing the categorical
semantics for distributed dinning philosophers problem.
Finally, we describe how our categorical models can be
implemented in wireless sensor networks.

Another goal is bring the benefits of the use of category
theory to the field of formal model for distributed and
dynamic resource allocation: not only formalizing usual
concepts in resource allocation using categorical entities
(such as objects, morphisms, colimits), but also giving
good directions to reason/preserve the universal struc-
ture and facilitate its application to practical problems.
Meanwhile, the abstraction mechanism, diagrammatical
representation and powerful expressive ability of category
theory make it easier to clarify the traceability and under-
standability of resource allocation problem in distributed
and dynamic environment.

C. Paper Structure

The paper is structured as follows: Section 2 presents
some basic definitions of category theory. Sections 3
formalizes the categorical models for distributed and dy-
namic resource allocation, and show how these categorical
concepts and operations (such as Sums, Pushouts and
Colimits) used to merge, detect similarities and hide
details of the problem. Meanwhile, its correctness and
properties are also elaborated. In section 4, we extend the
formal models to handle a generalized problem in wireless
sensor networks. Concluding remarks and future work are
finally discussed in Section 5.

II. CATEGORY THEORY

What is category theory? There are many different
answers to this question, but generally speaking: Category

theory is a branch of mathematics that has been developed
over the last 50 years, and is concerned with the study
of algebraic structure. In the section, some fundamental
definitions about category theory needed in the rest of the
paper are reviewed. Most of them are excerpted from Jaap
van Oosten’s book[29], and José Luiz Fiadeiro’ book[30].

Definition 1. Category.
A category C is given by a collection C0 of objects and

a collection C1 of morphisms which have the following
structure. Each morphism in C1 has a domain and a
codomain, which are objects in C0; one writes f : x → y
if x is the domain of the morphism f , and y its codomain;
One also writes x = dom(f) and y = cod(f). The
category C must satisfied the following laws:

• Identity law: For every object x there is an identity
morphism idx : x → x, satisfying idx ◦ g = g for
every g : y → x and f◦idx = f for every f : x → y;

• Composition law: Given two morphisms f : x → y
and g : y → z such that cod(f) = dom(g), the
composition of f and g, written g ◦ f : x → z,
is defined and has domain dom(f) and codomain
cod(g);

• Associative law: Composition is associative, that is:
given f : x → y, g : y → z and h : z → w,
h ◦ (g ◦ f) = (h ◦ g) ◦ f .

Remark 1. Categories are special kinds of graphs. As
demonstrated in the Fig. 1, a category is simply a labeled
graph with ”composite” and ”identity” edges that satisfy
the obvious equational laws.

Figure 1. Graphic Description of Category

Definition 2. Graph homomorphism.
Let G and H be graphs. A homomorphism of graphs

ϕ : G → H is a pair of maps ϕ0 : G0 → H0 and ϕ1 :
G1 → H1 such that for each arrow f : x → y of G we
have ϕ1(f) : ϕ0(x) → ϕ0(y) in H.

Definition 3. Diagram.
Let C be a category and I a graph. A diagram in C with

shape I is a graph homomorphism δ : I → graph(C).
Definition 4. Commutative Diagrams.
Let C be a category, its diagram D is said to commute

iff, for every pair x,y of nodes and every pair of paths
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TABLE I.
UNIVERSAL CONSTRUCTIONS

Construction Co-Construction

Terminal Objects Initial Objects
Products Sums
Pullbacks Pushouts
Equalizers Coequalizers

Limits Colimits

W = U1, U2, ..., Um, W ′ = V1, V2, ..., Vn from x to y in
diagram D,

Um ◦ Um−1 ◦ ... ◦ U1 = Vn ◦ Vn−1 ◦ ... ◦ V1

holds in category C.
Definition 5. Colimit.
Let δ : I → graph(C) be a diagram in category C. A

colimit of δ is a commutative cocone p : δ → z such that,
for every other commutative cocone p′ : δ′ → z′, there is
a unique morphism f : z → z′ such that f ◦ p = p′.

Remark 2. There are various universal constructions
(see Table 1) in categories. Each construction has a dual,
formed by reversing the morphisms. Colimit is a gener-
alization of other universal constructions, which includes
initial object, sum(coproduct), pushout and coequalizer.

Definition 6. Functor.
Let C and D are two categories, a functor F : C → D

consists of operations F0 : C0 → D0 and F1 : C1 → D1,
such that

• for each morphism f : x → y in category C, there is
a morphism F1(f) : F0(x) → F0(y) in category D;

• for each object x in category C, the equation
F1(idx) = idF0(x) holds in category D;

• for each pair of morphisms f : x → y and g : y → z
in category C, the equation F1(g◦f) = F1(g)◦F1(f)
holds in category D.

Remark 3. A functor is a category of categories. In
fact, its objects are categories and its morphisms are
certain structure-preserving maps between categories[31].
On the other hand, A functor is simply a labeled graph
homomorphism that also preserves the identity and com-
position edges that are present in categories.

III. FORMALIZATION OF RESOURCES ALLOCATION

The Resource Allocation Problem consists of 1) a set
of resources that may be shared by two or more tasks, and
2) a set of tasks, which request a subset of resources to
access to the Critical Section (CS) of code and perform
the necessary actions. For each task there is a set of
neighbor tasks. Each task has a conflict with its neighbors:
it cannot share the CS with any of them.

The problem of resolving conflicts between tasks in
distributed systems is of practical importance. In this
section, we present the formal model and diagrammatical
solution of distributed and dynamic resource allocation
problem using category theory, which not only efficiently
resolves the deadlock and starvation, but also ensure the
satisfaction of some properties.

A. Signature

The signature of a resource allocation problem is a
structure Θ = {Υ,Γ,Λ} where

• Υ is a set of resource, Υ = {Υ1,Υ2, ...,Υm}.
• Γ is a set of tasks, Γ = {T1, T2, ..., Tn}.
• Λ is a set of actions, Λ = {Λ1

1,Λ
1
2, ...,Λ

i
p,Λ

j
n}. Each

task contains a set of actions, where Λi
p denotes i′th

action of task Γp.
The communication between conflict tasks is only of

two kinds: a task either requests the permission to execute
the CS from the neighbors, or releases this permission.
A task is in one of 3 states: 1) idle, 2) request and 3)
running.

B. Categorical Model of Distributed Resource Allocation

The basic idea behind our solution to resource alloca-
tion is a variant of Chandy-Misra’s acyclic directed graph
strategy[5,27]. We define for each task Ti a set of conflict
neighbors Ti.F and a set of communication neighbors
Ti.C. Both relations are symmetric. That is, for any two
tasks Ti and Tj if Ti ∈ Tj .F then Tj ∈ Ti.F . The
same applies to Ti.C. We do not consider asymmetric
communication.

An application of the conflict and communication re-
lations is in the management of files in the distributed
environment. Each file is represented a resource. Two
tasks are conflict neighbors that if that one of them write
into a file that they share; two tasks are communication
neighbors that both of them only read common files.

The general distributed resource allocation prob-
lem[26] states there are n symmetrical tasks Γ =
{T1, T2, ..., Tn} (with identical protocols) contending for
access to m resources Υ = {Υ1,Υ2, ...,Υm}. Each task
requires a fixed subset of the resources. Both concurrent
access and exclusive access are encountered. Each task
continually cycles between its critical section and its
noncritical section. A solution to this problem guarantees
each task is eventually able to enter its critical section and
access its needed resources with the resource constraints
satisfied.

A conflict between two or more tasks must be resolved
in favor of some (usually one) task and against the other
conflict tasks: a favored task must have priority over
others. A distributed implementation of an acyclic prece-
dence graph, where the task with the lower precedence
must yield to the process with greater precedence in finite
time, is a conflict resolution rule ensures fair resolution of
all conflicts. Precedences among tasks are typical partial
ordering relations, so it easier to model with category
theory.

Definition 7. Precedence Category: P = {Γ,Ψ}.
The precedence category P is composed of a objects

collection Γ = {T1, T2, ..., Tn} in signature, each object
represents a task; and a morphisms collection Ψ, where
for every morphism fij : Ti → Tj ∈ Ψ (Ti, Tj ∈ Γ∧Ti 6=
Tj) means that task Ti has priority over task Tj , and
for every object Ti in Γ,there is an identity morphism
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Figure 2. Diagram of precedence Category

idi : Ti → Ti, which indicates that the priority of Ti is
equivalent to itself.

Proof of Precedence Category:
• Given two morphisms fij : Ti → Tj and fjk : Tj →

Tk such that dom(fji) = cod(fij). The composition
of fij and fji, written fji ◦fij : Ti → Tk, is defined
and has domain dom(fij) and codomain cod(fji).
The composition means the precedence of tasks are
transitive;

• Composition is associative, that is, given fij : Ti →
Tj , fjk : Tj → Tk, and fkw : Tk → Tw, then fkw ◦
(fjk ◦ fij) = (fkw ◦ fjk) ◦ fij ;

• Each identity morphism idi : Ti → Ti satisfies idi ◦
fji = fji for every fji : Tj → Ti, and fij ◦ idi = fij
for every fij : Ti → Tj .

Category theory supports the diagrammatic representa-
tion which visualizes the relationships between concepts.
It is possible to use diagrams to express and reason about
precedence among tasks in a formal way.

Example 1: The diagram of precedence category P
with 5 tasks in distributed resource allocation problem is
given in Fig. 2.

Remark 4. The diagram of precedence category P is
commutative.

The commutative property of a diagram helps to es-
tablish a set of equalities between morphisms. Hence,
diagrams and commutativity provide us with the ability
of doing equational reasoning in a visual form.

C. Categorical Model of Dynamic Resource Allocation

As a variant of distributed resource allocation problem,
dynamic resource allocation problem[26] allows the
number of tasks to fluctuate as needed. This allows tasks
can be added or deleted from the problem, and tasks can
add and delete resources.

In order to solve general dynamic resource alloca-
tion problems that conform to our formalized model–
Precedence Category, four rules are defined as follows.

Rule 1. Adding Task: New task have lower precedence
to their conflicting neighbors.

Example 2: Two new tasks T6 (shares resource with
T1, T5) and T7 (shares resource with T2, T3) are added
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Figure 3. Adding Tasks
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Figure 4. Adding Resource

(seeing Fig. 3) in the above example 1 . The morphisms
f16 : T1 → T6 and f56 : T5 → T6 means T6 has lower
precedence over its conflicting neighbors T1 and T5. The
same applies to task T7.

Rule 2. Deleting Task: Task that no longer need any
resources can be directly removed.

Rule 3. Adding Resource: The acyclic precedence
structure must be preserved between the conflicting tasks,
which share the new resource.

Example 3: Two resources Υi and Υj is added in Fig.
4. Υi is shared by T1 and T5, and Υj is shared by T2

and T4.
Rule 4. Deleting Resource: Resource and its morphism

in precedence category P that no longer need by any tasks
can be directly removed.

D. Categorial Model of System

Both of distributed resource allocation system and
dynamic resource allocation system consist of a number
of components. Each task Ti, containing its local data
and code, can be considered as a component. Some tasks
can be composed to become subsystem Ω = Ti a Tj a
... a Tk. Category theory provides the level of mathe-
matical abstraction to describe software architectures, the
composition category S is defined.

Definition 8. Composition Category S = (Σ,Φ).
The composition category S is composed of two col-

lections:
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• Σ is a objects collection Σ =
{T1, T2, ..., Tn,Ω1,Ω2, ...,Ωm}, each object Ti

represents a component of a task, and every object
Ωi represents a subsystem, which combined by
some components or other subsystems;

• Φ is the collection of morphisms between two
different components or subsystems. The compose
morphism (µij : Ti → Ωj), or (νij : Ωi → Ωj)
indicates that left component Ti or subsystem Ωi

is a part of the right object Ωj . For every object
Ti or Ωi in Σ there is an identity morphism idTi :
Ti → Ti or idΩi : Ωi → Ωi, which means that
the component/subsystem is not combined with other
component/subsystem.

It’s easy to proof the correctness of identify law,
composition law and associative law about composition
category.

One of the characteristics of universal constructions
(such as sum, pushout and colimit) is the ability to capture
the collective behaviors of systems of interconnected
components. For example, two task component Ti and Tj

can be integrated into combined subsystem Ti a Tj by
using sum universal operation of category theory; a task
component Ti and a subsystem Ωj can also be integrated
into combined subsystem Ti a Ωj by using sum universal
operation. Hence, we can get a entire-system after using
the sum operation for n−1 times. Different systems could
be gained through different orders of composition. Each
system will be considered as a colimit of the diagram in
the composition category S.

Definition 9. Colimit of System.
Let δ : I → graph(S) be a diagram in category S. A

colimit of δ is a commutative cocone p : δ → s, where s
is one of the composition of all components, such that, for
every other entire-system s′ and its commutative cocone
p′ : δ′ → s′, there is a unique morphism f : s → s′ such
that f ◦ p = p′ (see the Fig. 5). Every entire-system si
and its commutative cocone p : δ → si is a colimit of
δ : I → graph(S).

E. Proof of Properties

We show in this section that our categorical model
of distributed and dynamic resource allocation problem
has the properties of symmetry, safety, liveness and
concurrency.

Each task executes actions of Critical Section (CS)
in limited time after successfully requiring a set of the
resources. The condition of performing CS for task Ti,

which means that task Ti has higher precedence over all
conflicting neighbors Tj ∈ Ti.F , is defined as follows.

Rule 5. Accessing CS:

〈∀Tj : Tj ∈ Ti.F : (fij : Ti → Tj) ∈ P〉
In the morphism fij : Ti → Tj , its direction from Ti to

Tj doesn’t change until Ti complete all actions, therefore,
each task satisfy the following rule.

Rule 6. Transformation of Precedence: The task yields
its priority to all its conflicting neighbors only when it
finished their operations of CS.

Theorem 1. Symmetry: All tasks and all resources obey
precisely the same rules.

Proof. Every task obeys Rule 5 and Rule 6 for ac-
quiring resources and releasing resources; all tasks and
resources can be added or deleted by obeying Rule
1, 2, 3, 4.

Deadlock, firstly recognized and analyzed in 1968 by
E. W. Dijkstra, who termed it as deadly embrace, can
cause an indefinite circular wait among some tasks. In
resource allocation problem, Deadlock occurs when two
or more tasks in a system are blocked forever, because of
requirements that can never be satisfied. The following
lemma ensures that our categorical model is free from
deadlock.

Lemma 1. Free-Deadlock: The graph of precedence
category is always acyclic.

Proof. The initial graph of precedence category G0 is
a acyclic; Rule 6 ensures a finished task with all of its
edges are directed towards to itself, therefore, there is
no circle in graph. On the other hand, according to Rule
1, 2, 3, 4, it is easy to proof that every change (add/delete
the tasks/resources) to the graph preserves acyclicity.

Theorem 2. Safety: Conflicting neighbors never exe-
cutes the CS simultaneously.

Tj ∈ Ti.F ⇒ ¬((fij : Ti → Tj) ∈ P ∧ (fji : Tj → Ti) ∈
P)

Proof. Task Ti and task Tj share a resource, so they
are conflict neighbors. If task Ti satisfies Rule 5, therefore
task Ti enter to CS. The graph of precedence category is
always acyclic (from Lemma 1), so (fji : Tj → Ti) /∈
P, which means that task Tj doesn’t satisfy Rule 5, or,
equationally, task j can’t access to CS.

Theorem 3. Liveness: Every task requested resources
eventually acquire them and perform its actions.

Proof. A task yields its priority to all its neighbors only
when it finished its actions (from Rule 6). Consequently,
this task doesn’t access to CS once again until that all
its conflicting neighbors have finished the execution of
actions, equationally, just after the neighbors yield priority
to this task.

Theorem 4. Concurrency: The solution does not deny
the possibility of nonconflicting neighbors perform their
actions simultaneously.

Proof. A solution to a resource allocation problem
involves choosing a minimal set resources for each task
such that the minimal sets do not conflict. In this way,
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Figure 6. Concurrent Tasks

two or more nonconflicting requested-tasks can perform
their actions simultaneously.

In Fig. 6, task T2 and the task T4 will can simul-
taneously enter to CS because they are not neighbors.
After the execution, the direction of morphisms associated
with task T2 and task T2 will change. In the next state
of G1, task T1 and task T3 can be perform operations
concurrently. There is a a functor F : G0 → G1 between
the initial category G0 and the changed category G1.

IV. APPLICATION DOMAIN

The wireless sensor networks consists of spatially
distributed autonomous sensors to monitor physical area
(such as enemy intrusion, battlefield surveillance, geo-
fencing of gas/oil pipelines, etc) or environmental con-
ditions (such as temperature, sound, pressure, etc). Each
sensor, which is equipped with a Doppler radar with three
sectors, is controlled by an independent agent[1]. All of
the sensor agents must act as a team to cooperatively track
the targets.

In practice, there is no centralized body to allocate the
resources(sensors) and they have to be self organized. In
order for a target to be tracked accurately, at least three
agents must collaborate - concurrently activating overlap-
ping sectors. If there are multiple targets, an agent may be
required by more than two targets. The situation can also
be dynamic as targets move through the sensing range, or
some targets or sensors my be added or deleted over time.
The dynamic feature of the domain makes problems even
harder. The categorical models demonstrated in the above
section has been applied to the resource allocation among
sensors(agents) in distributed and dynamic environment.

Example 4: In a wireless sensor network, there are
five sensors {S1,S2,S3,S4 S5}, each sensor Si has three
sectors {A1

i ,A
2
i ,A

3
i }; and five targets {T1,T2,T3,T4,T5}.

• Resource set Υ = {S1,S2,S3,S4 S5}, each sensor
is considered as a resource;

• Task set Γ = {T1,T2,T3,T4,T5}, each target is
considered as a task;

• Action set Λ =
⋃

Si∈Υ

Action(Si), while

Action(Si) = {A1
i ,A

2
i ,A

3
i } ,each sector is

considered as a action.

id2

id5

f12

id3id1 id4

f23 f43

f53

T1 T2 T3

T5

T4

Figure 7. Precedence Category of a Wireless Sensors Network

Since a target requires three sensors to track its posi-
tion, three sectors from three of the five possible sen-
sors are activated. We define a set of corresponding
sectors for every targets: T1 $ {A1

1,A
1
2,A

1
3}, T2 $

{A1
2,A

2
3,A

1
4}, T3 $ {A3

1,A
2
3,A

1
5}, T4 $ {A2

1,A
2
2,A

1
5},

T5 $ {A3
1,A

2
4,A

3
5}, where the symbol $ means the left

task need the right three sectors. T1 and T2 are conflicting
neighbors because they share a common action A1

2, the
same as other relationships among all targets.

To illustrate the categorical model–Precedence Cate-
gory: P = (Γ,Ψ) defined in this example (seeing Fig. 7),
where

• A objects collection Γ = {T1,T2,T3,T4,T5},
• A morphisms colletction Ψ =

{f12, f23, f43, f53, id1, id2, id3, id4, id5}, while
fij : Ti → Tj mean that target Ti has priority over
its conflicting task Tj .

The above Precedence Category satisfy all the laws
(identify law, associative and transitive law) of category
and all the properties defined in Section 3.E. On the other
hand, it is easy to extend this formal model to the dynamic
sensor network with our strategy.

V. CONCLUSION

In this paper, we proposed a formalization of resource
allocation that is expressive enough to represent both dis-
tributed and dynamic aspects of the problem. In order to
ensure its correctness, some properties (such as symmetry,
safety/non-deadlock, liveness/non-starvation and concur-
rency) are formally proven. In contrast to other formal
models of resource allocation, the perceived benefits of
our categorial formalization are as follows: 1) different
relationships and interactions can be precisely described
by the morphisms of category; 2) traceability and un-
derstandability about the solution to resource allocation
can be expressed and reasoned using the diagrammatical
nature of category theory; 3) system configuration from
components can be represented as the universal construc-
tion (such as sums, colimits) of category theory. In the
future, we will continue extend our formal models to
other practical application domain, in addition to wireless
sensor networks.
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Abstract—Multi-dimension bucketization is a typical 
method to anonymize multiple sensitive attributes. However, 
the method leads to low data utility when microdata have 
more sensitive attributes. In addition, the methods do not 
generalize quasi-identifiers, which make the anonymous 
data vulnerable to suffer from linked attacks. To address 
the problems, the paper proposes a SLOMS method. The 
method vertically partitions the multiple sensitive attributes 
into several tables and bucketizes each sensitive attribute 
table to implement l-diversity. At the same time, it 
generalizes the quasi-identifiers to implement k-anonymity. 
The paper also proposes a MSB-KACA algorithm to 
anonymize microdata with multiple sensitive attributes by 
SLOMS. Experiments show that SLOMS can generate 
anonymous tables with less suppression ratio and less 
distortion compared with generalization and MSB.  
 
Index Terms—k-anonymity, l-diversity, multi-dimension 
bucketization method, SLOMS 
 

I.  INTRODUCTION 

Microdata play an increasingly important role in data 
analysis and scientific research. However, publishing and 
sharing microdata will threaten individuals’ privacy. 
Therefore, some anonymity models have been proposed 
to protect individual’s privacy for microdata publish 
recently. k-anonymity [1] is a simple and effective 
method to protect privacy in microdata, which requires 
that each tuple has at least k indistinguishable tuples with 
respect to quasi-identifier in the released data. But it 
cannot resist homogeneity attack and background 
knowledge attack, so some other enhanced anonymity 
models have been proposed, such as l-diversity [4] and t-
closeness [5].   

Several techniques have also been proposed to 
implement the above anonymity models. Generalization 
[1-3] is a typical one to implement anonymity model, 
whose idea is to replace real value of quasi-identifier with 
less specific but semantically consistent value. 
Generalization distorts original data, which is 
disadvantageous to data mining. Anatomy [6] is also a 
fine method to anonymize microdata, whose idea is to 

release all the quasi-identifier and sensitive values 
directly in two separate tables. However, releasing the 
QI-values directly may suffer from a higher breach 
probability than generalization. To overcome these 
drawbacks, Tao et al. [7] proposed ANGEL, a new 
anonymization method that is as effective as 
generalization in privacy protection, which can retain 
higher data utility. Leela et al. [8] applied Angelization to 
preserve privacy in re-publication of dynamic microdata 
after insertions or deletions. Li et al. [9] proposed slicing, 
which anonymizes microdata by partitioning microdata 
horizontally and vertically. Neha et al. [10] concluded 
that slicing preserves data utility better than 
generalization, in addition, it also prevents membership 
disclosure. 

All of above works focus on microdata with single 
sensitive attribute. These methods will lead to much low 
data utility when they are directly used for microdata with 
multiple sensitive attributes. At present, there is only a 
few work concentrated on microdata with multiple 
sensitive attributes. Yang et al. [11] proposed a Multiple 
Sensitive Bucketization(MSB) approach. But the MSB 
method is only suitable to deal with microdata with less 
sensitive attributes, e.g, 2 to 3 sensitive attributes. For 
microadata with more sensitive attributes, MSB would 
result in high suppression ratios. For example, table I is 
an original dataset. We assume that {Gender, ZipCode, 
Age} are quasi-identifier attributes and {Occupation, 
Salary, Physician, Disease} are sensitive attributes. We 
can achieve a 3-diversity table by MSB, seeing table II. 
The anonymity table only has one group with tuples {t5, 
t6, t7} presented in table II, the rest tuples are all 
suppressed. The suppression ratio is 6/9, which greatly 
degrades the quality of data publishing. 
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TABLE I.   
ORIGINAL DATA WITH MULTIPLE SENSITIVE ATTRIBUTES 

Tu
ple 

Gend
er 

ZipC
ode 

Age Occup
ation 

Salary Phys
ician

Disease

t1 M 31200 23 clerk 4000+ John Gastriti
s 

t2 F 32100 27 clerk 6000+ Bob Asthma
t3 M 31204 24 cook 4000+ Bob Flu 
t4 M 42000 31 teacher 8000+ John Flu 
t5 F 32100 29 teacher 6000+ Lucy Cancer
t6 M 42005 35 cook 10000+ John Flu 
t7 M 42004 31 police 4000+ Tom Asthma
t8 F 32004 30 clerk 8000+ Tom Cancer
t9 F 31205 26 teacher 10000+ Tom Asthma

TABLE II. 
ANONYMIZED DATA USING MSB 

Tuple Occupation Salary Physicion Diease 
t5 teacher 6000+ Lucy Cancer 
t6 cook 10000+ John flu 
t7 police 4000+ Tom asthma 
In this paper, we propose a method, called SLOMS 

(SLcing [9] On Multiple Sensitive). The main idea of 
SLOMS is to vertically partition attributes into several 
sensitive attribute tables and one quasi-identifier table. 
Tuples in each table are partitioned into some 
equivalence classes. The quasi-identifier values of each 
equivalence class are generalized to the same value under 
k-anonymity principle. Meanwhile, the sensitive values of 
each sensitive table are sliced and bucketized to obey the 
l-diversity requirement. 

II.  SLOMS 

In this section, we first give an example to illustrate 
SLOMS, and then introduce some basic notations and 
definitions in Section A. Section B formalizes SLOMS, 
and compares it with MSB and generalization, section C 
discusses how to partition sensitive attributes, and 
Section D discusses privacy threats that SLOMS can 
resist. 

For example, table I contains 3 quasi-identifier 
attributes and 4 sensitive attributes. We can vertically 
partition table I into three tables. The first one is a 3-
diversity table with 2 sensitive attributes, seeing in table 
III. The second one is a 3-diversity table with another 2 
sensitive attributes, seeing in table IV. The last one is a 
generalized table with 3 quasi-identifier attributes. We 
cluster quasi-identifier attributes into three batches. Each 
one has three tuples, seeing in table V. We then 
generalize the quasi-identifier attributes to make the 
quasi-identifier attribute table conform to 3-anonymity 
and insert 2 columns of sensitive values’ group ID, seeing 
in table VI. SLOMS publishes the microdata of table III, 
table IV and table VI.  

Observe that each tuple is anonymized into three parts: 
values of {Gender, ZipCode, Age} belong to table VI, 
values of {Occupation, Salary} belong to table III and 
values of {Physician, Disease} belong to table IV. The 
{O-S, P-D} columns in table VI connect the quasi-
identifier attributes and sensitive attributes for the data 
utility. Since all tuples are published in SLOMS method, 

the suppression ratio is 0, which preserves higher data 
quality than MSB. 

TABLE III. 
O-S (OCCUPATION AND SALARY) SENSITIVE ATTRIBUTES 

Tuple Group Occupation Salary 
t1 
t5 
t6 

 
1 

clerk 
teacher 
cook 

4000+ 
6000+ 
10000+ 

t8 
t3 
t9 

 
2 

clerk 
cook 

teacher 

8000+ 
4000+ 
10000+ 

t4 
t7 
t2 

 
3 

teacher 
police 
clerk 

8000+ 
4000+ 
6000+ 

TABLE IV. 
P-D (PHYSICIAN AND DISEASE) SENSITIVE ATTRIBUTES  

Tuple Group Physician Disease 
t1 
t3 
t7 

 
1 

John 
Bob 
Tom 

Gastritis 
Flu 

Asthma 
t2 
t4 
t8 

 
2 

Bob 
John 
Tom 

Asthma 
Flu 

Cancer 
t5 
t6 
t9 

 
3 

Lucy 
John 
Tom 

Cancer 
Flu 

Asthma 

TABLE V. 
QUASI-IDENTIFIER ATTRIBUTES 

Tuple Gender ZipCode Age 
t1 
t3 
t9 

M 
M 
F 

31200 
31204 
31205 

23 
24 
26 

t2 
t5 
t8 

F 
F 
F 

32100 
32100 
32004 

27 
29 
30 

t4 
t6 
t7 

M 
M 
M 

42000 
42005 
42004 

31 
35 
31 

TABLE VI. 
GENERALIZED QUASI-IDENTIFIER ATTRIBUTES  

Tuple Gender ZipCode Age O-S P-D
t1 
t3 
t9 

* 
* 
* 

3120* 
3120* 
3120* 

[23,26] 
[23,26] 
[23,26] 

1 
2 
2 

1 
1 
3 

t2 
t5 
t8 

F 
F 
F 

32*** 
32*** 
32*** 

[27,30] 
[27,30] 
[27,30] 

3 
1 
2 

2 
3 
2 

t4 
t6 
t7 

M 
M 
M 

4200* 
4200* 
4200* 

[31,35] 
[31,35] 
[31,35] 

3 
1 
3 

2 
3 
1 

A.  Notations And Definitions 
Let T be a dataset with attributes 

1 2 1 2{ , , , , , , , }z da a a s s s , where 1 2( , , ..., )za a a  are 

quasi-identifier attributes, 1 2( , , ..., )ds s s  are sensitive 
attributes, d is the number of sensitive attributes. For 
simplicity, we use QI to denote quasi-identifier, and S to 
denote sensitive attributes. We assume that T has n tuples, 
and t[X] is the value of tuple t on attribute X.  

Definition 1 (Partition [6]). G1,G2,…… ,Gc  are a 
partition of T, if and only if for , (1 )i j i j c∀ ≤ ≠ ≤ , 
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satisfy
1

c

ii
G T

=
=∪  and i jG G∩ = ∅ , where Gi is a set 

of tuples in T. 
Definition 2 (Single sensitive attribute l-diversity). Let 

T be a single sensitive attribute table, G1,G2,…,Gc  be a 
partition of T, vi be the value of a sensitive 
attribute( i d≤ ), c(vi) be the number of sensitive values vi 

in a group Gj, |Gj| be the number of tuples in Gj. if for 

i jv G∀ ∈ , 
( ) 1

| |
i

j

c v

G l
≤ , then Gj satisfies single sensitive 

attribute l-diversity. If G1,G2,……,Gc all satisfy single 
sensitive attribute l-diversity, the table T satisfies single 
sensitive attribute l-diversity. 

Definition 3 (Multiple sensitive attributes l-diversity). 
Given a multiple sensitive attributes table T, if all of 
sensitive attributes in T satisfy single sensitive attribute l-
diversity, then T satisfies multiple sensitive attributes l-
diversity. 

B.  Formalization Of SLOMS And Comparison 
SLOMS splits T into one quasi-identifier table (QIT) 

and m sensitive attribute tables ({ST1, ST2, … ,STm} 
(1 )m d≤ ≤ ). The QIT table contains generalization of all 
quasi-identifier attributes and m columns group ID of 
each sensitive attribute. The STi (1 )i m≤ ≤  tables contain 
sensitive values and their group ID. If one sensitive value 
is suppressed, it is replaced by “NA”. 

Definition 4 (SLOMS). Given a multiple sensitive 
attributes table T, a SLOMS of T is given by one QIT and 
m STi (1 )m d≤ ≤ . 

For example, firstly, SLOMS splits sensitive attributes 
of table I into two parts, i.e. {Occupation, Salary} and 
{Physician, Disease}. Secondly, SLOMS partitions 
sensitive values into groups to implement 3-diversity, i.e. 
O-S (Occupation and Salary) sensitive attributes table, 
seeing table III and P-D (Physician and Disease) 
sensitive attributes table, seeing table IV. Thirdly, 
SLOMS groups quasi-identifier part into clusters with no 
less than k tuples, seeing table V, and generalizes each 
clusters and inserts 2 columns of sensitive values’ group 
ID, seeing in table VI. Finally, table III, table IV and 
table VI are published as result. 

Now, let us compare SLOMS with MSB. First, 
SLOMS vertically partitions sensitive attributes in order 
to decrease suppression ration as we describe in our 
examples. Second, by releasing the quasi-identifier values 
directly, MSB may suffer a higher breach probability than 
SLOMS. Nevertheless, such probability is always 
bounded by 1/l, as long as the background knowledge of 
an adversary is not stronger than the level allowed by the 
l-diversity model. However, SLOMS generalizes quasi-
identifier values gain another breach probability x which 
is the probability an adversary can sure someone is to be 
involved in the microdata. The value of x is always less 
than or equal to 1. The overall breach probability of 

SLOMS is 
1 1
  x

l l
× ≤ . Our goal is to sacrifice a little 

information loss on quasi-identifier attributes for higher 
privacy guarantee. 

If m is 1 and k is 1, SLOMS is actually gracefully 
degraded into MSB, just one sensitive attribute table 
needed. We can say that SLOMS is a superset of MSB. 
When d is small, there is no denying that MSB has good 
publishing data with better data utility. We put emphasis 
on dataset which have a large number of sensitive 
attributes.  

To compare SLOMS with generalization, we first 
formalize generalization obeying the same anonymization 
principle which is l-diversity. 

Definition 5 (l-diversity generalization). Let 
G1,G2,……,Gm be partitions of T, we say that T is a l-
diversity generalization if for all i = 1…m, the quasi-
identifier attributes in Gi are generalized into the same 
value with the sensitive attributes satisfying Multiple 
sensitive attributes l-diversity.  

If T is generalized to satisfy multiple sensitive 
attributes l-diversity, some tuples need to be suppressed 
for satisfying l-diversity. For example, table I obeying the 
3-diversity generalization, there are only three tuples 
reserved, namely t5, t6, t7, others are all suppressed. The 
values of quasi-identifier attributes {t5, t6, t7} are all 
generalized into {*, *****, 29-35}. Suppression ratio and 
information loss will increase greatly when we 
anonymize multiple sensitive attributes dataset using 
generalization. Intuitively, generalization is not suitable 
for multiple sensitive attributes dataset. We would like to 
emphasize that our goal is not to deny 
generalization.There is no doubt that generalization is an 
important technique in single sensitive attributes dataset 
and it has been received much attention in lots of 
literatures. Instead, our intention is to combine 
generalization with Slicing to maximize data utility of 
anonymous data for handling multiple sensitive attributes 
dataset. 

C.  Sensitive Attributes Partition 
Firstly, SLOMS should partition sensitive attributes 

into m parts. SLOMS partitions sensitive attributes 
according to the principle that highly correlated sensitive 
attributes are in the same table, because grouping highly 
correlated sensitive attributes preserves the correlations 
among those sensitive attributes. Therefore, we first 
compute the correlations between pairs of sensitive 
attributes and then cluster attributes based on their 
correlations. 

Two widely used measures of correlations are Pearson 
correlation coefficient [13] and mean-square contingency 
coefficient [13]. We adopt the mean-square contingency 
coefficient because most of our sensitive attributes are 
categorical and the mean-square contingency coefficient 
is a chi-square measure of correlation between two 
categorical attributes. Given two attributes s1 and s2 with 
domains {v11, v12, …, v1p} and { v21, v22, …, v2q }, 
respectively. p and q are their domain size, respectively. 
The mean-square contingency coefficient between s1 and 
s2 is defined as (1). 
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2
2

1 2
1 1min

( )1
( , )

{ , } 1

p q
ij i j

i j i j

f f f
s s

p q f f
⋅ ⋅

= = ⋅ ⋅

−
=

−
∑∑φ          (1) 

Here, if ⋅
and jf

⋅
are the fraction of occurrences of v1i 

and v2j in the data, respectively. ijf is the fraction of 
cooccurrences of v1i and v2j in the data. Therefore, 

if ⋅
and jf

⋅
are the marginal totals of ijf , i.e., 

1

q

i ijj
f f
⋅ =
= ∑ and 

1

p

j iji
f f
⋅ =
= ∑ . Obviously, 

2

1 2 1( , )s s≤ ≤0 φ .  
If there are some continuous sensitive attributes, we 

regard them as categorical attributes after being 
discretized.  

After computing the correlations for each pair of 
sensitive attributes, we use clustering to partition 
sensitive attributes into tables. Each sensitive attributes in 
our algorithm is a point in the clustering space. The 
distance between two attributes in the clustering space is 
defined as 2

1 2 1 2( , ) 1 ( , )d s s s s= −φ , which is in interval 
[0-1] . For two sensitive attributes, the smaller distance 
between the corresponding data points, the stronger 
correlation they are.  

We use the well-known k-medoid algorithm PAM 
(Partition Around Medoids) for clustering [14]. PAM 
begins with k randomly data points as the initial medoids. 
In each subsequent step, PAM chooses one medoid point 
and one nonmedoid point and swaps them as long as the 
cost of clustering decreases. Here, the clustering cost is 
measured as the sum of the cost of each cluster, which is 
in turn measured by the sum of the distance from each 
data point in the cluster to the medoid point of the cluster. 
Its time complexity is O(k(m-k)2) which is a high-
computational complexity for large data sets. However, 
the data points in our clustering space are sensitive 
attributes, whose number is small. 

D.  Privacy Preservation 
There are three types of privacy disclosure threats of 

microdata publishing. The first one is membership 
disclosure, which occurs when adversaries can infer 
whether one’s record is included in the dataset from 
publishing microdata. The second one is identity 
disclosure, which occurs when an individual is linked to 
some records in multiple released datasets. This type of 
threat was illustrated in [2], where adversaries can join a 
public voter registration list and the de-identified patient 
data of Massachusetts’s state employees to determine the 
medical history of the state’s governor. The third one is 
attribute disclosure, which occurs when new information 
about some individuals is revealed, i.e., the released data 
make it possible to infer the attributes value of an 
individual. 

We consider that SLOMS can resist all these privacy 
disclosure threats. k-anonymity is an excellent model to 
protect membership disclosure and identity disclosure. 
We generalize the quasi-identifier attributes to conform 
the requirement of k-anonymity. For the attribute 

disclosure, l-diversity is used to prevent sensitive 
attributes from disclosure. We partition sensitive 
attributes to buckets, obeying the requirement of l-
diversity. 

III.  EVALUATION OF ANONYMOUS DATA 

There are two aspects of information loss, the first one 
occurs in generalization, the second one occurs in 
anatomy. 

A.  Measurement For Generalization 
We adapt the distortion [12] to measure the quality of 

generalization. We make some definitions to explain it. 
Definition 6 (Weighted Hierarchical Distance). Let h 

be the height of a domain hierarchy, and let levels 1, 2, …, 
h-1, h be the domain levels from the most general to most 
specific, respectively. When a cell is generalized from 
level p to level q, where p > q, the weighted hierarchical 
distance of this generalization is defined as (2). 

, 11

, 12

( , )

p

j jj q

h

j jj

w
WHD p q

w

−= +

−=

=
∑
∑

           (2) 

where , 1 1 / ( 1)j jw j
−
= − (2 ≤ j ≤ h).  

Take ZipCode as an example. Let ZipCode hierarchy 
be {11323, 1132*, 113**, 11***, 1****, *****}, WHD 
from 1132* to 11*** is WHD(5, 3) = (1/4+1/3)/(1/5+1/4+ 
1/3+1/2 +1) = 0.255. 

Definition 7 (Distortion of generalization of tuples). 
Let t = {v1, v2, …, vz} be a tuple with z quasi-identifier 
values and t’ = {v’1, v’2, …, v’z} be a generalized tuple 
of t. Let level(vj) be the domain level of of vj in an 
attribute hierarchy. The distortion of this generalization is 
defined as (3). 

1

( , ') ( ( ), ( ' ))j j

z

j

Distortion t t WHD level v level v
=

= ∑       (3) 

Definition 8 (Distortion of generalization of tables). 
Let quasi-identifier table Tq be generalized to T’q and t’i 
be generalization tuple of ti, the distortion of T’q is 
defined as (4). 

1

( , ' ) ( , ' )i i

n

i
q qDistortion T T Distortion t t

=

= ∑           (4) 

Definition 9 (Closet common generalization). All 
allowable values of an attribute form a hierarchical value 
tree. Each value is represented as a node in the tree, and a 
node has a number of child nodes corresponding to its 
more specific values. t12 is the closest common 
generalization of t1 and t2, and its value is defined as (5). 

1 1 2

12

1 2

,                            ( )

      , ( )

i i i

i

i i

v if v v
v

the value of the closet common ancestor if v v

=
=

≠

⎧
⎨
⎩

   (5) 

where, vi
1, vi

2, and vi
12 are the values of the i-th 

attribute in tuples t1, t2 and t12. 
Definition 10 (Distance between two tuples). Let t12 be 

the closest common generalization of t1 and t2. The 
distance between t1 and t2 is defined as (6). 

1 2 1 12 2 12( , ) ( , ) ( , )dist t t Distortion t t Distortion t t= +   (6) 
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Definition 11 (Distance between two equivalence 
partitions). Let g1 and g2 be two equivalence classes of 
quasi-identifier attributes table. They have n1 identical 
tuples t1 and n2 identical tuples t2, respectively. The 
distance between g1 and g2 is defined as (7). 

1 2 1 1 12 2 2 12( , ) ( , ) ( , )dist g g n dist t t n dist t t= × + ×         (7) 
The distance is equivalent to the distortions of the 

generalization and therefore the choice of merger should 
be those equivalence classes with the smallest distances. 

B.  Measurement For Anatomy 
Now, let us discuss the metrics of sensitive attributes. 
Definition 12 (Additional information loss [11]). Let 

Gi be a group in a l-diversity table, b be the number of 
groups in the l-diversity table, then Additional 
information loss of one sensitive attribute in group Gi can 

be defined as 
1

| |b i
i

G l

b l=

−

×
∑ . The Additional information 

loss of whole table is defined as (8). 

AddInfoLoss=
1 1

| |1 jm b i
j i

G l

b lm = =

−

×
∑ ∑          (8) 

where m is the number of sensitive attributes. 
Ideally, every tuple in original table should be assigned 

to one group in anonymity table, however, for the 
restriction of l-diversity, some tuples cannot belong to 
any group. These tuples should be suppressed. 

Definition 13 (Suppression ratio). Let ns be the number 
of suppressed tuples, then the suppression ratio is defined 
as (9). 

          SuppRatio= sn

n
                           (9) 

Intuitively, the smaller SuppRatio, the higher the 
quality of anonymized data. Obviously, when the 
Suppression ratio is 0, the quality of anonymized data is 
optimal, for example table III and table IV. We consider a 
tuple as a suppressed tuple when it has at least one 
suppressed value. We use “NA” to replace its group ID. 
For instance, we have a tuple  {M,4200*,[31,35],1,NA}. 
The first three values stand for generalized quasi-
identifier values, the fourth value stands for a group ID, 
and the fifth value stands for a suppressed sensitive value. 

IV.  SLOMS ALGORITHM 

In this section, we present an efficient MSB-KACA 
algorithm to achieve SLOMS. Given a dataset T and three 
parameter m, l and k, the algorithm computes the result 
table that consists of one generalized table satisfying the 
requirement of k-anonymity and m tables satisfying the 
requirement of multiple sensitive attributes l-diversity. 

A.  The MSB-KACA Algorithm 
The MSB-KACA algorithm provides an 

implementation pattern for SLOMS. First, the algorithm 
vertically partitions dataset T into a quasi-identifier table 
and m sensitive attribute tables accordingly. Second, we 
use MSB method to implement l-diversity for each 
sensitive table and KACA algorithm [12] to implement k-
anonymity for quasi-identifier table. Finally, link 

generalized table and STi according to tuple ID to form 
QIT. After these steps, QIT and {ST1，ST2……STm} are 
achieved.  

The algorithm vertically partitions the sensitive 
attributes into m parts according to the correlation of 
sensitive attributes, seeing section 2.3. For convenience, 
we create a sensitive attributes classification data 
structure Y to record how the sensitive attributes are 
partitioned. For example, Y{1, 1, 2, 2} means the first 
two sensitive attributes belong to ST1, and the others 
belong to ST2. 

The basic idea of MSB method is: (1) assign each tuple 
to a bucket according to each sensitive attribute values of 
the tuple, each bucket has the same values on all sensitive 
attributes, and assign a priority to each bucket according 
to some policies; (2) randomly choose a tuple in the 
highest priority bucket; (3) shield all buckets which have 
the same value with the selected tuple in any dimension ; 
(4) repeat (2)(3) until a l-diversity group is built.  

There are three liner-complexity greedy algorithms to 
implement MSB[11], namely, the maximal-bucket first 
algorithm (MBF), the maximal single-dimension-capacity 
first algorithm (MSDCF), and the maximal multiple 
dimension-capacity first algorithm (MMDCF). The 
differences of these three algorithms are the policies of 
calculating bucket priority. In MBF, the maximal bucket 
is chosen as the criterion while MSDCF choose maximal 
single-dimension capacity and MMDCF choose maximal 
multi-dimension capacity.  

The selection priority of the maximal bucket is defined 
as (10). 

1 2 1 2

0 0 0 0 0 0( , , , ) ( , , , )d dSeclection buk s s s size buk s s s< > = < >   (10) 

where 1 2

0 0 0( , , , )dsize buk s s s< >  is the number of 

tuples in bucket 1 2

0 0 0, , , dbuk s s s< > . 
The selection priority of the maximal single-dimension 

capacity is defined as (11). 
1 2

0 0 0 1 0( , , , ) ( )d j

j dSeclection buk s s s Max Capa s
≤ ≤

< > =  
1 2

0 0 0( , , , )dsize buk s s s+ < >                (11) 

where 1 0( )j

j dMax Capa s
≤ ≤

is the maximal number of 
tuples in each dimension bucket, 

1 2

0 0 0( , , , )dsize buk s s s< >  is the size of the bucket 
1 2

0 0 0, , , dbuk s s s< > . 
The selection priority of the maximal multi-dimension 

capacity is defined as (12). 
1 2

0 0 0 0
1

( , , , ) ( )d j

j d

Seclection buk s s s Capa s
≤ ≤

< > = ∑      

1 2

0 0 0( , , , )dsize buk s s s+ < >              (12) 

where 0
1

( )j

j d

Capa s
≤ ≤

∑ is the maximal sum of the number 

of tuples in each dimension bucket, 
1 2

0 0 0( , , , )dsize buk s s s< >  is the size of the bucket 
1 2

0 0 0, , , dbuk s s s< > . 
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For example, Occupation and Salary are chosen as 
sensitive attributes in table I. In the first place, we make a 
2-dimension bucket of {Occupation and Salary}, 
illustrated in figure 1. In MMDCF the maximal selection 
of bucket<clerk, 4000+> is 7 according to formula (12) 
(there are 3 tuples in 4000+ dimension, 3 tuples in clerk 
dimension and 1 tuple in buk<clerk, 4000+>, totally is 7), 
which is the highest priority, then we shield dimension 
<clerk> and <4000+>. Repeat the procedure, we can get 
bucket<teacher, 6000+> whose selection is 6 and 
bucket<cook, 10000+> whose selection is 5. Therefore, 
{t1, t5, t6} are chosen as a partition conforming to 3-
diversity. 

 
 Teacher Cook Clerk Police 

4000+  {t3} {t1} {t7} 
6000+ {t5}  {t2}  
8000+ {t4}  {t8}  
10000+ {t9} {t6}   

 
Figure 1.  2-dimension bucket of {Occupation and Salary} 

The detail of MSB-KACA algorithm is shown in 
algorithm 1. 

 
Algorithm 1: MSB-KACA Algorithm 
Input:  
Original dataset T{a1,a2,……,az,s1,s2……,sd}, parameter l and k,  
sensitive attributes classification table Y{y1,y2,……yd} 
Output: 
QIT and {ST1，ST2……STm} 
Procedure: 
1. begin 
2.    split dataset T into a quasi-identifier tables and m sensitive 

attribute tables according to sensitive attributes classification table Y; 
3.    assign each tuple an ID sequentially from 1 to n for every table;  
4.    for i=1 to m do 
5.        create STi which satisfies l-diversity using MSB technology; 
6.    end for 
7.    form initial equivalence classes from the quasi-identifier table; 
8.    while there exists an equivalence class of size < k do 
9.         randomly choose an equivalence class C of size < k; 
10.        evaluate the pairwise distance between C and all other 

equivalence classes; 
11.        find the equivalence class C’ with the smallest distance to C; 
12.        generalize the equivalence classes C and C’; 
13:   end while 
14.   link generalized table and STi according to tuple ID to form QIT;
15.end 

 
Now we consider the time complexity of MSB-KACA 

algorithm. The time of partitioning dataset into m+1 
tables just need liner time complexity, which is O(n). In 
bucketization step, which is to partition sensitive 
attributes tables into buckets, MMDCF is a liner-
complexity greedy algorithm with O(n) time complexity. 
In generalization step, which is to generalize quasi-
identifier attributes into equivalence classes, the KACA 
algorithm runtime is O(nlogn+|E|2) [12]. Therefore, the 
total time complexity of MSB-KACA algorithm is O(n) + 
O(n) + O(nlogn+|E|2) ≈O(nlogn+|E|2). 

V.  EXPERIMENTS 

A.  Experimental Environment And Data 
This section experimentally evaluates the effectiveness 

of our approach using the Adult Database from the UCI 
Machine Learning Repository which we can download at 

http://kdd.ics.uci.edu/databases/census-income/. We 
randomly choose 10000 records. The description of 
Census-Income data is shown in table VII. The 
experiments are conducted on a PC with CPU 3.0 GHZ 
and RAM 2GB. All the algorithms are implemented in 
Java on Windows XP with JDK version 1.6.0_23. 

TABLE VII. 
DESCRIPTION OF CENSUS-INCOME DATA  

Number Attribute name Attribute 
type 

Distinct 
values  

Height

1 Age Numeric 91 5 
2 Sex Categorical 2 2 
3 Race Categorical 5 3 
4 Marital state Categorical 7 3 
5 Employment state Categorical 8 3 
6 Occupation Sensitive 50 / 
7 Industry Sensitive 52 / 
8 Workclass Sensitive 10 / 
9 Education Sensitive 17 / 
10 Major Occupation 

code 
Sensitive 24 / 

11 Major industry 
code 

Sensitive 15 / 

Our experiments mainly use following 4 criteria to 
evaluate MSB-KACA algorithm: (1) diversity parameter l 
(3~9); (2) sensitive attributes number d (3~6); (3) dataset 
size n (2000~10000); (4) quasi-identifier size |QI| (2~5). 
The combination of sensitive attributes is described in 
table VIII. Taking d=5 as an example, we treat attribute 
numbers {6, 7, 8, 9, 10} as the sensitive attributes when 
implementing MBF, MSDCF, MMDCF. In the meantime, 
we treat attribute numbers {6, 7, 8} as the first sensitive 
table and attribute numbers {9, 10} as the second 
sensitive table when implementing MSB-KACA. 

TABLE VIII. 
MULTIPLE SENSITIVE ATTRIBUTES  

d MBF,MSDCF,MMDCF MSB-KACA 
d=3 {6,7,8} {{6,7},{8}} 
d=4 {6,7,8,9} {{6,7}，{8,9}} 
d=5 {6,7,8,9,10} {{6,7,8}，{9,10}} 
d=6 {6,7,8,9,10,11} {{6,7,8}，{9,10,11}} 

B.  Analysis Of Suppression Ratio 
Figure 2(a), 2(b), 2(c) and 2(d) plot the variation of 

suppression ratio using MSB-KACA,MBF,MSDCF and 
MMDCF on different l when n is 10000 and d is 3-6. 
Apparently, MSB-KACA produces significantly lower 
suppression ratio than other three algorithms in all cases. 
This is expected, since SLOMS reduces the dimensions 
of buckets, which makes it easy to form l-diversity group. 
We can also observe that the suppression ratio grows 
rapidly with the increasing of parameter l. Because when 
l is increasing, the demands of diversity in buckets are 
also growing. It is harder to partition sensitive values, the 
higher suppression ratio generated. 
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(a) Suppression ratio for various parameter l (d=3,n=10000) 
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(b) Suppression ratio for various parameter l (d=4,n=10000) 
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(c) Suppression ratio for various parameter l (d=5,n=10000) 
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(d) Suppression ratio for various parameter l (d=6,n=10000) 

Figure 2.  Comparison of Suppression ratio for the four algorithms. 

C.  Analysis Of Additional Information Loss 
Figure 3(a) illustrates the variation of additional 

information loss using MSB-KACA,MBF,MSDCF and 
MMDCF on different l when n is 10000 and d is 4,which 
is calculated by formula(8). Figure 3(b) illustrates the 
variation of additional information loss on different n 

when l is 6 and d is 4. We can conclude that all the four 
algorithms produce low additional information loss. 
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(a) parameter l (d=4,n=10000)     
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Figure 3.  Comparison of Additional information loss for the four 
algorithms. 

D.  Analysis Of Distortion 
Figure 4(a) shows the changes of distortion using 

MSB-KACA and generalization on different |QI| when l 
is 6, k is 6 and n is 10000, which is calculated by 
formula(4). Figure 4(b) shows the changes of distortion 
on different n when l is 6, k is 6, and |QI| is 5. We can 
conclude that MSB-KACA has low distortion since it 
does not need to take sensitive attributes diversity into 
account. 
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Figure 4.  Comparison of distortion for the two algorithms. 

D.  Analysis Of Execution Time 
Figure 5(a) shows the cost of computing the 

publishable table by MSB-KACA,MBF,MSDCF and 
MMDCF on different n when d is 4 and l is 6. It is 
obvious that the cost increases as n increases. Since the 
more tuples need to be anonymized,the longer time 
consumed to finish the anonymization procedure. Figure 
5(b) investigates the influence of d on execution time 
when l is 6 and n is 10000. Figure 5(c) investigates the 
influence of l on execution time when d is 4 and n is 
10000. Apparently, MSB-KACA costs over twice time 
than other three algorithms. To explain this, recall that 
MSB-KACA combines anatomy and generalization 
techniques. Generalization costs more time than anatomy. 
That is why MSB-KACA takes more time.  

We can see that the advantage of our method in quality 
of anonymous data does not come for free. However, in 
all test cases our algorithm can finish in less than 1 
minute, which is acceptable for data anonymization.  
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Figure 5.  Comparison of Execution time for the four algorithm. 

VI.  CONCLUSION AND RUTURE WORK 

The paper proposes an SLOMS method to anonymize 
multiple sensitive attributes microdata and analyses the 
privacy attacks that SLOMS can address. The paper also 
proposes an MSB-KACA algorithm based on SLOMS 
method. Experimental results show that the anonymized 
data by SLOMS have low additional information loss and 
suppression ratio compared with MSB.  

Privacy preservation on multiple sensitive attributes 
microdata is a challenging work. There are many 
interesting topics in this area. For example, personalized 
privacy preservation [15] is an interesting work. In 
addition, research on efficient algorithms based on 
generalization and anatomy is also a significant work in 
the future. 
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Abstract— Automated test generation for object-oriented
programs is an essential and yet a difficult task. Many
automated test generation approaches produce test cases
entirely from the program under test, without considering
useful information from already created test cases. This
paper presents an approach to regenerate test cases via
exploiting frequently-used method call sequences from test
repository. Particularly, for an object-oriented program
under test, a sequential pattern mining strategy is employed
to obtain frequent subsequences of method invocations as
sequential patterns from corresponding test repository, and
then a GA-based test case regeneration strategy is used
to produce new test cases on the basis of the sequential
patterns. A prototype called SPM-RGN is developed and
is applied to generate test cases for actual Java programs.
Empirical results show that SPM-RGN can achieve 47.5%,
11.2% and 4.5% higher branch coverage than three existing
automated test generators. Besides, SPM-RGN produces
85.1%, 28.1% and 27.4% shorter test cases than those test
generators. Therefore, the test cases generated by SPM-RGN
are more effective and easier to understand.

Index Terms— test case regeneration, object-oriented soft-
ware, sequential pattern, Genetic Algorithms, test repository

I. INTRODUCTION

Software testing is nowadays a dominant way to assure
the quality of software products, but finding suitable sets
of test cases is a challenging task [1]. During the past
decades, the researches on automated test generation have
received an enormous amount of attention due to its
benefit in quality improvement and cost saving [2]–[6].

However, many existing approaches generate test cas-
es for the programs under test, implicitly assuming no
previous test cases are available. If this assumption does
not hold, these approaches will miss the opportunity of
getting useful information from already created test cases,
especially relevant manual test cases. A recent study intro-
duces a test data regeneration strategy to generate new test
data from existing test data for procedural programs [7].
Their test results indicate that the knowledge of existing
test data can help to improve the quality of new generated
test data.

Moreover, most programs developed currently are
object-oriented (OO). As regards OO programs, each
test case consists of a method call sequence instead of

∗ Corresponding author.

primitive values which form test inputs for procedural pro-
grams. Hence, automated test generation for OO programs
is much more complex than for procedural programs [8].

Sequential pattern mining is a widely used data mining
technique to discover subsequences that appears no less
than a specified frequency in a sequence database [9]. For
OO programs, each test case is composed of a method call
sequence (i.e. a sequence of method invocations), thus a
test repository for an OO program can be considered as
a database with numerous method call sequences. Then,
sequential pattern mining can be used to find frequently-
used subsequences of method invocations for regenerating
new test cases.

In this paper, we propose an approach to regenerate test
cases for OO programs by integrating sequential pattern
mining with meta-heuristic test generation. Rather than
generating test cases entirely from the programs under
test, our approach employs sequential pattern mining to
exploit frequently-used subsequences of method invoca-
tions as sequential patterns from test repository, and uses
these sequential patterns in meta-heuristic test generation
to regenerate new test cases. More specifically, providing
that a test repository is available, BI-Directional Exten-
sion (BIDE) strategy [10], an efficient sequential pattern
mining strategy, is adapted to find sequential patterns from
the test repository at first. Then, the sequential patterns
are used in GA-based test generation in order to produce
new test cases for covering test targets in OO programs.

We develop a prototype, called SPM-RGN (Sequential
Pattern Mining based test case ReGeNerator), to im-
plement the approach. This prototype can successfully
regenerate new test cases from existing test cases for Java
programs. What’s more, if the test repository is created
manually, the resulting test cases produced by SPM-RGN
are easier to understand than those generated thoroughly
from the program under test.

The main contributions of this work are as follows:
• A test case regeneration approach based on sequen-

tial pattern mining is proposed to produce test cases
from existing test repositories for OO programs. This
approach combines 1) a sequential pattern mining
strategy to obtain frequent subsequences of method
invocations as sequential patterns from available test
repositories, and 2) a GA-based test case regener-
ation strategy to produce new test cases for OO
programs on the basis of the sequential patterns.
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• Empirical evaluations are conducted by comparing
SPM-RGN with two popular test generators, Ran-
doop and EvoSuite, as well as our early developed
RND-RGN on 4 open source Java projects (with
totally more than 40K LOC), in which Randoop
is a feedback-directed random test generator [11],
EvoSuite is a GA-based test generator with random
initial population [12] and RND-RGN is a GA-based
test case regenerator with randomly taking existing
test cases as initial population. The empirical results
show that our SPM-RGN is effective in achieving
high branch coverage and producing short test cases
for all these projects. More specifically, SPM-RGN
can achieve up to 47.5%, 11.2% and 4.5% higher
branch coverage than Randoop, EvoSuite and RND-
RGN, respectively. Besides, the average length of
test cases generated by SPM-RGN is 85.1%, 28.1%
and 27.4% shorter than by Randoop, EvoSuite and
RND-RGN, respectively. Hence, it can be concluded
that the test cases generated by SPM-RGN are more
effective and easier to understand.

The rest of this paper is organized as follows. Section
II provides the background underlying our work. Section
III elaborates our test case regeneration approach based
on sequential pattern mining. Empirical evaluations are
described in Section IV. Section V reviews related work.
Finally, Section VI concludes the paper and lists future
research directions.

II. BACKGROUND

This section describes the automated test generation for
OO programs and the sequential pattern mining technique,
which our approach is based upon.

A. Automated test generation for OO programs

Automated test generation for OO programs has been
a sustained topic of interest over the last decade because
it is helpful to improve the quality and to reduce the cost
in the testing phase [8]. It aims at automatically creating
a suite of test cases that can achieve a specified coverage
criterion, such as branch coverage for the program under
test, each test case consisting of a method call sequence
that covers a target branch. In structural testing of OO
programs, test cases are often produced randomly [11],
[13], [14] or heuristically [12], [15], [16].

Random test generation is simple and scales well [13].
However, for OO programs, random test generators such
as Randoop [11] usually produce long and complex test
cases [14]. Besides, random test generators are hard to
produce particular test cases that can cover the code
fragments guarded by nested branch conditions [14].

Meta-heuristic test generation is believed as a promis-
ing approach to generate high quality test cases [15], [16].
It formulates the task of automated test generation as a
search problem and solves it via meta-heuristic search
techniques. As a subcategory, Evolutionary Testing (ET)
has attracted much attention, which applies evolutionary

algorithms such as Genetic Algorithms (GA) [17] to
search for required test cases. Successful ET tools like
EvoSuite [12] have been developed to generate test cases
for OO programs.

All these approaches have made notable progress in
automated test generation for OO programs. However,
they have not considered valuable information from test
repository if it is available.

B. Sequential pattern mining

Sequential pattern mining is a data mining technique
that is introduced to find frequently occurring ordered
subsequences in a sequence database [9]. The identi-
fied subsequences can often highlight useful information
underlying the database and can be used for further
application.

A sequence database contains a number of records,
where each record is made of a sequence of ordered items.
If a subsequence appears in the sequence database with
frequency no less than a minimum support threshold θ, it
is referred to a frequent sequential pattern (or a sequential
pattern for short). The number of items in a sequential
pattern is called its length, and a sequential pattern with
length l is named as a frequent l-sequence.

To obtain frequent sequential patterns in a sequence
database, some sequential pattern mining strategies, such
as BI-Directional Extension (BIDE for short) [10], are de-
veloped. Specifically, BIDE finds all frequent 1-sequences
from the sequence database at first. Next, for each fre-
quent 1-sequence, BIDE collects the items appearing just
before the 1-sequence, and attempts to extend the frequent
1-sequence to a 2-sequence by inserting such an item
before the 1-sequence, namely backward extension. If the
resulting sequence meets the frequency θ, i.e. occurring
with frequency no less than θ in the database, then a fre-
quent 2-sequence is obtained. Similarly, 2-sequence may
be extended to a 3-sequence, and so on. The sequence is
extended backwards until the resulting sequence appears
with frequency less than θ in the database. After that,
BIDE gathers the items occurring just after the sequence,
and then extends the sequence by appending such an
item after the sequence, namely forward extension. BIDE
extends the sequence forwards till the resulting sequence
does not satisfy θ. As a result, a frequent sequential
pattern of the sequence database is obtained. Due to each
1-sequence may have a lot of adjacent items in a sequence
database, a set of frequent sequential patterns is produced
from the database.

With over a decade of substantial and fruitful research,
it is believed that sequential pattern mining has the
potential to significantly help software testing [18]. In this
paper, we consider a test repository for an OO program
as a sequence database. Thereupon, sequential pattern
mining can be used to obtain frequent subsequences from
the test repository, and then meta-heuristic test generation
is applied to regenerate new test cases on the basis of these
frequent subsequences.
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III. TEST CASE REGENERATION BASED ON
SEQUENTIAL PATTERN MINING

As we know, a test case is made up of a method call
sequence mcs for OO programs. Accordingly, given an
OO program under test p, a coverage criterion c, and
a repository of test cases T , each t of T consisting of
an mcs, then the task of test case regeneration based on
sequential pattern mining can be formulated as:

1) Find a set of frequent sequential patterns S from
T with a user-defined minimum support threshold
θ, where each s of S is a mcs subsequence (i.e.
s ⊆ mcs) and occurs no fewer than θ|T | times (|T |
is the total number of test cases in T);

2) Produce a set of new test cases T ′ based on S
by using GA-based test generation to achieve the
coverage criterion c for program p.

In the following section, we elaborate how to perform
the test case regeneration with the help of sequential
pattern mining strategy.

A. Mining sequential patterns from test repository

For a given test repository T , a BIDE mining strategy
can be employed to find frequent sequential patterns S in
a ”pattern growth” manner. For this purpose, we define
prefix sequence and suffix sequence as follows.

DEFINITION 1: PREFIX SEQUENCE. Given a method
call sequence �=<m1;m2; · · · ;mi; · · · ;mn>, then sub-
sequence β=<m1;m2; · · · ;mi−1> is called its prefix
sequence with respect to method mi.

DEFINITION 2: SUFFIX SEQUENCE. Given a method
call sequence �=<m1;m2; · · · ;mi; · · · ;mn>, then sub-
sequence γ=<mi+1;mi+2; · · · ;mn> is called its suffix
sequence with respect to method mi.

According to a test repository T , all frequent 1-
sequences S1 (subsequences have a length l=1 and occur
with frequency no less than a minimum support threshold
θ) are identified at first by scanning every mcs in T . For
a 1-sequence s1 of S1, there are more than one prefix
sequences and suffix sequences with respect to s1 since
s1 occurs at least θ|T | times in T . Here, a collection of its
prefix sequences and that of suffix sequences are denoted
by Ps1 and Ss1 , respectively.

For each 1-sequence s1, we attempt to extend it back-
wards by inserting the methods of its prefix sequence
one by one before s1 to get longer frequent sequences.
This is to say, for a prefix sequence of s1, for exam-
ple ps1=<m1; · · · ;mj−1;mj>∈ Ps1 , we insert the last
method mj of ps1 just before s1. If the resulting sequence
<mj ; s1> appears no less than θ|T | times in T , a frequent
2-sequence s2=<mj ; s1> is produced and s2 is tried to
extend backwards to a 3-sequence by adding mj−1 before
s2. The sequence is lengthened in this way until the
resulting sequence appears fewer than θ|T | times in T .
As a result, we obtain a backward frequent sequence s′

with respect to s1. After that, we try to extend s′ forwards
to obtain longer frequent sequences. More specifically, for

a suffix sequence ss1=<mk;mk+1; · · · ;mn>∈ Ss1 , we
append the first method mk of ss1 just after s′. If the
resulting sequence <s′;mk> appears no fewer than θ|T |
times in T , then <s′;mk> is tried to extend forwards by
adding mk+1 after it. The sequence is extended likewise
until the resulting sequence appears fewer than θ|T | times
in T . Thus, an entire frequent sequence s with respect to
s1 is gotten. As mentioned above, there are many prefix
sequences and suffix sequences with respect to each s1,
therefore a set of entire frequent sequences, named as
frequent sequential patterns S, can be produced from T .
The pseudo-code for obtaining S from T is given in
Algorithm 1.

Note that, the minimum support threshold θ is a key
parameter in mining sequential patterns from a test repos-
itory T . To choose a proper θ with respect to T , we define
Averaged Method Invocation Frequency (AMIF for short)
as follows.

DEFINITION 3: AVERAGED METHOD INVOCATION FRE-
QUENCY (AMIF). Given a test repository T containing
|T | test cases that invoke n methods in total and each
method mi is invoked |mi| times in T , then the averaged
method invocation frequency with respect to the test
repository is defined as

AMIF = (
n∑

i=1

|mi|
|T |

)=n =

n∑
i=1

|mi|

n|T |
: (1)

AMIF reflects how frequently the methods are invoked
in a test repository. If a test repository has a relatively
small AMIF, its methods are rarely invoked. Conse-
quently, a relatively small amount of sequential patterns
is produced. In contrast, as for a test repository with
relatively large AMIF, its methods are frequently invoked.
Thus, it is likely to yield plenty of sequential patterns.

In order to obtain an appropriate amount of sequential
patterns within reasonable mining cost, we assign differ-
ent values to θ in accord with AMIF. More specifically,
if AMIF is small for a test repository, then we choose
a relatively low θ value; conversely, a relatively high θ
value is used.

B. Regenerating test cases based on sequential patterns

For an OO program p, after sequential patterns S are
obtained from its corresponding test repository using the
above technique, GA-based ET is employed to regenerate
test cases according to S. In other words, GA-based
ET takes the program p and the sequential patterns S
as inputs, and seeks for a group of mcs as test cases
with respect to a selected coverage criterion c like branch
coverage.

To be more specific, p is analyzed statically to find all
methods M and branches B at first, and some statements
are instrumented to record dynamic execution traces of
p. Then, taking a branch b of B as a target, a population
P of candidate executable mcs is initialized, in which
each individual i is constructed by a sequential pattern s
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Algorithm 1: Get sequential patterns from a test
repository
Input: A test repository of test cases T
Input: A minimum support threshold θ
Output: A set of sequential patterns S

1 S = ∅;
2 S1 = all frequent 1-sequences of T ;
3 foreach 1-sequence s1 ∈ S1 do
4 Ps1 = all prefix sequences with respect to s1;
5 Ss1 = all suffix sequences with respect to s1;
6 foreach prefix sequence ps1 ∈ Ps1 do
7 s′=s1;
8 ml = the last method of ps1 ;
9 while <ml; s

′> appears no less than θ|T |
times in T do

10 s′ = <ml; s
′>;

11 ps1 = ps1 −ml;
12 ml = the last method of ps1 ;

13 foreach suffix sequence ss1 ∈ Ss1 do
14 s = s′;
15 mf = the first method of ss1 ;
16 while <s;mf> appears no less than

θ|T | times in T do
17 s = <s;mf>;
18 ss1 = ss1 −mf ;
19 mf = the first method of ss1 ;

20 S = S ∪ {s};

21 return S;

of S. To make i executable, some arguments of s may
need to be assigned values. If an argument arg refers to
a primitive value such as an integer, a random number is
assigned; otherwise, i.e. arg corresponds to an object, M
is scanned to find a method m⋆ whose return type Tm⋆

is either the same as or a subtype of the declared type
Targ of arg, namely Tm⋆ ⊑ Targ . Then the return object
of m⋆ is assigned to arg. Similarly, the argument values
of m⋆ are also supplied if needed, and so forth until no
argument value is required any more. So far, an individual
i is generated. The pseudo-code for providing argument
values for an individual is depicted in Algorithm 2.

After P is initialized, each individual i of P is dy-
namically executed. If i reaches branch b, a new test
case is produced and ET continues for covering another
target branch b′. Otherwise, i is evaluated using a fitness
function to measure the distance between the execution
trace of i and the target branch b. If b is not covered by any
individual of P , two elite individuals, represented by i1
and i2, are selected from P ; and genetic operations, name-
ly crossover and mutation, are performed on i1 and i2 to
produce offspring individuals. In these operations, one-
point crossover is used with probability pc to exchange
a subsequence of i1 with another subsequence of i2. In
addition, change mutation is employed with probability

Algorithm 2: Provide argument values for an individ-
ual
Input: An individual i

1 ARG = the arguments of i;
2 while ARG ̸= ∅ do
3 foreach argument arg ∈ ARG do
4 if arg refers to a primitive value then
5 arg = a random number;

6 else
// arg refers to an object

7 m⋆ = a method of M such that Tm⋆ ⊑ Targ;
8 arg = the return object of m⋆;

9 update ARG;

pm to turn a subsequence of i1 and i2 into a new
subsequence separately. More concretely, two sequential
patterns s̃1 and s̃2 are randomly selected from S to
substitute a random subsequence of i1 and i2, respectively.
After performing change mutation, i′1 and i′2 may require
new argument values. Subsequently, the argument values
are produced according to Algorithm 2, and executable
offspring individuals i′1 and i′2 are obtained.

After that, a new population P ′ is generated by re-
placing two low-fitness individuals of P with i′1 and i′2
and evaluated by the fitness function. The process of
generating new population and evaluating the population
is repeated until a pre-assigned termination condition is
met (e.g. all branches are covered or the time budget
is consumed). Thus, a group of new test cases T ′ is
produced. As a whole, the pseudo-code for regenerating
test cases based on sequential patterns is described in
Algorithm 3.

IV. EMPIRICAL EVALUATIONS

To evaluate the approach presented in this paper, we
implemented it with a prototype called SPM-RGN (Se-
quential Pattern Mining based test case ReGeNerator),
and conducted a set of experiments on Java programs.

First, we examined the performance of our approach on
mining sequential patterns from different test repositories.
In particular, we studied (1) the amount of frequent
sequential patterns obtained from distinct test repositories,
and (2) the corresponding cost of mining the test repos-
itories, including the time consumption and the memory
usage.

After that, we compared our SPM-RGN with Randoop,
EvoSuite and RND-RGN, where Randoop is an advanced
random test generator [11], EvoSuite is a GA-based
test generator with random initial population [12], and
RND-RGN is our early developed GA-based test case
regenerator which randomly takes existing test cases as
initial population. More specifically, these test generators
are compared in two aspects: (1) the branch coverage
achieved by these test generators, and (2) the understand-
ability of the test cases produced by these test generators.
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Algorithm 3: Regenerate new test cases based on
sequential patterns
Input: An OO program under test p
Input: A set of sequential patterns S
Output: A set of new test cases T ′

1 B = all branches of p;
2 M = all methods of p;
3 instrument p to trace executions;
4 T ′ = ∅;
5 foreach branch b ∈ B do
6 population P = ∅;
7 while |P | < population size pop size do
8 individual i = a random sequential pattern

s ∈ S;
9 call ProvideArgumentValues(i);

10 P = P ∪ {i};

11 repeat
12 foreach individual i ∈ P do
13 execute i;
14 if i covers b then
15 T ′ = T ′ ∪ {i};
16 break;

17 evaluate fitness of i;

18 select two elite individuals i1 and i2 from P ;
19 if rand[0; 1) < crossover probability pc then
20 crossover i1 and i2;

21 if rand[0; 1) < mutation probability pm then
22 s̃1 = a random sequential pattern of S;
23 i′1 = change a random subsequence of i1

with s̃1;
24 s̃2 = a random sequential pattern of S;
25 i′2 = change a random subsequence of i2

with s̃2;

26 call ProvideArgumentValues(i′1);
27 call ProvideArgumentValues(i′2);
28 replace two low-fitness individuals of P with

i′1 and i′2;
29 until termination condition is met;

30 return T ′;

All empirical evaluations were conducted on an HP
ProLiant Server with Intel Xeon 2.40GHz*16 processors,
4GB*6 RAMs, 64-bit CentOS Linux 6.0 and JDK 1.6.0.

A. Subject programs

In the empirical evaluations, 4 open source Java
projects are used as experimental subjects: Commons
Collections (CC) and Commons Primitives (CP) are from
the Apache Commons Proper repository, a repository of
Java libraries; while JTopas (JT) and NanoXML (NX)
come from the Software-artifact Infrastructure Repository,
a repository for rigorous control experiments [19]. Among
these projects, the largest one CC consists of more than
20K LOC. In total, the 4 projects include nearly 45K

LOC. We use the manual test cases released along with
each project as its test repository.

Table I summarizes statistics of the experimental sub-
jects in terms of the number of classes (#Classes), the
number of all methods (#Methods), the number of al-
l branches (#Branches), non-commented lines of code
(LOC), the number of test cases in corresponding test
repository (#Tests) and the averaged method invocation
frequency (AMIF) of each test repository .

B. Parameter settings

As mentioned in Section III, our sequential pattern
mining based test case regeneration approach is composed
of two main stages: the sequential pattern mining stage
and the test case regeneration stage. For these two stages,
there are several parameters to be configured.

With respect to the sequential pattern mining stage,
minimum support threshold θ is an important parameter.
For each test repository, we assign different values to θ
according to the AMIF of the test repository, in order
to obtain an appropriate amount of frequent sequential
patterns within reasonable mining cost. In our experi-
ments, the AMIF of the test repository for CC is nearly
0.5%. Accordingly, we tried out low minimum support
thresholds varying from 1% to 5% for this test repository.
Similarly, the AMIF of the test repository for CP is merely
0.4%, and we also used minimum support thresholds
varying from 1% to 5%. Different from the former two
test repositories, as regards the test repository for JT,
whose AMIF is up to 7.6%, we used relatively high
minimum support thresholds from 10% to 50%. With
respect to the test repository for NX, whose AMIF is
2.4%, we tried out more comprehensive minimum support
thresholds ranging from 1% to 50%.

As regards the test case regeneration stage, EvoSuit-
e, RND-RGN and our SPM-RGN were all configured
according to the recommended settings in the literature
[20]. In particular, the budget for test generation of each
class was set to be no more than 600 seconds. The
population size was 100. Genetic operations were set
to: rank selection with 1.7 biases; one-point crossover
with a probability of 0.75; change mutation probability
of 0.3. Randoop was configured with identical settings to
EvoSuite, RND-RGN and SPM-RGN when needed.

EvoSuite generated initial population entirely at ran-
dom. RND-RGN took test cases randomly from corre-
sponding test repository as initial population. Our SPM-
RGN constructed initial population by using the sequen-
tial patterns.

In addition, there were randomness to some extent in
Randoop, EvoSuite, RND-RGN and SPM-RGN. Thus,
each experiment was repeated 30 times, and statistical
methods were used to analyze the results.

C. Experiments on mining sequential patterns from test
repository

Using the sequential pattern mining technique proposed
in Section III-A, sequential patterns can be successfully
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TABLE I.
STATISTICS ON THE EXPERIMENTAL SUBJECT PROGRAMS

Subjects #Classes #Methods #Branches LOC #Tests AMIF
CC 382 3182 6276 26323 1151 0.5%
CP 231 1756 1446 9836 732 0.4%
JT 63 719 1376 5361 52 7.6%
NX 24 317 690 3279 76 2.4%

Total 700 5874 9788 44799 2011 –

0 10 20 30 40 50

1e
+

00
1e

+
02

1e
+

04
1e

+
06

Minimum Support Threshold (in %)

A
m

ou
nt

 o
f S

eq
ue

nt
ia

l P
at

te
rn

s

CC
CP
JT
NX

Figure 1. Amount of sequential patterns obtained from the test reposi-
tories

obtained from corresponding test repository. This section
presents the amount of resulting sequential patterns and
the cost of whole sequential pattern mining stage.

1) Amount of sequential patterns: Figure 1 depicts
the amount of sequential patterns obtained from test
repositories using different minimum support thresholds.
From Figure 1, we can see that thousands of sequential
patterns can be discovered from these test repositories.
Generally speaking, the amount of sequential patterns
obtained from each test repository decreases logarithmi-
cally with respect to the minimum support thresholds. In
particular, regarding the test repositories for CC and CP,
sequential patterns can be discovered with relatively low
minimum support thresholds. For example, at support 1%,
3181 sequential patterns can be obtained from the test
repository for CC. In contrast, large amounts of sequential
patterns can even be obtained from the test repository for
JT using relatively high minimum support thresholds. For
example, at support 10%, 48603 sequential patterns can
be obtained from the test repository for JT. Concerning
the test repository for NX, whose AMIF is moderate,
sequential patterns can be obtained with minimum support
thresholds varying from 1% to 20%.

2) Mining cost: Figure 2 demonstrates the time and
memory cost in mining sequential patterns from test
repositories with different minimum support thresholds.
We can see that, both the time consumption and memory
usage also decrease logarithmically with respect to the
minimum support thresholds. Besides, under the same
minimum support threshold, mining sequential patterns
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Figure 2. Cost in mining sequential patterns from the test repositories

from a test repository with small AMIF always runs faster
and consumes less memory than from a test repository
with large AMIF. For example, mining sequential patterns
from the test repository for CC can be nearly an order of
magnitude faster than for NX, while it only uses nearly
an order of magnitude less memory. Similarly, mining
sequential patterns from the test repository for NX can
be over an order of magnitude faster than for JT, while it
only uses over an order of magnitude less memory.

3) Summary: Generally speaking, mining a certain test
repository with a smaller minimum support threshold val-
ue leads to more sequential patterns but consumes more
time and memory. Thus, in practice, a proper minimum
support threshold should be chosen according to the AMIF
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TABLE II.
BRANCH COVERAGE (IN %) ACHIEVED BY RANDOOP,

EVOSUITE, RND-RGN AND SPM-RGN

Subjects Randoop EvoSuite RND-RGN SPM-RGN
CC 20.9 83.1 85.3 94.1
CP 62.8 70.1 87.3 90.7
JT 49.0 73.7 77.1 80.2
NX 15.8 66.8 70.6 73.2
Avg. 37.1 73.4 80.1 84.6

of the corresponding test repository, in order to make a
good trade-off between the amount of resulting sequential
patterns and the mining cost.

D. Experiments on regenerating test cases based on se-
quential patterns

Using the approach proposed in Section III-B, new test
cases can be regenerated based on obtained sequential
patterns. This section compares the effectiveness of our
SPM-RGN with Randoop, EvoSuite, and RND-RGN by
applying them to generate test cases for 4 open source
Java projects, respectively (over all classes therein, each
test generator is repeated 30 times).

1) Branch coverage: For each subject program, the
branch coverage achieved by each test generator (averaged
over the 30 runs) is summarized in Table II. The maxi-
mum branch coverage achieved for each subject program
is marked in bold. For each test generator, the average
branch coverage it achieved is given at the bottom.

It can be seen from Table II, that SPM-RGN can
successfully regenerate new test cases with highest branch
coverage for all subject programs. The average branch
coverage achieved by SPM-RGN ranges from more than
70% to nearly 95%. The average increment of SPM-RGN
over Randoop, EvoSuite and RND-RGN is up to 47.5%,
11.2% and 4.5%, respectively. Moreover, the improve-
ment of SPM-RGN over Randoop, EvoSuite and RND-
RGN is statistically significant at the 95% confidence
level according to one-tailed Mann-Whitney U test.

Figure 3 presents the distribution of branch coverage
achieved for the subject programs by each test generator.
We can see that the branch coverage achieved by Randoop
diverges a lot in different runs; whereas the branch
coverage achieved by EvoSuite, RND-RGN and SPM-
RGN varies comparatively not much in different runs.

2) Test case understandability: We have also measured
the test case understandability in terms of average length
of the test cases produced by each test generator (each test
generator is repeated 30 times). The result is summarized
in Table III, where bold numbers denote the shortest
average length of the test cases produced for each subject
program. For each test generator, the average length of
the test cases it produced is presented at the bottom.

From Table III, it can be found that SPM-RGN pro-
duces shortest test cases among the test generators: on
average about 20.7 lines of code, with 85.1%, 28.1% and
27.4% shorter than Randoop, EvoSuite and RND-RGN,
respectively. The reduction is also statistically significant
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Figure 3. Distribution of branch coverage (in %) achieved by Randoop,
EvoSuite, RND-RGN and SPM-RGN

TABLE III.
AVERAGE LENGTH OF THE TEST CASES PRODUCED BY RANDOOP,

EVOSUITE, RND-RGN AND SPM-RGN

Subjects Randoop EvoSuite RND-RGN SPM-RGN
CC 110.8 19.6 19.1 18.9
CP 98.2 16.3 14.6 13.7
JT 111.7 32.6 48.5 25.1
NX 235.9 46.5 31.8 25.2
Avg. 139.1 28.8 28.5 20.7

at the 95% confidence level according to one-tailed Mann-
Whitney U test.

Figure 4 illustrates the distribution of average length
of the test cases produced for the subject programs by
each test generator. We can see that, in different runs, the
average length of the test cases achieved by Randoop also
diverges most; whereas our SPM-RGN diverges least.

3) Summary: The above results suggest that our SPM-
RGN can successfully regenerate new test cases for OO
programs based on sequential patterns. In general, it can
achieve good branch coverage. Besides, the test cases
generated by SPM-RGN are comparatively short, thus are
likely easier to understand by human.

V. RELATED WORK

Existing approaches to structural test generation for
OO programs can be broadly classified into two major
categories: implementation-based and usage-based ap-
proaches [21].

A. Implementation-based approaches

As discussed in Section II-A, structural test generation
for OO programs is commonly based on the code im-
plementation of programs under test all the way, either
randomly or heuristically.

Among existing tools, Randoop [11] is a random
test generator that incrementally generates method cal-
l sequences for Java programs by randomly invoking
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Figure 4. Distribution of average length of the test cases produced by
Randoop, EvoSuite, RND-RGN and SPM-RGN

methods of the program under test. However, due to
the large amount of all possible methods, Randoop is
hard to generate test cases for deep target branches. In
contrast, our SPM-RGN exploits common method usage
from existing test cases. Besides, SPM-RGN employs
GA to direct the search of new test cases towards target
branches. Thus, within limited test generation time, SPM-
RGN is more likely to generate test cases that cover deep
branches of the program under test. This paper compares
the performance of our SPM-RGN with Randoop in the
empirical evaluations.

Besides, EvoSuite [12] is a GA-based test generator
that heuristically generates test cases for Java programs. In
EvoSuite, individuals are directly represented as method
call sequences with argument objects. EvoSuite generates
initial population at random and evolves the population
with genetic operations. If there is a conflict among
method invocations after a genetic operation, adjustment
is required to handle the conflict. On the contrary, our
SPM-RGN generates test cases based on sequential pat-
terns of existing test cases, and thus can reduce the time
consumption in adjustment because in general there is
few conflict in existing test cases. The performance of
our SPM-RGN and EvoSuite is also compared in the
empirical evaluations.

B. Usage-based approaches

In recent years, some approaches turn to generate test
cases for OO programs by exploiting usage information
from code bases beyond the program under test [18].
Generally speaking, our approach belongs to this category.
In particular, our approach generates new test cases on
the basis of method-usage information, i.e. sequential
patterns, obtained from a test repository.

Among the usage-based approaches, Yoo’s work on
test data regeneration [7] is perhaps the most related
one to ours. In [7], a test data regeneration approach is
proposed for producing test data for procedural programs.

It takes existing test data of the program under test as
starting points and employs a hill-climbing algorithm to
seek for new test data. Similarly, our approach attempts
to regenerate test cases based on existing test cases.
However, there are three main differences between Yoo’s
approach and ours. First of all, Yoo’s approach aims to
regenerate primitive test data as test inputs for procedural
programs, whereas our approach regenerates method call
sequences as test cases for OO programs. Secondly, Yoo’s
approach uses hill climbing to search new tests, whereas
our approach employs GA. Last but not least, Yoo’s
approach uses existing test data directly as initial solutions
in test data regeneration, whereas our approach mines
sequential patterns from test repositories and regenerates
test cases based on the sequential patterns. According
to the idea of [7], we implemented a test generator
called RND-RGN that randomly takes available test cases
as initial population to search new test cases for OO
programs, and compared the performance of our SPM-
RGN with RND-RGN in the empirical evaluations.

Moreover, our approach is also related to several other
usage-based approaches that generate test cases for OO
programs [21]–[24]. Among those approaches, DyGen
[21], MSeqGen [22] and OCAT [23] capture object in-
stances and serialize them into a file for further usage;
whereas [24] infers a graphic model to represent the
common usage of objects. Our approach is different
from these approaches in two main aspects. Firstly, these
approaches obtain object-usage information from massive
code bases, whereas our approach mines test repositories
particularly. Secondly, our approach uses meta-heuristic
test generation technique to produce new test cases, which
is usually more effective than random test generation or
dynamic symbolic execution adopted in those usage-based
approaches.

VI. CONCLUSION AND FUTURE RESEARCH

In software testing, it is a challenging task to auto-
matically generate desirable test cases for OO programs.
Unlike many existing approaches that generate test cases
entirely from the program under test, this paper proposes
an approach that regenerates test cases based on the
frequent sequential patterns of test repository. As a result,
this approach can effectively generate new test cases
that achieve good structural coverage for OO programs.
What’s more, if the test repository consists of manual
test cases, the resulting test cases are more understandable
than those generated entirely from the program under test.

In future work, we plan to tune the parameter set-
tings for distinct programs under test, rather than use
the general ”best-practice” settings recommended in the
literature, to further improve the performance of the
approach. Besides, we want to study sequential pattern
recommendation strategies so that sequential patterns can
be chosen intelligently when there is more than one
sequential pattern for a position of an individual during
GA-based test case regeneration.
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Abstract—With the improvement of the people’s leisure 
means, the development of tourism is becoming increasingly 
quick.  Tourism security is the most crucial factor in the 
development of tourism industry. Experts have been looking 
for travel safety evaluation methods, however the results are 
unsatisfactory. Combining computer software and data 
analysis software (AHP analysis) together, and thereby 
evaluating the tourism safety.we have achieved some 
satisfactory results. First of all, we collected the data 
through questionnaire survey. Then we used analytic 
hierarchy process (AHP) theory and computer software to 
analyze these data. The experiment proved that this 
evaluation method has good popularization value. 
 
Index Terms—tourism security, safety weight, analytic 
hierarchy process (AHP), Expert - Choice 2000 AHP 
analysis software 

I.  INTRODUCTION 

The human society has stepped into the period of 
‘risk society’. In order to ensure the healthy development 
of nations, region, and industry, many industries, at home 
and abroad, have applied risk management, a new 
perspective, to study the traditional security and disaster-
managed problems. At present, in the industry and other 
kinds of security and disaster-researches at home and 
abroad, the risk assessment theory for analyzing problems 
has become a new perspective and new trend. full 
attention is paid to researches and practice of risk 
assessment by UN Environmental Disaster Reduction 
(ISDR), the Risk Management Board (IRGC), the 
organization for Economic Co-operation and 
Development (OCED),  ‘integrity network’(Trustnet) and 
other European and international institutions, such as 
Britain's National Consumer Council and other state 
institutions . The concept of risk assessment, including its 
process and model, widely involved in research. In China, 
"the national medium and long-term science and 

technology development plan" has taken the risk 
management work as important issues of China science 
and technology development within 20 years. Founded 
soon the China National Committee Human Factors Of 
International  Global Environmental Change  Plan (CNC 
- IHDWRG) is focused on the new study about the 
comprehensive risk assessment .Looking from the 
booming risk assessment research at home and abroad, 

Risk assessment theory help decision makers choose 
the optimal technology and policy in the safety 
management. Tourism is currently the world's largest 
industries and the China's "sunrise industry", and the risks 
of tourism destination are the radical barrier factors of the 
development of tourism in our country, it’s also one of 
the key areas in the research of domestic tourism in 
recent years. The safety problems of visitors are 
concerned by people. [1] -[3]  

In recent years, the increasing popularity and 
frequent accidents in adventure tourism, have caused 
more and more attention among the Government 
departments and academia. In view of this, based on the 
AHP framework of risk assessment, the paper introduces 
risk assessment theory into the assessment and 
management of tourist-destination-safety risks, including 
how to deal with the safety-risk-assessment of the 
destination. From the perspective of tourism subject, Hall 
states, tourism security is the key factors to get rid of 
physical diseases, be concerned about health, and all 
kinds of potential political crime violence of and danger. 
It is a key factor for a tourist destination to enhance its 
attractiveness. Security is the rejection of risk. Tsaur 
defines tourism risk as the possibility for tourists 
suffering from all sorts of misfortune during the journey 
or in the tourist destination. Oliver points out that it 
would be identified as "not satisfied", if a product or 
service can not meet tourists’ expectations , whether it is 
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caused by internal or external  reason. Tourists as a risk 
or unsafe factor is they can't control factors. [4] -[5]  
Tourism unsafe factors is a major fetter, which restrict the 
development of the tourism market. Studies of tourist 
motivation shows that tourists have to seek security, the 
tourists in addition to publicly express fear of travel risk, 
many people still lack of interest in tourism as the tour 
safety issues. This kind of view has been verified by  
many examples, such as the terrorist-attacks in the 
Middle East, the spread of disease in African countries, 
and political instability, environmental pollution and 
health condition in India, etc. Thus it has become an 
important subject for studying, including how to guard 
against and evade risk in the rapid development of 
outbound tourism. 

Theory of both ends tells us that the existence of 
tourism risks has its inevitability. However, it will largely 
improve the safety factors in the tourism activities, if we 
have timely and accurate information transmission, 
comprehensive tourism planning and policy adjustments. 
It has practical significance to research that what 
important position of different tourism safety factors is in 
the eyes of tourists. It can reflect the demand of tourism 
consumers and their understanding. it is the embodiment 
of  marketing concept, and is also one of the basic issue 
in tourism safety study and evaluation of tourism 
safety .About all the weights allocation of factors, usually 
we  give weight  with experience directly, but it is 
difficult to achieve the objective precisely. On the basis 
the complexity and uncertainty of risk assessment and by 
using the gray system theory and risk assessment theory , 
we set up the evaluation patter of safety risk gray 
correlation in tourist destination, after modifying the 
Analytic Hierarchy Process (AHP) .[6] -[9]  

In this article, with the help of questionnaire, we use 
(Analysis Hierarchy Process, the AHP) principle to 
analysis tourists’ consideration of safety factors during 
the journey or in the destination, and its importance. AHP 
method is a multi-objective decision analysis method, 
combines qualitative and quantitative analysis. It was 
proposed by Saaty, the United States Operational 
research, in the early 1970s. The characteristics of this 
method is that it can simulate human beings’ process of 
thinking. Basing on in-depth analysis of the influence of 
complex decision and its inherent relationship, it 
produces the process of thinking mathematical by using a 
little quantitative information. So as to provide easy and 
convenient decision method of multiple targets, criteria or 
nonstructural characteristics of complex problems  it has 
characteristics of clear, popular, and highly systemic, etc. 
Authors decompose the problem into component factors 
by using AHP method, and then compose these factors 
into class hierarchy according to the dominant 
relationship. Lastly, we determine the levels of the factors 
in the importance or weight in relations after pairwise 
comparison and solution of the judgment matrix. 

II.    TOURISM SAFETY FACTORS IN THE AHP MODEL 

Throughout the research literature of the tourism 
safety consumption behavior, and its variety classification 

of tourist safety or risk , Jinfu Zhang and others think that 
according to the characteristics of operational link of 
tourism and its activities, tourism security can be divided 
into six categories: food security, accommodation 
security, traffic safety, sightseeing security, shopping 
security, and entertainment  security. Roehl and 
Fesenmaier divide risks into seven classes: equipment 
risk, economic risk, physical risk, psychological risk, 
social risk and time risk. Bettman simply classifies risk as 
inherent risk and operation risk. Developing from the 
predecessors' point of view, Tsaur scholars divide risks 
into seven classes : traffic risk, legal risk and risk of 
social security, health, housing, weather risk, risk of 
scenic spots, and medical risk. 
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The study build the AHP model as the basic 
framework, referring to Tsaur’s method of tourism risk 
factors. The conceptual model divides the hierarchical 
structure into three levels (table 1). The first layer, as the 
target one, analyzes the importance of tourism safety 
factor level, offering support to assessment and decision-
making of tourism safety. Use A for travel safety goal 
layer. The second layer, as the criterion layer, is the 
middle tier of hierarchical structure model.  It is 
combined with the seven elements of traffic safety, health 
safety, political law and order of social security, housing 
security, medical security, the safety of scenic spots, and 
the weather security .we used B as criterion layer. The 
third layer is the attribute layer, including a total of 16 
items. It is decomposition and specific connotation of the 
criterion layer. It is attribute layer, also requires the 
evaluators answer and evaluate directly. We Use C for 
the elements in turn.[10] -[13]  

III. DATA COLLECTION AND ANALYSIS 

The objectivity, representativeness and universality 
of the results should be considered when evaluate the 
tourist safety. Normally, the manager of the outbound 
tourism of travel agency understand his/her serviced 
object's psychology and perception, because of the 
directly contraction with China outbound tourists at work. 
This collection of survey data  selects 40 senior tourism 
managers from 25 provinces and autonomous regions, 
who fill in the sample. Respondents on average 
professional working fixed number of year is 6 years. 40 
questionnaires have been issued, and all of them were 
collected back. The respond rate is 100 percent. 

3.1 The Comparison between the Two Judgments 
Pairwise comparison analysis is the basic execute 

method of AHP. This study uses this method, asked 
people to fill in the questionnaire for the compare in 16 of 
the attribute layer elements, and compared the importance 
and degree of the factors. The results are shown in table 2. 
 

TABLE.2. 
THE RESULT OF THE COMPARISION 

3.2 Consistency Check 
The consistency check must be carried out after 

comparing two, before the analysis, the judgment. If a 
person wants to rank apples, oranges, bananas, it would 
be all by his/her fond. For apples and oranges, he/she 
prefers to eat apple; for the orange and banana, he like 
oranges; For apple and banana, he like bananas. It would 
appear some contradiction and inconsistencies. In the 
AHP, it is a normal phenomenon. Especially there are 
larges of comparing elements. Usually it can use CR 
 (Consistency Ratio) to measure the degree of 
inconsistency. If the CR was less than or equal to 
0.1, it is reasonable. If CR was equal to 0, it is the ideal 
state, namely it’s completely consistent. When CR > 0.1, 
the model should be revised or rejected. [14] -[16]  

3.3 Data Analysis 
Traditional AHP analyses, usually use the tedious 

mathematical model method. On the basis of constructing 
two comparative judgment-matrix, we use the 
mathematical method of solving the maximum 
characteristic roots of judgment matrix and its 

characteristic vectors to get the relative weights of 
various factors. Then we detect the rate of CR 
consistency, through calculation of the maximum matrix 
of the matrix characteristic root, which deviating from the 
n number of elements. And the data processing of this 
study, with the aid of the advanced AHP "Expert - Choice 
2000" computer analysis software, which based on the 
principle of AHP. The software can help the government 
and enterprise configure resources, invest project, 
manage risks, and use in other fields for complex 
decision-making. It makes decision-making more 
convenient and scientific. At the same time, the system 
also has the function of automatically detecting the 
consistency CR, so that operators are able to identify the 
effectiveness of the questionnaire. 

On operating "the Expert - Choice 2000" system, it 
should set the option name first. In this study, there are 16  
Attribute layer elements: C11, C12, and C13, C21, C22... C72. 

3. 3. 1 Evaluating data of single evaluator  
In "Expert - Choice 2000", we input two judgments 

of a questionnaire after determining the target and setting 
more options. These numbers shall be between 0 and 9 

The value of relative 
importance   

 

meaning  explain 

1 Just as important as 
 

A Just as important as B 

3 Slightly more important.  
 

A is somewhat important than B 
 

5 Obvious important.  
 

A is  more important than B 
 

7  very important.  
 

Strong important A than B 
 

9 extremely important A is extremely important than B 
 

2,4,6,8 Between 1,3,5,7,9 evaluation value respectively 
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(including 0 and 9).It is shown in figure 1. It can be 
vividly reflected the ratio through mobile logo block in 
the application. It can show the importance rate of weight 
and consistency CR of the 16 elements. There are 8 
questionnaires, whose CR is more than 0.1. So there are 
only 32 real effective questionnaires. 
 
 

 
 

3 3 2 Synthesis assessment of all assessors  
Through the analysis of the data of 32 copies of 

valid questionnaires, the author concluded the Weight 
value of 32 groups Attribute layer elements  

i.e. 
)32,......3,2,1( =k

k

ijc
 

Due to the existing difference of 32 groups 
assessment data, we calculate the average by the 
arithmetic average method . 

)32/(
32

1

k
ij

k
ij cc ∑

=

=
 

As shown in figure 2, for each criterion layer factor, 
their weight values in the target tourist safety can be get 
by the attribute weighting factors. The security factors of 
Criterion layer can be seen as a group of vector: 
W =( B1, B2 ,B3 ,B4 ,B5 ,B6, B7) 

IV. THE CONCLUSION 

It can be seen from the above data that Chinese 
tourists put the political laws and the social order and 
safety in the first place, during the journey and in the 
destination (0.238). The health and safety are the second 
important factor (0.201), followed by the medical 
treatment (0.159), the accommodation security (0.133), 

the scenery security (0.109), the traffic safety (0.107), 
and last, the weather safety (0.053). The research could  

 
be of any help on the following aspects of tourism 
practice  
4.1 The tourist-receiving countries or regions, which take 
China as one of the main tourist market, should pay 
attention to improving the level of political law, social 
security, and health. From the perspective of the tourist 
motives, these are the pulling factors to attract Chinese 
tourists. 
4.2 Due to the different understanding of the Chinese 
tourists on the importance of the safety factors, the 
government and relevant departments should consider the 
corresponding weight values when constructing the 
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Evaluation System of tourism security situation in order 
to make the evaluation system stronger and more 
scientific. 
4.3 China's relevant departments shall establish a set of 
perfect "early warning system for tourism security ", 
which focus on "political warning" and "health warning". 
In the world today, the outbound tourism  alert system in 
many countries focus on these two aspects specially. So 
the results of this study also provides theoretical basis for 
China to establish ‘early warning system for tourism 
security’ in line with international standards. 

Tourism  risk is the tourists’ feeling of possible  risk 
during the group tours. The risk of produce is mainly 
from the tourism service conditions which provided by 
the tourism itinerary and its destination. The risk of 
tourism itself, due to varies regional, seasonal, and route 
factors. But the basic variables which contain roughly the 
same factors, focus on the accommodation, traffic, public 
security and other fields. The purpose of establishing the 
tourist-safety-risks assessment model is to use scientific 
methods to discuss the risk of tourism destination thereby 
to take interviewees’ ambiguity of the respondents of 
every tourist destination risk problems into consideration. 
It uses AHP theory to set up the evaluation mode to 
assess the risk of tourist destination. It should be 
considered whether the factor is the time series or not. If 
it’s not, it should make different distributions of the 
weight.[16] -[19]  

Among the booming risk assessment research at 
home and abroad, risk assessment theory will help 
decision makers in the security management field to 
choose optimal technical and policy targeting. Tourism is 
currently the world's largest industries and China's 
booming business. Risk issues become the focus. 

Accidents often happen with adventure tourism has 
become increasingly popular in recent years.  It also 
provokes government and academic circles to pay 
attention to the security risk assessment. This study made 
a beneficial attempt in this aspect, and achieved 
satisfactory results. and this study provides a valuable 
decision-making basis for government and tourism 
companies. 
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Abstract—Null dereference is a common occurring bug in 
programming languages such as C. In this paper, we 
propose a path-sensitive and context-sensitive approach that 
performs a backward dataflow analysis to identify null-
dereference bugs. One novel feature of our approach is that 
with the help of aliasing predicates, it can perform strong 
updates in presence of aliasing, thus eliminating false 
positives. The aliasing predicates are introduced on the 
premise of a canonical representation for program being 
analyzed. Moreover, a context-sensitive algorithm for inter-
procedural null-dereference analysis is also presented in this 
paper, which also contributes to improve accuracy. We have 
implemented this approach, and give an evaluation of it on a 
set of open source benchmarks. The experimental results 
verify the effectiveness of our approach, and show that it is 
suitable for exploring large real programs with reasonable 
accuracy.  
 
Index Terms—Null-dereference Analysis, Aliasing, Strong 
updates, Context-sensitive Inter-procedural Analysis 

I.  INTRODUCTION 

Null dereference is a kind of bug that commonly 
occurs in programs, and many static tools and approaches 
have been developed for detecting such bugs (e.g. [1, 2, 5, 
7, 13]). However, it’s not an easy work to achieve the 
detection in an accurate and efficient way. Aliasing is 
something that one cannot ignore when doing the null-
dereference analysis [19]. Failure to take into account 
aliasing can limit the usefulness of an approach. 
Furthermore, strong updates are required for precision, 
but are difficult to perform in presence of aliasing. Even 
pre-computed may-alias and must-alias information may 
not enable strong updates enough, since at a given 
program point two variables may be aliased under some 
paths and not aliased under other paths. In addition, inter-
procedural analysis also needs to be considered, for the 
occurrences of the null-dereference bugs often involve 
interactions among multiple procedures, [1]. 

In this paper, we propose a bug-detection approach 

which is context-sensitive and path-sensitive, to address 
the problem of identifying the null-dereference bugs in C 
programs. Starting at a dereference point in the program 
be analyzed, our approach propagates a set of symbolic 
states backwards along the control flow graph (CFG), to 
find whether there are sufficient bases to report this 
dereference as a possible bug. The symbolic state takes 
predicates as a condition, under which the value held by 
some witness (which represents a single memory location) 
is null and will flow into the initial dereference point. 
Once the condition is satisfied, a null-dereference bug is 
found. During the backward analysis, the symbolic state 
may be updated due to the effects of the assignment 
statements, and the predicates can be evaluated according 
to several custom-defined rules rather than a constraint 
solver. In addition, branch correlations are also taken into 
account to realize the path-sensitive analysis. A backward 
analysis only explores the program paths that are relevant 
to analyzing a dereference point, which makes our 
approach scalable. 

A novel feature of our approach is that by means of 
aliasing predicates, our approach achieves to perform 

 
Figure 1. Example code 

 

Manuscript received May 20, 2013; accepted August 24, 2013. 
Project number: 2012AA011201, 61202080 

3120 JOURNAL OF SOFTWARE, VOL. 8, NO. 12, DECEMBER 2013

© 2013 ACADEMY PUBLISHER
doi:10.4304/jsw.8.12.3120-3131



strong updates in presence of aliasing. Considering a 
certain program point at which two l-value expressions 
[12] may be aliased with each other, our approach takes 
advantage of aliasing predicates to give a pair of 
hypotheses: one is that the aliasing relationship between 
the two expressions is definitely established; and the 
other is opposite. Then both the hypotheses can be 
respectively validated and invalidated by the backward 
analysis when it arrives at the statements that confirm or 
contradict the hypotheses. As a result, superfluous 
symbolic states are excluded and strong updates are 
accomplished, thus reducing many false positives. 

The aliasing predicates are introduced on the premise 
that all the expressions in the program being analyzed are 
translated into a canonical representation. Owing to this 
canonical representation, our approach can explicitly 
model the address of a memory location that an l-value 
expression refers to. Furthermore, our approach utilizes 
constraints on such addresses to determine whether l-
value expressions are aliased with each other or not. 
These constraints are just the so-called aliasing predicates. 

In addition to aliasing, interactions among multiple 
procedures introduces another complication that a 
dereference operation is directly or indirectly associated 
with a parameter, for the possible values of the parameter 
can be only known after all the call sites examined. 
Furthermore, procedural side effects and return values 
also have non-ignorable effects on data flows, which one 
needs to pay attention to when performing inter-
procedural analysis.  

Our approach achieves to perform inter-procedural 
analysis in a context-sensitive manner through the way of 
partial transfer functions, or summary table [9, 10], with a 
few modifications to adapt backward traversal. The main 
idea is that to perform efficient analysis of called 
procedures, our approach computes and saves summary 
information at call sites; by reusing summary information, 
it avoids reanalyzing a procedure in a context in which 
the procedure has been analyzed previously. 

We have implemented a prototype of our approach as 
an extension of Defect Testing System (DTS) [11], which 
is a general automatic bug-detection framework for C 
programs, especially GCC programs. To estimate the 
effectiveness of our approach, we apply this prototype on 
a set of open source GCC benchmarks. The preliminary 
experimental results are encouraging, for more bugs 
unknown before are found, and meanwhile false positives 
are reduce.  

In summary, the main benefit of our approach is that it 
enables an accurate and efficient null-dereference 
analysis for C programs. That is it detects as many 
potential bugs as possible; it performs strong updates in 
presence of aliasing, hence eliminates false positives that 
are identified by the one depending on weak updates; and 
it scales to large programs. The main contributions of this 
paper include: (1) a novel set of designed features that 
together enable a bug-detection approach for null 
dereferences in real C programs with reasonable precision; 
(2) an implementation of this approach; (3) experiment 

studies, using large open-source, that illustrate the 
effectiveness and usefulness of this approach. 

The rest of this paper is organized as follows: Section 
II explains the canonical representation introduced by our 
approach. And the main features of our approach are 
illustrated in section III, which also gives the algorithm 
for inter-procedural null-dereference analysis. Section IV 
first discusses the experimental environment and then 
reports on preliminary experimental results obtained from 
analyzing 5 open source GCC benchmarks. In section V, 
we survey related work, and conclude the paper in section 
VI. 

II. CANONICAL REPRESENTATION 

After the abstract syntax tree is built, all the 
expressions in the program under test are translated into a 
canonical representation with the following syntax: 

::=  *

Constant                   c Const
Primitive address     a Addr
Allocative address   t Alloc
Expression               e Expr   e c | a | t | e | e#f

∈
∈

∈
∈

 

There are five kinds of expressions in the canonical 
representation: constant c, primitive address a, allocative 
address t, dereference expression *e and offset expression 
e#f. Constants indicate numeric constants, string 
constants or sizeof expressions in the source code. 
Primitive addresses and allocative addresses respectively 
model symbolic addresses of variables and memory 
allocation sites. What should be pay attention to is that 
there is one address tmalloc per allocation site, and one 
symbolic address ax for each variable x. A dereference 
expression *e denotes the value of the memory location 
that expression e points to. And an offset expression e#f 
means an address in memory which is obtained by adding 
an offset f to the base location that expression e refers to. 
In addition, arithmetical and relational operations among 
expressions are also taken into account, but not explained 
here for simplicity. If x is a variable in the source code, 
then the C expression &x is described as ax; expression x, 
as *ax; expression *x, as **ax; expression x.f, as *(ax#f); 
and expression x->f, as *((*ax)#f).  

An l-value in C programs is a kind of expression that 
refers to a memory location [12]. Such an expression is 
translated into a dereference expression *e in the 

 
Figure 2. Structure of formula. The term e denotes an arbitrary 

expression in canonical representation. 
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canonical representation. The name l-value comes from 
the assignment e1 = e2 in which the left operand e1 must 
be an l-value expression. Furthermore, for an l-value *e 
in the canonical representation, the expression e explicitly 
holds the address of the memory location that *e 
represents.  

Aliasing is something that one cannot ignore when 
performing null-dereference analysis. And it is usually 
defined as follow: 
• Two l-value expressions are aliased if and only if 

they refer to the same memory location [19]. 
Considering what has been mentioned above, in the 
canonical representation, the definition of aliasing can be 
evolved as:  
• Two l-value expression *e1 and *e2 are aliased if 

and only if the predicate e1 == e2 (which means the 
address of the memory location that *e1 refers to 
should be equal to the address of the one that *e2 
refers to) is valid. 

In the rest of the paper, such kind of predicate is 
regarded as an aliasing predicate. And with the help of it, 
our approach can perform strong updates in presence of 
aliasing, thus enhancing precision of the null-dereference 
analysis. The details will be explained in section III.A. 

Besides the work above, for facilitating subsequent 
backward analysis, our approach also takes some other 
measures to optimize the structure of the source code. For 
instance, it introduces temporary variables to eliminate 
side effects in expressions and flatten nested procedure 
calls; and it converts short-circuit operators such as &&, ||, 
and ?: into if-else statements to eliminate control flow 
within expressions; and moreover, as shown in Figure X, 
it also adds two extra expressions to explicitly denote the 

true and the false branch conditions of an if-else 
statement (similar measures are taken for other selection 
statements). 

III. NULL-DEREFERENCE ANALYSIS 

Our approach is composed of a backward data-flow 
analysis. Starting from a dereference point, it propagates 
a series of symbolic states backwards along the control 
flow graph (CFG) to identify whether there is a NULL 
value that may be eventually transferred to the initial 
dereference point along some path, which implies that a 
null-dereference bug may occur.  

The symbolic state is of the form a tuple <w, es> that 
consists of two components: 
• Witness: the witness w, which is generally a 

dereference expression in our implementation, refers 
to a single memory location. It currently holds the 
value of interest that may flow into the initial 
dereference point. Besides, there are two special 
symbols ε and η for witness. The value of the former 
is definitely NULL and the value of the latter 
opposite. 

• Execution state: the execution state es is a formula 
which is defined in Figure 2. It represents the 
condition under which a null-dereference bug might 
occur. Specially, a predicate in the execution state is 
called as a root predicate as long as it constraints the 
witness.  

EXAMPLE 1. Consider the code shown in Figure 1 
and we will use it as an example to demonstrate how our 
approach works. The CFG built for this code is shown in 
Figure 3, where all the expression has been translated into  

TABLE I.  
WITNESS TRANSFORMATIONS AS WELL AS SOME CORRESPONDING ALTERNATIONS IN EXECUTION STATE.  
Statement Witness transformation 

Assignment 

*e1 = *(e2…#f) 

< w[*(e2...#f) / *e1], es[*(e2...#f) / *e1] ∧ e2 != NULL > 

if  *e1 ∈ Sub+(w) ∪ {w} 

< w, es ∧ e0 != el >, < w[*(e2...#f) / *e0], es[*(e2...#f) / *e0] ∧ e2 != NULL ∧ e0 == e1 > 

if  ∃ *e0 ∈ Sub+(w) ∪ {w} s.t. MayAlias(*e1, *e0) 

*e1 = a2 

< η, es[a2 / *e1] > 
if  w =s *e1 

< w[a2 / *e1], es[a2 / *e1] > 
if  *e1 ∈ Sub+(w) 

*e1 = t2 

<ε, es[t2 / *e1] > 
if  w =s *e1 

< w[t2 / *e1], es[t2 / *e1] > 
if  *e1 ∈ Sub+(w) 

*e1= NULL 
<ε, es[NULL/ *e1] > 
if  *e1 ∈ Sub+(w) 

Branch 
condition *e1== NULL 

< ε, es[NULL / *el] > 
if  w =s *e1 
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Figure 3. CFG built for the example code shown in Figure 1 and Symbolic states propagated backwards along the CFG to check whether there exists a 

null-dereference bug at label 11. 

 
Figure 4. A comparison between weak updates and strong updates. 
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the canonical representation, and specially two extra 
nodes (5T and 5F) are added as successors of if-else 
statement at label 5 to explicitly represent its true and 
false branch conditions, similar measure is also taken on 
the if-else statement at label 8. In order to check the 
dereference operation at label 11 is a bug or not, our 
approach propagates a series of symbolic states 
backwards along the CFG. The initial state is <*ay, *ay 
== NULL> in which the current witness is the 
dereference expression *ay and the current execution state 
is the root predicate *ay == NULL. 

Each statement potentially transforms the symbolic 
state that comes from its successor. The transfer functions 
for the two components of a symbolic state are 

::  
  (  )
updateWitness Statement Witness Execution state

Witness Execution stateρ
× ×

→ ×
 

and  ::  
   (  )
updateEState Statement Execution state

Execution stateρ
×

→
 

which are respectively explained in section III.A and 
section III.B. Then the function 

::  
   (  )
update Statement Witness Execution state

Witness Execution stateρ
× ×

→ ×
 

defines the overall backward effect of an individual 
statement on a state tuple: 

( ,  ,  ) = 
{ ',  '  |  ',  ' ( , ,  )
                        ',  ' ( ) }

update st w es
w es w es updateWitness st w es

w w es updateEState es

< >
< > < >∈ < >

= ∈∨
 

The objective of the transformation at an individual 
statement is to accept a post-state φ = <w, es>, and 
return a set of pre-states φ’ = <w’, es’> that are over-
approximation of the weakest preconditions [6] of φ 
concerning the statement. 

A symbolic state is propagated backwards along the 
control flow graph until one of the following conditions 
encountered: a) the witness is updated to η; b) the 
execution state evaluates false; c) the witness is updated 
to ε and the execution state evaluates to true. In the first 
two cases, the analysis abandons traversal, since either 
there is no NULL value that flows into the initial 
dereference point, or the path that the analysis currently 
traces is infeasible. In the third case, a null-dereference 
bug is identified and a bug-found message will be emitted. 

What should be emphasized is that: a symbolic state is 
regarded as invalid if it satisfies either of the first two 
cases; otherwise, a symbolic state is regarded as valid. 
Moreover, a symbolic state is called as a bug-found state 
whenever it satisfies the third case.  

A.  Witness Transformations and Strong Updates 
In this subsection, we begin to discuss the witness 

transformations as well as some corresponding alterations 
in the execution state.  

The idea behind the transformations is based on the 
observation that at every program point, there is only a 
single witness l-value that currently holds the value of 

interest, such that subsequent statements will copy the 
value of interest from this l-value to the dereference point 
being detected. Therefore, when proceeding backward 
analysis, our approach re-traces the chain of assignment 
statements that cause the value of interest to be 
transferred among l-values, and then accordingly updates 
the witness along with some corresponding alterations in 
the execution state. 

In some simple cases, such transformations can be 
easily regarded as performing substitutions going 
backwards.  

EXAMPLE 2. As shown in Figure 3, we start the null-
dereference analysis from the statement at label 11 to 
identify whether there exists a bug or not. *ay is taken as 
the initial witness. At label 10, we find that the value of 
*ay is copied from *((*ax)#f), thus we substitute *((*ax)#f)  
for the witness accordingly and meanwhile replace every 
occurrence of *ay in the execution state with *((*ax)#f). In 
addition, an predicate *ay != NULL is introduced into the 
execution state to ensure that the value of the witness can 
be transferred to the dereference point at label 11 without 
any exception. Similar transformation also occurs at label 
9. 

Besides the cases above, aliasing is something that one 
cannot ignore when doing the null-dereference analysis; 
failure to take into account aliasing can limit the 
usefulness of an approach. Furthermore, strong updates 
are required for precision but difficult to perform. Even 
precise pre-computed may-alias and must-alias 
information may not enable strong updates enough, since 
at a given program point two l-values may be aliased 
under some paths and not aliased under other paths. 

Owing to the canonical representation, we can 
explicitly model the address of a single memory location 
that an l-value refers to. Moreover, for two l-value *e1 
and *e2, we utilize the predicate e1 == e2 and e1 != e2 to 
respectively represent two incompatible condition: the 
former under which *e1 and *e2 are aliased; and the latter 
under which they are not. Such predicates are the so-
called aliasing predicates mentioned in previous section. 
With the help of them, our approach achieves to perform 
strong updates in presence of aliasing. Consider an 
assignment *el = *er and suppose the witness *ew is not 
syntactically equal to but may be aliased with *el. We (i) 
hypothesize that *ew and *el are aliased, then substitutes 
*er for the witness and add an aliasing predicate ew == el 
into the execution state (in which every occurrence of *ew 
is replaced with *er) through logical AND operation; and 

Figure 5. Definition of sub-expressions 
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also (ii) hypothesize that *ew and *el are not aliased, then 
keep *ew as the witness and add an aliasing predicate 
ew != el into the execution state (which has no other 
alterations) through logical AND operation too. Either of 
the hypotheses can be confirmed or contradicted by the 
subsequent analysis when it arrives at the statement that 
validates or invalidates the corresponding aliasing 
predicate. 

EXAMPLE 3. Let’s explore the symbolic states 
presented in Figure 3. *az is one witness following the 
statement at label 4. We don’t have a syntactic match 
between **ap and *az, but a query to pre-computed may-
alias information shows that they may be aliased. To 
handle this situation soundly, we take measure as talked 
above to obtain two updated symbolic states: one in 
which an aliasing predicate az == *ap is introduced and 
the witness is accordingly updated to *((*ax)#f); one in 
which an opposite aliasing predicate az != *ap is 
introduced and the witness is kept as *az. Subsequently at 
label 3, we abandon the second symbolic state, for its 
corresponding aliasing predicate gets invalidated due to 
the find that the value of *ap comes from az. 

Moreover, we give a comparison between strong 
updates and weak updates in Figure 4 (the code shown in 
Figure 4 is a fragment of the one shown in Figure 1), and 
the weak updates presented here are very similar as the 
approaches adopted by PSE [21] and Xylem [7].The main 
difference between the two is whether to apply aliasing 
predicates during the analysis. The strong updates are 
able to exclude the spurious states generated at label 4. In 
contrast, the weak updates cannot, hence yield a false 
positive at label 2. 

What has been mentioned above is all covered in the 
function updateWitness. It accepts a statement st and a 
witness w as well as an execution state es, and computes 
a set of l-values that are copied by st to w, meanwhile 
there are some corresponding alterations in es. Table I 
defines this function for some statements; and it is 
identity for others. The notations are as follow: the term 
e0, e1 and e2 refer to arbitrary expressions in the canonical 
representation; a2 denotes a primitive address, and t2 
represents a allocative address; for a witness w and 
expression e1 and e2, w[e1/e2] denotes w in which every 
occurrence of e2 is replaced by e1, and es[e1/e2] has a 
similar meaning; Sub+(e), which is defined in Figure 5, 
represents a set that includes all the sub-expressions of 

expression e, and one can easily deduce that any element 
in Sub+(e) maps a prefix of the C expression that e 
corresponds to; *(e…#f) is used to represent either *e or 
*(e#f). The transformations at assignments are not 
repeated again for the idea behind them has been 
discussed above. Given branch condition *e1 == NULL, 
it is regarded as equivalent to assignment *e1 = NULL in 
case that it is a null check for the witness, then the 
witness is updated according to what occurs at 
assignment *e1 = NULL.  

B.  Execution State Transformations and Grouping 
Symbolic States 

In this subsection, we first talk about the function 
updateEState, which is used to perform the 
transformations for the execution state. It accepts a 
statement and an execution state, and then returns a set of 
possible execution states just preceding the statement. 

Table II defines this function for assignments and 
branch conditions; and it is identity for other statements. 
Given an execution state es which is of the form a 
formula, the notation Term(es) means a set that includes 
all the terms in es; and as shown in Figure 5 the sub-
expressions of each term in es together constitute 
Sub+(es). 

Similar as what changes happen to a witness, every 
term in an execution state is potentially updated due to 
the effect of an assignment statement. And in respect to 
the transformation that occurs at a branch condition such 
as e1 == e2, the updated execution state is of the form a 
conjunct which contains the branch condition and the 
predicates in the incoming state. In this way, our 
approach keeps correlation among different branches and 
achieves path-sensitive analysis.  

EXAMPLE 4. As shown in Figure 3, the symbolic 
state coming from the true branch of the if-else statement 
at label 8 cannot be propagated to the true branch of the 
if-else statement at label 5, for the branch condition 
contained in its execution state is invalidated by the 
statement at label 6. 

TABLE II.  
EXECUTION STATE TRANSFORMATIONS AT SOME STATEMENTS 

Statement Execution state transformation 

Assignment *e1 = e2 

es[e2 / *e1] 

if  *e1 ∈ Sub+(es) ∪ Term(es) 

es ∧ ( e0 != e1 ), es[e2 / *e0] ∧ ( e0 == el ) 
if  ∃ *e0 ∈ Sub+(es) ∪ Term(es)  

s.t. MayAlias(*e1, *e0) 

Branch 
condition e1 op e2 es ∧ ( e1 op e2) 

 

Figure 6. Simplification rules 
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Besides what has been mentioned above, in order to 
avoid an exponential blow-up of paths, our approach 
takes a measure that inspired by the forward analysis in 
ESP [4] to group the symbolic states. The function Merge, 
which is defined as follow,  

[ ]( ) { ,  ( )  |   }

            [ ] {  |    ( ) }

 [ ]s ss dMerge ss w es s w LVs

where ss d w s ss w witness s

ss w∈ ∅= < > ∈

= ∈ =

∨ ∧ ≠

∧
 

is used to accomplish the process. The term LVs means a 
set of l-value expressions in a procedure; witness(s) and 
es(s) are separately used to obtain the witness and 
execution state of a symbolic state s. This function 
accepts a set of symbolic states, and then groups the 
elements of the set based on the witness. All the 
execution states in one group are merged together to 
construct a formula by logical OR operation. For 
example, after the merging of < *e, e == NULL ∧ *ac == 0 > and  < *e, e == NULL ∧ *ac != 0 >, the 
symbolic state < *e, e == NULL > is obtained. 

C.  Simplification Rules 
After the above transformations, each predicate in an 

execution state can be evaluated to true, false or 
unknown according to some custom-defined rules; and 
furthermore, the formula can be validated, invalidate or 
simplified.  

Figure 6 shows a few of sampling rules used in our 
simplifier. The notations e1 and e2 refer to different 
arbitrary expressions in the canonical representation; and 
either a1 or a2 means a primitive address that denotes the 
address of a variable; t1 and t2 are distinct allocative 
addresses for different memory allocation sites; as for the 
symbols f, p and q, they are used to describe distinct 
offsets away from some base locations.  

Rule 1 is straightforward.  
Rule 2-3 hold the observation that no matter a 

primitive address or an allocation address is unique, since 
the memory locations allocated at different sites are 
disjoint and different variable are stored in distinct 
memory locations. Furthermore, Rule 4 denotes that the 
primitive address for any variable is never equal to 
NULL. But as for an allocative address, because of the 
potential failure of memory allocation, it is considered to 
be equal to NULL for conservation. Rule 5 keeps this 
idea and it is reasonable, for many develop standards (e.g. 
MISRA C [20]) demand there must be a null check after 
each dynamic allocation in C program.  

Rule 6 shows that for two offset expressions, as long 
as their offsets are different, no matter their bases are 
equal or not, they are distinct. 

Rule 7 is based on the fact that a conjunct with a pair 
of conflicting predicates is invalid and evaluated to false. 

Rule 8 demonstrates a kind of simplification method. 
That is for a conjunct with a predicate in the form of e1 == c1, it replaces the other occurrences of e1 in the 
conjunct with c1. Considering the conjunct shown in Rule 
8, after the replacement, if the constant c1 is really greater 
than the constant c2, then the conjunct is reduced to e1 == c1; otherwise it is evaluated to false, for its sub 
predicate c1 > c2 is invalid. 

 
Figure 7. Algorithm for inter-procedural analysis 
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Rule 9 takes a similar method of Rule 8 to do the 
simplification. 

What should be pay attention is that our approach 
repeatedly applies these simplification rules on a formula 
until a fix pointer is reached. 

D.  Inter-procedural Algorithm and Optimizations 
The algorithm for inter-procedural null-dereference 

analysis is presented in Figure 7. Our approach achieves 
to perform inter-procedural analysis in a context-sensitive 
manner through the way of partial transfer functions, or 
summary table [9, 10], with a few modifications to adapt 
backward traversal. The reason why partial transfer 
functions are used is that: an effective and classical way 
to do inter-procedural analysis is by means of transfer 
functions to summarize the behavior of procedures for all 
possible inputs [10]; however, for null-dereference 
analysis that relates to pointers, enumerating all the 
possible aliasing combinations for every input to form 
complete transfer functions is impractical, moreover, 
most of those combinations typically never occur in the 
program under test; thus we compute partial transfer 
functions to summarize the procedures for relevant inputs 
that occur in the program. 

The main idea behind the algorithm is as follow: 
suppose we are processing procedure foo and we 
encounter a call to another procedure bar. We would like 
to apply a transfer function to map the symbolic state s at 
the exit of bar to associated states that would result at the 
entry of bar after propagating s through the procedure 
(and its transitive callees). However, since the body of 

bar contains multiple statements, the transfer function 
must be generated dynamically by analyzing bar. This is 
done be maintaining and updating a summary table ∑ for 
bar. When a call to bar is encountered in foo with 
symbolic state s, the summary table for bar is consulted. 
If no corresponding summary information exits, the 
algorithm descends into bar to analyze it. A call stack CS 
is used to ensure context-sensitive processing of called 
procedure. After returning from bar, the algorithm saves 
the summary information to reuse in subsequent analysis.  

On reaching the entry of foo, the algorithm collects the 
symbolic states propagated here. If foo is not being 
analyzed in a specific context (i.e. the call stack is empty), 
the algorithm continues to propagate these states through 
all the predecessors of foo (and its transitive callers) until 
they can be validated or invalidated. This process is 
accomplished with the help of a container Γ. 

Because of the trade-off among efficiency, cost and 
accuracy, we take some optimization measures to 
determine the extent to which a symbolic state is explored. 

First, we bound the number of predicates in an 
execution state. To deal with this, we associate an age 
with every predicate, which is the number of statements it 
has been propagated through; we have a threshold k1, and 
drop (i.e. reduce to true) a predicate whenever its age 
increase beyond k1. The idea behind dropping old 
predicates is such an observation that branch correlations 
in paths typically occur between branches that are near 
each other in the code. What should be emphasized is that 
the root and aliasing predicates are never dropped. 

Second, we restrict the length of l-value expressions in 
a symbolic state. Another threshold k2 is used here. If the 
length of an l-value expression exceeds k2, we switch that 
expression to an abstract location. The abstract location 
representation is an identifier taken from a finite partition 
of all memory locations obtained from a pre-computed 
flow-insensitive points-to analysis. This representation is 
less precise, since a single abstract location may represent 
a set of memory locations. We use abstract locations to 
ensure termination of the analysis (e.g. on programs with 
recursive data structures).  

Beside the above two, we group the symbolic states 
propagated to the same point in the program. This process 
has been discussed in section III.B and will be not 
repeated again here. 

IV. EXPERIMENTAL EVALUATION 

A. Experimental Setup 
We have implemented a prototype of our approach as 

an extension of Defect Test System (DTS), which is a 
general automatic bug-detection framework for C 
programs, especially GCC programs. In the next 
subsection, to estimate the effectiveness and the accuracy 
of our approach, we conduct two experiments to compare 
it with the original approach that DTS used to perform 
null-dereference detection. That approach depends on a 
forward interval analysis and has been verified as a 
reliable approach [11]. All the two experiments are run 
on a dual-processor 1.80GHZ Pentium E2160 with a 2GB Figure 8. Experimental sample code.  
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physical memory, and have been measured with enough 
repetitions to avoid mistakes. Besides, for simplicity, the 
notation DTS-F and DTS-B are used to respectively 
indicate the approach that DTS ever used and the 
approach that we propose in this paper. 

B. Experimentation Analysis and Discussion 
EXPERIMENTAION 1. We first select some sample 

codes inserted with null-dereference bugs manually as 
experimental object to prove the effectiveness of our 
approach in some extent. 

There are four inspection points in the sample code 
that is demonstrated in Table III. The BP entries denote 
which one is confirmed as a genuine bug by artificial 
identification. As shown in Table III, DTS-F reports three 
bugs at L9, L21 and L22, among which the first two are 
both false positives. Since DTS-F takes a conservative 
measure to deal with the aliasing situation, it believes that 
the value of y at L9 may be NULL, therefore leading to a 
false positive. Due to the context-insensitive manner 
taken by DTS-F to do inter-procedural analysis, it cannot 
distinguish the distinct context conditions at different call 
sites, and then it asserts not only the invoking at L22 but 
also the one at L21 causes a null-dereference bug inside 
of procedure f2. By contrast, DTS-B finds the genuine 
bug at L22 with no false positive, which owns to strong 
updates in presence of aliasing and inter-procedural 
analysis in a context-sensitive manner. 

 EXPERIMENTAION 2. In this part, to investigate 
the capability of DTS-B that detects null-dereference 
bugs in practice, we apply both DTS-B and DTS-F on 5 
open source benchmarks. We believe all the benchmarks 
to be challenging and interesting, since they all contain 
many complex structures.  

The experimental result is presented in Table IV, in 
which: the LINE(s) entries indicate the total lines of 
source code; the term REP and DEF respectively denote 
the number of bugs reported by an approach and the 
corresponding number of genuine bugs identified by 
manual confirmation; the FPR entries represent the false 
positive rate of an approach, whose computational 
formula is FPR=(REP-DEF)/REP*100% ; and the FNR 
entries show the false negative rate of an approach, 
whose computational formula is  

   
FNR(DTS-F)=

OTHER(DTS-B)/(DEF(DTS-F)+DEF(DTS-B)-SAME)*100%
 

and  
FNR(DTS-B)=

OTHER(DTS-F)/(DEF(DTS-F)+DEF(DTS-B)-SAME)*100%
. 

According to the statistics, there are 100725 lines of 
source code together in all the benchmarks. DTS-F 
reports 377 bugs with 321 bugs identified, whereas DTS-
B finds 405 bugs with 365 bugs confirmed. In contrast, 
DTS-B detects 13.71% more bugs (365 → 321); and its 
FPR drops by 4.98%, meanwhile its FNR decreases by 
9.26%. All those imply that DTS-B can improve the 
accuracy of detection. Some details are given below.  

No surprising, both the approaches find some common 
bugs. For instance, such kind of bug “p = malloc(); *p 
= …;”, which means that there exists no null check 
between a memory allocation and its relevant dereference 
operation, is frequently detected. Moreover, DTS-B 
eliminates some false positives and also finds some fresh 
bugs unknown before. Considering the code fragment 
presented in Figure 9, at line 99 in file antiword-
0.37/worddos.c, DTS-F reports a null-dereference bug 
that occurs inside the callee vGetPropertyInfo, for its 
second actual parameter is NULL. But in fact, this bug 
can happen only when the second parameter is NULL and 
meanwhile the last parameter is equal to 7 or 8. Owing to 
context-sensitive inter-procedural analysis, DTS-B 
eliminates this false positive. As for the dereference 
operation at line 384 in Figure 10, DTS-B excludes its 
possibility as a null-dereference bug, since the false 
branch condition of if statement at line 379 ensures that 
the value of pAnchor cannot be NULL. What is shown in 
Figure 11 is a genuine bug found by DTS-B, whereas 
DTS-F neglects it falsely. That is a NULL value held by 
psys may flow into the statement at 682 through the true 
branch of if statement at 665. 

We also analyze the false positives introduced by 
DTS-B and have found some typical reasons. Specific 
structures applied in the test code give rise to some false 
positives. For instance, in file /barcode-0.98/code128.c, 
there exists an array variable codeset consisting of over 

100 members, which causes several analyses failed. Some 

TABLE III.  
RESULT OF EXPERIMENTATION 1 

LOC BP DTS-F DTS-B 

L7 N   

L9 N R  

L21 N R  

L22 Y R R 

File: antiword-0.37/worddos.c
In caller procedure iInitDocumentDOS at line 70
99: vGetPropertyInfo(pFile, NULL, 

NULL, 0, NULL, 0); //false positive

File: antiword-0.37/perperties.c
In callee vGetPropertyInfo at line 17
17: void
18: vGetPropertyInfo(FILE *pFile, const pps_info_type *pPPS,

const ULONG *aulBBD, size_t tBBDLen,
const ULONG *aulSBD, size_t tSBDLen,
const ULONG *aucHeader, int iWordVersion)

22: {

......
37:       switch (iWordVersion) {

...... 
83:          case 6:
84:          case 7:
85:               vGet6Stylesheet(pFile, pPPS->tWordDocument.ulSB,
86:                        aulBBD, tBBDLen, aucHeader);

...... 

Figure 9. One false positive eliminated by DTS-B 
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other false positives are mainly due to optimization 
measures taken by DTS-B viz. dropping aged predicates 
and abstracting overlength l-values. Those usually happen 
when recursive data structures are encountered. Given the 
efficiency of our approach proposed in this paper, these 
accuracy losses can be acceptable. 

In summary, the experimental results demonstrate the 
effectiveness of the approach proposed in this paper, and 
show that it is scalable to large real programs with 
reasonable accuracy.  

V. RELATED WORK 

Many approaches and tools [1, 2, 5, 7, 13, 24] have 
been developed for analyses for null dereference and 
similar safety properties. From the vast literature 
covering this space, we briefly review some of the 
relevant related work. 

Xylem [7] is the most closely related approach to ours, 
though it targets null-dereference analysis of Java 
program. Our approach has several attributes that are 
inspired by Xylem: a backward dataflow analysis from 
each dereference, predicates as dataflow facts, custom-
defined simplification rules for predicates rather than a 
constraint solver. Compared to Xylem, our technical 
innovation is in terms of how we perform strong updates 
instead of weak updates in presence of aliasing; strong 
updates are required for better precision in null-
dereference analysis. 

Salsa [3], also proposed by Xylem’s authors, is an 
approach that aims at sound null-dereference verification. 
It is based on abstract interpretation and gradually 
expands the inter-procedural scope of analysis to 
establish the safety of a dereference. The goal of Salsa is 
to show the absence of bugs. But it may often report 
many spurious warnings (or false positives). By contrast, 
our approach focuses on bug detection to identify as 
many bugs as possible and it emphasizes not on reporting 
all potential bugs, but on reducing false positives. The 
two kinds of approaches represent different trade-offs and 
can be complementary.  

FindBugs [14] is a widely used tool for Java that has 
paid particular attention to finding null dereference bugs 
[15]. FindBugs pattern-matches on constructs that are 
common sources of certain error classed and performs 
some data-flow computation. As our approach is target 
for C programs, it is not possible to do a direct 
comparison. Nevertheless, it is clear that FindBugs would 

not find the many path-sensitive, inter-procedural, and 
aliasing-dependent bugs that our approach uncovers. 

Similar as our approach, PSE [21] performs a 
backward symbolic analysis with the goal of tracing back 
null-dereference bugs and disprove such bugs. But PSE 
does not represent the entire path condition, and 
sometimes falls back to abstract representations of the 
heap. 

Strom and Yellin [5] define a partially path-sensitive 
backward dataflow analysis for checking typestate 
properties, specifically uninitialized variables. By 
comparison, our approach is able to track a value 
backward through pointer-based data structures and 
handle memory aliasing. And our approach prunes out 
infeasible paths through evaluation of predicates.  

Prefix [1] can detect possible null-dereference bugs in 
C and C++ programs by symbolic simulation. Like our 
approach, Prefix uses procedure summaries for scalability 
and is path-sensitive. However, Prefix explicitly explores 
paths one at a time, which is expensive for procedures 
with many paths. Heuristics limit the search to a small set 
of “interesting” paths. In contrast, our approach implicitly 
represents all paths using predicate constraints and path 
exploration is as part of predicate evaluation.  

Xie et.al. [8] present similar approaches for detecting a 
broad class of memory errors. Their approaches feature a 
bottom-up analysis of procedures to compute summaries, 
and a forward path-sensitive analysis within each 

 
Figure 10. Another false positive eliminated by DTS-B 

TABLE IV.  
RESULT OF EXPERIMENTATION 2 

PROJECT LINE(S) 
DTS-F DTS-B 

REP DEF SAME OTHER FPR FNR REP DEF SAME OTHER FPR FNR
antiword-0.37 20213 49 43 39 4 12.24% 0 39 39 39 0 0 8.16%

barcode-0.98 3409 6 6 5 1 0 27.27% 10 8 5 3 0.2 9.09%

spell-1.0 1991 39 21 21 0 46.15% 7.84% 33 25 21 4 24.24% 0 

sphinxbase-0.3 22517 110 97 94 3 11.82% 15.86% 129 117 94 23 9.30% 2.07%

uucp-1.07 52595 173 154 148 6 10.98% 12.79% 194 176 148 28 9.28% 2.74%

total 100725 377 321 307 14 14.85% 12.21% 405 365 307 58 9.88% 2.95%
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procedure that prunes out infeasible paths. By contrast, 
our approach performs a backward analysis within each 
procedure to do the bug detection. 

Some approaches attack null dereferences using user 
annotations on procedure parameters and local checking 
of each procedure body. LCLint [16] uses an unsound 
method to check the safety of dereferences of parameters 
annotated as may-be-null. More recent annotation-based 
systems are much closer to being sound [17, 18]. Current 
annotation languages, which mark a single parameter as 
possibly null or definitely not null, are not expressive 
enough to capture the more path-sensitive and inter-
procedural relationships.  

Model checking [2, 13, 22, 23] is used to check a 
number of safety properties, involving null dereferences. 
Saturn [2] and Calysto [13] generate constraints in 
propositional logic and use Boolean satisfiability solvers 
to discharge the constraints. Scalability of the techniques 
depend both on the scalability of the underlying SAT 
solvers as well as carefully tuned heuristics which keep 
the size of the constraints small. Notably, Saturn 
computes modular summaries to enable inter-procedural 
summary-based analysis. Similar measure is also taken 
by our approach. Whereas Calysto does not perform 
summary-based inter-procedural analysis, but makes use 
of inlined callee representations instead.  

VI. CONCLUSION AND FUTURE WORK 

For identifying null-dereference bugs, we have 
presented an approach that is based on backward 
dataflow analysis. Owing to aliasing predicates, this 
approach can perform strong updates in presence of 
aliasing, thus eliminating many false positives. In 
addition, the other designed features, for instance context-

sensitive inter-procedural analysis, have also contributed 
to improve precision. We have implemented this 
approach, and applied it on a set of 5 open source GCC 
benchmarks. The preliminary experimental results verify 
the effectiveness of this approach, and show that it is 
suitable for exploring large real programs with reasonable 
accuracy. Future work will be guided by the objective of 
continuing to improve the efficiency of the approach, 
while still remaining its precision. In particular, we would 
like to investigate techniques to deal better with 
references to arrays and recursive data structures. Besides, 
we would also like to investigate applications of our 
approach to check problems other that null-dereference 
analysis. 
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Abstract—In this paper, we introduce a novel fuzzy method 
which is combined fuzzy relation, interaction probability 
values and hub structure to detect sub-communities in 
complex networks. We apply our method on yeast protein-
protein interaction network to identify the protein 
complexes. Compared with traditional method, more 
protein complexes have been identified by this new fuzzy 
method. Meanwhile, we evaluate our method on two real 
social networks. The experimental results show that our 
method works well and give a reasonable understanding of 
these communities.  
 
Index Terms—Complex networks, fuzzy clustering, sub-
communities, protein complexes, PPI networks. 
 

I.  INTRODUCTION 

A community structure or module, which consists of 
groups of vertices with dense connections, is an important 
feature in complex networks. It plays a significant role in 
analysis of complex networks. Different communities 
often correspond to different functional organizations. [1] 
For instance, in protein-protein interaction (PPI) networks, 
sub-communities are topological expression of protein 
complexes; in social networks, we can snoop the 
groupuscule according to the sub-structure of networks. 
Therefore, detecting sub-communities can enhance our 
understanding of the whole network and its functional 
modules. In the past several decades, various methods for 
sub-community detection were proposed. Especially in 
bioinformatics, some famous algorithms were applied to 
identify protein complexes from PPI networks. The 
simplest representation of PPI networks takes the form of 
a mathematical graph consisting of nodes and edges. 
Proteins are represented as nodes and edges represent 
physical interactions between proteins. Protein complexes 
are groups of proteins that interact with each, so they are 
usually dense sub-communities in PPI networks. 
Therefore, density-based clustering methods are widely 
applied for identifying protein complexes. [1-3]. The 
most popular density-based clustering method is the 
Clique Percolation Method (CPM) proposed by Palla et al. 

[1] for detection of overlapping protein complexes as k-
clique percolation clusters. A k-clique is a complete full 
connected sub-network of size k. Based on CPM, a 
powerful tool named CFinder for identifying overlapping 
protein complexes has been developed by Adamcsek et al. 
[2]. 

In general, less protein complexes can be identified 
for larger values of k. The authors of CPM suggest using 
the values of k between 4 and 6 to analyze PPI networks. 
However, mining fully connected sub-networks is too 
restrictive in dealing with real biological networks. There 
are many other topological structures that may represent a 
protein complex in a PPI network, such as the star shape, 
the linear shape, and the hybrid shape which are shown in 
Fig. 1. Therefore, if we just identify the fully connected 
sub-networks, we will miss lots of protein complexes 
with the shape described above and the amount of 
identified protein complexes will decrease.  

 

 
Figure 1.  Projection of selected yeast MIPS complexes.  

To overcome this problem, we combine the fuzzy 
relation clustering method with the graph model.  Since 
the fuzzy set theory was proposed by Zadeh in 1965, it 
has been applied in many fields[4-6]. Fuzzy relation can 
effectively describe the uncertainty information between 
two objects, like the concepts “similar” and “different” 
[7]. Thus we establish a fuzzy relation model between 
every pair of nodes in the network and use the operations 
of fuzzy relation to obtain sub-networks. However, we 
cannot ignore the original structure of the network which 
contains important information for clustering analysis. 
That’s why we consider the sub-networks obtained from 
fuzzy relation model as the skeleton and calculate the 
interaction probability of each node to identify the 
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overlapping and non-overlapping sub-networks. In these 
sub-networks, some protein complexes exist.  

We applied the method on yeast PPI network and 
compared with the clique percolation method. For the 
same data, more protein complexes have been identified. 
We also applied our method on two social networks. The 
results showed our method work well for detecting sub-
networks and give reasonable understandings of these 
social communities. 

II.   THEORETICAL BACKGROUD 

A.  Topological Properties of PPI Networks 

It is important to describe the topological and 
dynamic properties of various biological networks in a 
quantifiable manner. The literature on topological 
analysis of real networks is vast; therefore in this chapter 
we just give a briefly discussion on the related concepts 
and properties. Comprehensive reviews can be found 
in[8][9]. Here, we give an example of one part of the 
yeast PPI network in Fig. 2 by which we can understand 
these concepts better. 

 

 
Figure 2.  An example of protein-protein interactions network in yeast. 

from www. visualcomplexity .com 

Definition 1 A graph (or network) is a ordered pair G = 
(V, E), where 
(i) V = {v1, v2,…, vn}, V ≠Ø , is called the vertex or node 
set of G; 
(ii) E = {e1, e2,…, em} is the edge set of G in which ei = 
{ vj, vt} or <vj, vt> is the edge linking two nodes vj and vt.  
 
Definition 2 The two nodes linked by one edge are called 
adjacent nodes; the edges linking these node are called 
adjacent edges. 
 

Networks are naturally represented in matrix form. 
A graph of N nodes is described by an N×N adjacency 
matrix A whose non-zero elements aij indicate 
connections between nodes i and j. For undirected 
networks, a non-diagonal element aij of an adjacency 
matrix is equal to the number of edges between nodes i 
and j, and so the matrix is symmetric. In our method, 
adjacency matrix is used to calculate the similarity 
between two different nodes. 

 
Definition 3 The edge clustering coefficient [10] is 
defined as the number of triangles which really include 
this edge divided by the number of all triangles which 

possibly include this edge. Let Ku and Kv be the degrees 
of nodes u and v respectively. Then the clustering 
coefficient of the edge linking u and v is 

  
(3)
,(3)

, min{ 1, 1}
u v

u v
u v

Z
C

K K
=

− −
, 

where 
(3)
,u vZ  means the number of triangles built on the 

edge. However, this definition is not feasible when the 
network has few triangles. Errors will occur when the 
number of possible triangles is zero. To avoid this 
limitation, Sun et al. [11] modified the definition of edge 
clustering coefficients by calculating the common 
neighbours instead of the triangles. Thus a new definition 
of edge clustering coefficient is given: 
 

,

1v u
u v

v u

N N
C

N N

+
=

∩
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where Nv and Nu represent the sets of neighbours of nodes 
v and u respectively. Cu,v is a local variable; it quantifies 
how similar the two nodes v and u are connected by the 
edge eu,v. If there is no edge between node v and u, then 
we consider Cu,v = 0. If v and u are the same node, then 
we let Cu,v = 1. From the definition we can see that the 
larger the value is, the more similar the two nodes are. In 
our method we use Cu,v to calculate the similarity value 
between two proteins in PPI networks and transfer the 
adjacent matrix of PPI networks into a similarity matrix. 
We then use the fuzzy relation method in clustering 
analysis to find the sub-networks, which are possibly 
protein complexes in PPI networks.   

B.  Fuzzy Relation 

Fuzzy relation is also proposed by Zadeh. In this 
section we will give some introduction on fuzzy relation 
theory. The letter ‘R’ can denote not only a fuzzy relation, 
but also a fuzzy matrix based on the fuzzy relation. 

 
Definition 4 Let U and V be nonempty sets. A fuzzy 
relation R∈ F(U × V) is a fuzzy set of the Cartesian 
product U × V, F(U × V) is the set of all the fuzzy 
relations of  U×V.  
 

Before doing clustering analysis based on fuzzy 
matrix, we have to make sure the fuzzy relation is a fuzzy 
equivalence relation. Here, we give the definition of 
fuzzy equivalence relation and fuzzy equivalence matrix. 
 
Definition 5 Let ( )R F U U∈ × . R is a fuzzy equivalence 

relation if it satisfies the following conditions: 
 
(1)Reflexivity: , ( , ) 1u U R u u∀ ∈ = ; 

(2)Symmetry: ( , ) , ( , ) ( , )i j i j j iu u U U R u u R u u∀ ∈ × = ; 

(3)Transitivity: 2R R⊇ . 
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If U is finite, then the fuzzy relation R on U can be 
expressed by fuzzy matrix, which is called a fuzzy 
equivalence matrix. 
 
Theorem 1 Let R be a fuzzy similarity matrix, then there 
is a smallest nature number k (k≤ n) such that t(R) = Rk. 
On the other hand, for any l greater than k, we always 
have Rl  = Rk. 
 

The above theorem suggests t(R) is a fuzzy 
equivalence relation and the fuzzy matrix based on it is a 
fuzzy equivalence matrix. We can transfer a fuzzy 
similarity matrix to a fuzzy equivalence matrix by 
computing the transitive closure t(R). For simplicity, we 
use the method of squares to compute t(R):  
 

2 4 2... ...kR R R R→ → → → → , 
 
If i i iR R R=� , then iR is the transitive closure t(R).  
 

Definition 6   Let ( )ij n mR r ×= , [0,1]λ∀ ∈ , we have 

( ( ))ij n mR rλ λ ×= , where 
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We call Rλ  theλ cut matrix of R, and if  
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ij

ij
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r
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λ
λ

λ
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then we call Rλ  the strongλ cut matrix of R. If this 

section, we apply strong cut set to transfer a fuzzy matrix 
to a Boolean matrix for clustering sub-networks.  

Now we know that, by using fuzzy matrix to 
perform clustering, the fuzzy matrix should be a fuzzy 
equivalence matrix. In practice, mostly fuzzy matrices 
established are fuzzy similarity matrices, thus we need to 
compute its transitive closure by the method of squares. 
After we obtain its transitive closure, we need to transfer 
it to a Boolean matrix by computing itsλ -cut matrix. 
Here we give more details about how to use fuzzy 
relation matrix to perform clustering analysis. The steps 
of fuzzy clustering are as follows: 
1. Data normalization. 
2. Establishing fuzzy similarity matrix. 

Remark 1: After normalization of observation values, we 
can establish fuzzy similarity matrix via computing the 
similarity relation between any two samples. For different 
node i and j, we compute the similarity value between 

them, which should satisfy 0 1ijr≤ ≤ , i, j = 1, 2, …, n. 

Then we obtain a fuzzy similarity matrix R which shows 
the similarity between every pair sample: 

11 12 1

21 22 2

1 2

...

...

... ... ... ...

...

n

n

n n nn

r r r

r r r
R

r r r

 
 
 =
 
 
 

. 

Remark 2: In our problem we apply the clustering 
coefficient defined by Sun et al. [11] based on the 
interaction matrix of a network which we have introduced 
in Definition 3. 

3. Computing the transitive closure of the fuzzy 
similarity matrix via the method of squares. 

4. Transforming the transitive closure to a Boolean 
matrix via computing the λ -cut matrix. The 
Boolean matrix is the skeleton of clustering result. 

III.   METHODS 

In this part we introduce our method on 
identification of protein complexes. We combine fuzzy 
relation clustering analysis with IP value and hub 
structure in sub-networks, which we call the FRIPH 
method. 

We can obtain the cluster skeleton of a PPI sub-
network via the Boolean matrix transformed from the 
transitive closure of a fuzzy similarity matrix. Some 
protein complexes may be in these clusters. However, 
some protein complexes are overlapping on each other, 
which means each protein may be involved in multiple 
complexes. This is particularly true for protein interaction 
networks for most proteins having more than one 
biological function. For instance, there are 2750 proteins 
in the CYGD database [12], however the amount of 
protein complexes is 8931. Thus, it is very significant to 
identify overlapping protein complexes. Li et al. [13] 
proposed a new concept, Interaction Probability IPvi

 , to 
measure how strongly an outside vertex v connects to 
another sub-network which doesn’t contain v.  Interaction 
probability IPvi of any vertex v with respect to any sub-
network i of size

iV  is defined as 

 

vi
vi

i

E
IP

V
= , 

 

where viE is the number of edges between the vertex v 

and the sub-network i. As shown in Fig. 3 below, the IPvi 
of the vertex v to the sub-network i is 0.5. 

For every vertex v in the original PPI network, we 
calculate its IPvi in all sub-networks, i =1, 2, 3, …, m. 
Suppose vertex v is in sub-network j. If sub-network i has 
the greatest IPvi with vertex v, then v can be  
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.  

Figure 3.  The interaction probability IPvi of a vertex v with respect to                  
the sub-network i is 0.5 

“added” to sub-network i, thus sub-network i will overlap 
with sub-network j.  To summarize,  
 
If max( ), 1,2,...,vi vk

k
IP IP k m= = , then v is also in sub-

network i. 
 

However, sometimes vertex v has the same greatest 
IP value with several sub-networks. In this situation, we 
need to compare the nodes connected to vertex v in these 
sub-networks. If vertex v is connected with a hub in sub-
network i, then v can be also in sub-network i. Fig. 4 
show a hub structure in PPI networks. 
 

 
Figure 4.  The hub structures in PPI networks. 

The algorithm FRIPH can be divided into the 
following steps: 1. Generate an adjacency matrix from 
PPI data. 2. Choose a suitable method to compute 
similarity between each node in the network. 3. Compute 
transitive closure of the fuzzy matrix. 4. Transform the 
transitive closure to Boolean matrix via λ -cut matrix. 5. 
Compute IP values and compare hub structure in the 
original network to make sub-networks overlap.  

IV  RESULT AND DISCUSSION 

Firstly, we apply our method to two social networks. 
The first one is Zachary’s karate club network. The 
second one is network of American college football 
teams. We aim to identify the non-overlapping sub-
networks in the two networks. We use visualized the 
networks structure by “Cytoscape” which is a network 
visualization software and can be download from the 
website www. cytoscape .org.  

A. Zachary’s Karate Club Network 

This is a widely used data as a test example for 
methods of identifying sub-networks in complex 
networks. In this data, there are 34 nodes representing 34 
people. Zacahry observed them for more than 2 years. 
During this study, a disagreement developed between the 
administrator (node 34) of the club and the club’s 
instructor (node 1), which ultimately resulted in the 
instructor’s leaving and starting a new club, taking about 

a half of original club members with him. Zachary 
constructed the network between these members in the 
original club based on their friendship with each other 
and using a variety of measures to estimate the strength 
of ties between individuals. Fig. 5 shows the graph of the 
network. There are 78 edges and two non-overlapping 
sub-networks in the graph, representing two groups of 
people with the administrator (circle label) and the 
instructor (square label). We apply our FRIPH to try to 
identify the two groups. 

Following the step of FRIPH described in Figure 4.8, 
we separated the original networks into two sub-networks 
and two single nodes when we choose the value of λ  as 
0.75. Fig. 6 shows the result we obtain.  

Comparing Fig. 6 with the original network in Fig. 5, 
the instructor group is perfectly separated from the 
original network. For the administrator group, node 10 
and node 28 are not in the group but as two single points. 
The remaining nodes are all in administrator’s group. 
Then we calculate the IP values of node 10 and node 28. 
For node 28 in Figure 5, it is connected with nodes 34, 24 
and 25, which all belong to administrator’s group; only 
node 3 belongs to instructor’s group, thus the IP value of 
node 28 in administrator’s group is greater than that of 
node 28 in instructor’s group. Node 28 should belong to 
administrator’s group. For node 10, it is just connected 
with nodes 34 and 3. However, node 34 is the 
administrator which is the hub of that group. Therefore, 
node 10 also belongs to administrator’s group. From the 
result of karate club data, the FRIPH method detects the 
two sub-networks correctly. However, the edges in the 
sub-networks are totally changed; these new edges have 
no meaning in the sub-network. But they have no effect 
on the correctness of groups of sub-networks. 
 

 

Figure 5.  Zachary’s karate club network. 

 
Figure 6.   Sub-networks of Zachary’s karate club network, obtained by 

FRIPH 
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B. American College football teams Network 

The second social network we test is the network of 
American college football teams which represents the 
game schedule of the 2000 season of Division I of the US 
college football league. In this data set, there are 115 
nodes representing the teams and 613 edges presenting 
games played in the course of the year. The teams are 
divided into 12 conferences containing around 8-12 teams 
each. We apply our method on this data set and obtain the 
result showed in Fig. 7. However, the result is not 
satisfactory.  We make a comparison with the result of 
[14] which is considered as a good one and shown in Fig. 
8. For our result most nodes in the last three sub-networks 
belong to the Sunbelt conference and should be in the 
same group of the grey points in Fig. 8, but they divide 
into three sub-networks and group with members of the 
Western Athletic conference. This happens because the 
Sunbelt teams played nearly as many games against 
Western Athletic teams as they did against teams in their 
own conference. Thus our method fails in this case. 
Meanwhile, there are 8 points which cannot be grouped 
in any sub-networks. In Fig. 8, the same problem exists 
and these points are shown in red colour. That’s because 
these nodes generally connect evenly with more than one 
community, thus our method cannot group them into one 
specific sub-network correctly. These nodes are the 
“fuzzy” nodes which cannot be classified correctly by the 
current edge information. Generally, these points play a 
“bridge” role in two or more sub-networks of the original 
network.       

 

Figure 7.   Sub-networks of American college football team network, 
obtained by FRIPH. 

 
Figure 8.  Sub-networks of American college football team network in 

[14].  

C.  Application to Identify Protein Complexes 

Identification of protein complexes from PPI 
network is crucial to understanding principles of cellular 
organisation and predicting protein functions. Han et al. 
[9] have shown that sub-networks such as cliques and 
near-cliques indeed represent functional modules or 
protein complexes. Thus identification of sub-networks 
from a complex network becomes an important issue.  

In this section, we apply our method on the protein 
interaction network of Saccharomyces cerevisiae, which 
was downloaded from the MIPS database [15] and make 
a comparison with the popular software CFinderAfter 
removing all the self-connecting interactions and repeated 
interactions, the final network includes 4546 yeast 
proteins and 12319 interactions. The network diameter is 
13 and the average shortest path length is 4.42. According 
to theannotate in MIPS database for Sacchromyces 
cerevisiae, there are 216 protein complexes identified by 
experiment, which consist of two or more proteins. The 
largest complex contains 81 proteins, the smallest 
complex just contains 2 proteins and the average size of 

all the complexes is 6.31.  
To evaluate the effectiveness of FRIPH for 

identifying protein complexes, we compare the predicted 
clusters with known protein complexes in the MIPS 
database. There are 216 manually annotated complexes 
which consist of two or more proteins. We use the 
scoring scheme which is also applied in [16]and [17] to 
determine how effectively a Predicted Cluster (Pc) 
matches a Known Complex (Kc). The overlapping score 
between a predicted cluster and a known complex is 
calculated by the following formula: 

 
2

( , )
Pc Kc

i
OS Pc Kc

V V
=

×
, 

 
where i is the number of nodes which are the intersection 
set of size of predicted cluster and known complex, 

PcV is the size of predicted sub-network and KcV is the 

size of known complex. If a known complex does not 
have the same protein in a predicted sub-network, then 
the overlapping score is 0, and if they perfectly match 
with each other, the overlapping score is 1. A known 
complex and a predicted cluster are considered as a match 
if their overlapping score is larger than a specific 
threshold. The number of matched known complexes 
with respect to different overlapping score threshold is 
shown in Fig. 9 and Table 1 
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Figure 9.  The number of known complexes matched by predicted sub-
networks of FRIPH and CFinder with respect to different 

parameters and overlapping score.  

As shown in Fig. 9 and Table 1, CFinder obtains 
best matching when k = 3. The number of known 
complexes matched to the predicted sub-networks 
detected by CFinder using k = 3, 4, 5, 6 are 55, 43, 20 and 
11 with respect to OS(Pc, Kc) = 0.2. The number of 
matched protein complexes decreases as k increases. In 
the work of Zhang et al.[18] and Jonsson et al.[19], this 
result was also deduced. That’s because when k is 
determined, CPM just identifies the complexes which 
contain k or more proteins. For the FRIPH method, when 
λ=0, the PPI network doesn’t change and all the nodes are 
in the same group. As λ increases, the number of matched 
complexes increases. When λ = 0.9, FRIPH obtains the 
best result and the number of matched complexes whose 
overlapping score is larger than 0.5 is stable. That is 
because when λ is increasing, the number of single 
proteins is increasing, thus the protein complexes with 2 
or 3 proteins can be found much easier out of the original 
PPI network.  

V.  CONCLUSION 

In this paper, we proposed a novel method which 
combines the fuzzy clustering，interaction probability as 
well as hub structure to identify the overlapping and non-
overlapping community structures in PPI networks, then 
to detect protein complexes in these sub-networks. Our 
method is based on both the fuzzy relation model and the 
graph model. Fuzzy theory is suitable to describe the 
uncertainty information between two objects, such as 
‘similarity’ and ‘differences’. Additionally, the original 
graph model contains significant clustering information, 
thus we can not ignore the original structure of the 
network, but combine it with the fuzzy relation model. 
We applied the method on yeast PPI network and 
compared with CFinder. For the same data set, 
eventhough the precision of matched protein complexes 
is lower than CFinder, we detected more protein 
complexes. We also tested our method on two social 
networks. The results showed that our method works well 
for detecting sub-networks and gives a reasonable 
understanding of these communities.        
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Abstract—In order to improve the reliability of remote 
calibration system, a task-constraint-based access control 
model named TCBAC is presented according to the 
characteristic of remote calibration system. TCBAC 
conducts access control according to task. It defines 
authorization constraints and execution constraints by the 
characteristics of task and the relation among tasks. Users 
can obtain a task authorization only when the authorization 
constraint is satisfied, and can execute a task only when the 
execution constraint is satisfied. The performance of 
TCBAC is analyzed by applying it to a remote calibration 
system and comparing it with DAC, MAC and RBAC which 
are commonly used access control models at present. The 
results show that TCBAC has the advantages of considering 
context and dynamics, it more fully satisfies the principle of 
least privilege and the principle of separation of duty and 
has good expansibility.  
 
Index Terms—access control, remote calibration, metrology, 
instrument, task 
 

I.  INTRODUCTION 

Calibration is a kind of behavior which ensures the 
normal operation of measuring instrument [1]. It concerns 
industrial and agricultural production, national defense 
construction, scientific experiments, domestic and foreign 
trade and the health and safety of the people. With the 
development of measurement, computer and network 
technologies, remote calibration technology rises 
gradually and has become a research hotspot [2]. Remote 
calibration technology strongly extends measurement 
assurance program, greatly shortens calibration time, and 
realizes the high efficiency and low cost of calibration 
work.  

Some kinds of remote calibration system have been 
presented at present, such as remote calibration system of 
resistor [3][4], remote calibration system of pressure 
sensor [5], remote calibration system of temperature 
sensor [6], general remote calibration platform based on 
Internet [7], etc. These remote calibration systems solve 
the technical problems of realizing remote calibration 
operation, but don’t fully consider the reliable problems 
of remote calibration operation. Reliability directly 

affects the practicability, popularization and application 
of remote calibration system. It’s a key problem must be 
solved in the development of remote calibration system. 

Access control technology is used to divide the 
permission of operator and prevent from abusing 
permission. It ensures calibration operation can be 
completed safely and reliably. It’s an important part of 
reliable technology for remote calibration system. 
Traditional access control technology mainly includes 
DAC, MAC and RBAC at present [8][9][10]. But remote 
calibration system is a kind of multiple task system which 
is used to complete calibration operation and related 
auxiliary operation, these traditional access control 
technologies can’t closely connect with the task operation 
of remote calibration system because of their static 
authorization mechanism, then the fine granularity access 
control can’t be conducted and some safety problems are 
caused. So it’s very important to build the dynamic 
access control mechanism which can closely connect with 
the task of remote calibration system and conduct fine 
granularity access control according to calibration task. 

Aiming at these problems, a task-constraint-based 
access control model named TCBAC for remote 
calibration system is presented. TCBAC closely connects 
with the task of remote calibration system, conducts fine 
granularity access control according to calibration task 
and considers the dynamic change of task. So it has good 
safety and can improve the reliability of remote 
calibration system. 

II.  BASIC STRUCTURE AND ACCESS CONTROL ANALYSIS OF 
REMOTE CALIBRATION SYSTEM 

A.  Basic Structure 
The basic structure of remote calibration system is 

shown in Fig. 1. The calibration method by the structure 
is described as follows: The user of metrology institution 
carries out the operations of sending command and 
receiving result through the Internet, and the user of 
calibration site carries out corresponding operations by 
receiving control commands and feeds back results to the 
user of metrology institution. 
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Figure 1.  The basic structure of remote calibration system 
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Figure 2. Task instance 

B.  Access Control Analysis 
Remote calibration system has the characteristic of 

multiple tasks. The main tasks of remote calibration 
system include information registration, information audit, 
instrument information management, calibration 
application management, calibration process management 
and calibration result management, etc. Some large tasks 
also contain multiple child tasks. 

The access control mechanism of remote calibration 
system is very important to the reliability of calibration 
operation in open network environment. For the remote 
calibration system which has the characteristic of 
multiple tasks, the access control mechanism needs to 
guarantee that a user can do which tasks and can’t do 
which tasks and every task operation has a corresponding 
user, achieves the traceability of the running of remote 
calibration system, then improves the reliability of remote 
calibration system. So it needs to build a dynamic access 
control model based on task. The model needs to meet the 
following requirements: 

(1) The principle of least privilege. The principle of 
least privilege means that the permissions which a user 
has can’t exceed the permissions which the user uses to 
execute the task. In a remote calibration system, it means 
restricting the permission of a user extremely to ensure 
the safety of remote calibration system under the 
precondition that calibration task can be completed 
successfully. 

(2) The principle of separation of duty. The principle 
of separation of duty means achieving the goal of 
supervising each other by assigning tasks reasonably. In 
remote calibration system, the first use of the principle is 
to ensure the correctness of remote calibration operation , 
the second use of it is to ensure no users can’t do 
fraudulent activities in the system, so the reliability of 
remote calibration system is improved. 

III.  TASK-CONSTRAINT-BASED ACCESS CONTROL MODEL 
NAMED TCBAC 

The TCBAC model is described in detail from task, 
task-constraint-based access control and TCBAC model 
below. 

A.  Task 
Task is the access unit of TCBAC. Task is defined as 

Definition 1 from the access control perspective. 
Definition 1. Task: It means a specific work assigned 

to a user. It includes multiple permissive operations to 
multiple objects from the access control perspective. All 

the tasks of a system are expressed as a set of  
,...}3,2,1{ == itaskTASK i . 

If all the operation permissions of a system are 
expressed as a set of ,...}3,2,1{ == ipermPERM i  
and all the objects of a system are expressed as a set of 

,...}3,2,1{ == iobjOBJ i , then an instance of task 

named  1task  can be shown as Fig. 2. The 1task   
contains some operation permissions to three objects 
named 1obj , 2obj  and 3obj  which are the operation 

permissions named 1perm , 2perm  and 3perm  to 

1obj , the operation permission named 1perm  to 2obj  

and the operation permission named 2perm  to 3obj . 

For example, in a remote calibration system, a task 
named creating and editing calibration transaction file 
contains the view permission to an object named 
instrument information storing data and the view and edit 
permissions to an object named calibration transaction 
information storing data. 

B. Task-constraint-based Access Control 
The task-constraint-based access control mode is 

expressed as (1). 

 ECGCROLEUSERTASK ×××→ . (1) 

In (1), ,...}3,2,1{ == iuserUSER i , 

,...}3,2,1{ == iroleROLE i , ,...}3,2,1{ == igcGC i  and 

,...}3,2,1{ == iecEC i  represents user set, role set, 
authorization constraint set and execution constraint set, 
respectively. Equation (1) means: A user corresponds to a 
task set named rTASK  according to the role named r   
the user acts as; when authorizing a task named tsk  to a 
user named u , if the user u  satisfies the authorization 
constraint set named tskuGC , , then the authorization is 
successful, otherwise the authorization is fail; users can’t 
abusing permission, they can use a permission only when 
the execution constraint set is satisfied, for example, the 
user u  can execute the task tsk  only when the 
execution constraint set named tskuEC ,  is satisfied. In 

above, TASKTASKr ⊆ , the value of it is related to the 
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Figure 3. The lifetime of task 

role r ; GCGC tsku ⊆, , ECEC tsku ⊆, , the value of them 

is related to the user u  and the task tsk . 
Task, authorization constraint and execution constraint 

are the main characteristics which the task-constraint-
based access control mode differs from other access 
control modes. The task-constraint-based access control 
defines authorization constraints and execution constrains 
by the characteristics of task and the relation among tasks. 
Authorization constraints ensure the principle of least 
privilege and the principle of separation of duty, and 
execution constraints ensure the principle of least 
privilege. 

Authorization constraints include authorization 
responsibility constraint, authorization separation 
constraint, authorization count constraint and 
authorization time constraint. They are defined 
respectively as follows. 

Definition 2. Authorization responsibility constraint, 
ARC for short: It means a user corresponds to a task set 
named  rTASK  according to the role named r  the user 
acts as, the task not in rTASK  can’t be authorized to the 
user. ARC is expressed as (2). 

 rr USERTASKGC →: . (2) 

Equation (2) represents the user acts as the role r  only 
can be authorized the task in rTASK . ARC is an 
authorization constraint based on task, and is controlled 
by the specific task in access control. It reflects the 
principle of least privilege. 

Definition 3. Authorization separation constraint, ASC 
for short: It means the user who is authorized the task 
tsk  can’t be authorized either task in iTASK . ASC is 
expressed as (3). 

 iTASKtskGC ↔: . (3) 

Equation (3) represents the task tsk  and either task in 
iTASK  can’t both be executed by the same user. ARC is 

an authorization constraint based on task too, and is 
controlled by the specific task in access control. It reflects 
the principle of separation of duty. 

Definition 4. Authorization count constraint, ACC for 
short: It means the number of tasks which a user has can’t 
be infinite. ACC is expressed as (4). 

 nuserGC ←: . (4) 

Equation (4) represents the number of tasks which a 
user can be authorized is n  which doesn’t include the 
number of  completed tasks. ACC is an authorization 
constraint based on user, and is controlled by the specific 
user in access control. It prevents from expanding the 
permission of user infinitely and reflects the principle of 
least privilege. 

Definition 5. Authorization time constraint, ATC for 
short: It means a task can be authorized to a user only at a 
time between a time interval. ATC is expressed as (5). 

 ],[: maxmin tttaskGC ← . (5) 

In (5), ],[ maxmin tt  represents a time interval, it 

consists of lower limit mint  and upper limit maxt  , and 

maxmin tt ≤ . Equation (5) represents a task can be 
authorized to a user only when the authorization time  t  
satisfies the condition maxmin ttt ≤≤ . ATC is an 
authorization constraint based on task, and is controlled 
by the specific task in access control. It prevents a user 
from obtaining a permission at any time which expands 
the permission of the user and reflects the principle of 
least privilege. 

Execution constraints include execution lifetime 
constraint, execution sequence constraint and execution 
time constraint. They are defined respectively as follows. 

Definition 6. Execution lifetime constraint, ELC for 
short: It means a user can execute a task only when the 
task is in running state. 

The lifetime of task includes four states: dormant state, 
blocking state, running state and complete state, shown as 
Fig. 3. Each state is described as follows: 

(1) Dormant state: It means the task has been created, 
but the task hasn’t been assigned to a user. 

(2) Blocking state: It means the task has been assigned 
to a user, but the user can’t execute the task because the 
execution constraint set isn’t satisfied. 

(3) Running state: It means the task can be executed, 
the user who is authorized the task can execute it. 

(4) Complete state: It means the task has been 
completed, no users can execute a completed task. 

As shown in Fig. 3, the state transition of task is 
described as follows: The initial state when the task is 
created is dormant state; the state turns into running state 
if satisfying the execution constraint set after authorizing 
the task to a user, otherwise the state turns into blocking 
state; the state turns into blocking state if the task in 
running state doesn’t satisfy the execution constraint set; 
if the user who is authorized the task can’t complete the 
task for various reasons, the state of the task is 
reinitialized to the dormant state; the state turns into 
complete state if the task is completed. 
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Figure 4. TCBAC model

Figure 5. The roles of remote calibration system 

ELC is a basic execution constraint, and is controlled 
by the system according to the state of task. ELC means a 
task can be executed only when it’s in running state. It 
reflects the principle of least privilege. 

Definition 7. Execution sequence constraint, ESC for 
short: It means a task jtask   can be executed only after 

another task itask  has been completed. ESC is expressed 
as (6). 

 ji tasktaskEC   : ⇒ . (6) 

ESC is used to ensure the user execute the task in an 
ordered sequence. It limits the scope of user permission 
and reflects the principle of least privilege. 

Definition 8. Execution time constraint, ETC for short: 
It means a task can be executed only at a time between a 
time interval. ETC is expressed as (7). 

 ],[: maxmin tttaskEC ← . (7) 

Equation (7) represents a task can be executed only 
when the execution time t  satisfies the condition 

maxmin ttt ≤≤ . ETC is an execution constraint based on 
task, and is controlled by the specific task in access 
control. ETC prevents the user from abusing permission 
at any time which expands the permission of the user and 
reflects the principle of least privilege. 

C.  TCBAC model 
Definition 9. TCBAC model: 

},,,,,{ TUECGCTASKROLEUSERTCBAC = . In the 
model, USER , ROLE , TASK , GC , EC , UR , TU  
represents user set, role set, task set, authorization 
constraint set, execution constraint set, user and role 
assignment relation, task authorization mechanism. Fig. 4 
is the TCBAC model schematic diagram, where NTASK  
is the task set which hasn’t been assigned and ATASK  is 
the task set which has been assigned. 

The running of TCBAC is based on three relations and 
one mechanism. 

(1) User and role assignment relation UR : It means the 
relation between user and role, the user corresponds to a 
task set according to the role  the user acts as in the 
system. UR  is expressed as (8). 

 USERROLEUR →: . (8) 

(2) User and task authorization constraint relation 
GC : It means a user can’t obtaining task permission 
arbitrarily and the user can obtain task permission only 
when the GC  is satisfied, reflects the principle of least 

privilege and the principle of separation of duty. GC  
mainly includes ARC, ASC, ACC and ATC, is expressed 
as (9). 

 },,,{ ATCACCASCARCGC = . (9) 

(3) User and task execution constraint relation EC : It 
means a user can’t abusing task permission and the user 
can execute a task only when the EC  is satisfied, reflects 
the principle of least privilege. EC  mainly includes ELC, 
ESC and ETC, is expressed as (10). 

 },,{ ETCESCELCEC = . (10) 

(4) Task authorization mechanism TU : It realizes to 
build the one to one relation between task and user, is 
expressed as (11). 

 USERTASKTU →: . (11) 

The implementation algorithm for TCBAC model is 
expressed as Algorithm 1. 
Algorithm 1: The pseudo-code of implementation 
algorithm for TCBAC model 
1  DefiningRole(); // Defining role 
2  DefiningUser(); // Defining user 
3  DefiningUR (); // User and role assignment 
4  DefiningTask(); // Defining task 
5  DefiningGCofUser(user[i]); // Defining authorization 

constraints based on user, such as ACC 
6  DefiningGCofTask(task[i]); // Defining authorization 

constraints based on task, such as ACC, ATC 
7  DefiningECofTask(task[i]); // Defining execution 

constraints based on task, such as ESC, ETC 
8  TU(); // Task authorization 
9  ExecutingTask(task[i]); // Executing a task if the 

execution constraint set is satisfied 

IV.  APPLICATION AND ANALYSIS OF TCBAC IN REMOTE 
CALIBRATION SYSTEM 

TCBAC is applied in a remote calibration system in 
this section. The application method of TCBAC in the 
remote calibration system is described in detail, and the 
performance of TCBAC is analyzed. 

A.  Role, User and UR Relation Definition  
Combining with the structure of remote calibration 

system, four roles which are administrator of metrology 
institution, ordinary staff of metrology institution, 
administrator of calibration customer and ordinary staff 
of calibration customer are set in remote calibration 
system. The distribution of the four roles in remote 
calibration system is shown as Fig. 5. 

In metrology institution, one administrator and some 
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ordinary staffs are set. For each calibration customer, one 
administrator and some ordinary staffs are set too. The 
administrator account of metrology institution is 
configured directly by the system, and the ordinary staff 
account of metrology institution can be configured by the 
administrator of metrology institution or be generated by 
registering independently. The administrator account and 
ordinary staff account of calibration customer are 
generated by the mechanism of registering independently 
and auditing by the ordinary staff of metrology institution. 
The user and role assignment relation is configured 
automatically by the system when a user registers. A user 
only can act as one role. 

B.  Definition of Task, GC and EC 
GC based on user is shown in Table I, including ARC 

and ACC. The task definition of the system is shown in 
ARC in detail. 

GC and EC based on task are shown in Table II. Only 
the tasks have GC and EC are shown, and the tasks which 
aren’t shown have no authorization constraints and 
execution constraints. The constraint based on task 
includes ASC, ATC, ELC, ESC and ETC. 

C.  Access Control Implementation Process of TCBAC 
For a remote calibration operation in the remote 

calibration system, the access control implementation 
process of TCBAC is described as follows: 

(1) The administrator of calibration customer executes 
the task of making calibration application which submits 
a calibration application to the metrology institution. 

(2) The administrator of metrology institution receives 
the calibration application and executes the task of 
confirming calibration application. When the calibration 

application is confirmed, the tasks which the calibration 
application includes are broadcasted to the ordinary staffs 
of metrology institution and the ordinary staffs of 
calibration customer under the constraint of ARC. 

(3) The ordinary staffs of metrology institution and the 
ordinary staffs of calibration customer can obtain the 
tasks which are broadcasted to them under the constraints 
of ASC and ATC. 

(4) The ordinary staffs of metrology institution and the 
ordinary staffs of calibration customer can execute the 
tasks which they have obtained under the constraints of 
ELC, ESC and ETC. 

D.  Performance Analysis of TCBAC 
The effects of using TCBAC in remote calibration 

system are summarized. Then TCBAC is compared with 
DAC, MAC and RBAC which are commonly used access 
control models at present. The comparison results are 

shown in Table III. 
The comparison result shown in Table III is explained 

as follows: 
(1) TCBAC conducts the fine granularity access 

control according to calibration task from task 
perspective, and considers the dynamic change of task 
and context, so it has good safety, satisfies the principle 
of least privilege and the principle of separation of duty 
and has good expansibility. 

(2) DAC, MAC and RBAC are static access control 
models, don’t consider context and haven’t dynamics. 

(3) User can delegate permissions independently in 
DAC, so DAC has good authorization flexibility. But it’s 
easy to make safety out of control, can’t satisfy the 
principle of least privilege. 

TABLE I.   
GC BASED ON USER  

Role ARC ACC 

Administrator of 
metrology institution 

(1)Ordinary staff register (2)Modifying user information (3)Viewing user information 
(4)Viewing issued certificate (5)Confirming calibration application (6)Issuing 
calibration certificate (7)Viewing the detailed information of calibration order in 
progress 

None 

Ordinary staff of 
metrology institution 

(1)Auditing register information (2)Viewing user information (3)Viewing instrument 
information (4)Adding standard instrument information (5)Viewing standard 
instrument (6)Adding command file of standard instrument (7)Adding calibration 
transaction file (8)Viewing calibration transaction file (9)Calibration operations: 

Viewing calibration customer①  Viewing calibrated instrument Selecting standard ② ②
instrument Confirming standard instrument Creating and editing calibration ④ ④
transaction file Confirming calibration transaction file Auditing calibration⑥ ⑥  
process for the first time Auditing calibration process for the second time ⑧

Drawing conclusion⑨  

It’s set according to specific 
situation, such as 10. 

Administrator of 
calibration customer 

(1)Company register (2)Ordinary staff register (3)Modifying staff information 
(4)Viewing staff information (5)Viewing instrument information (6)Making calibration 
application (7)Viewing calibration result  (8)Printing calibration certificate 

None 

Ordinary staff of 
calibration customer 

(1)Modifying personal information (2)Adding instrument information (3)Viewing 
instrument information (4)Adding instrument command file (5)Calibration operations: 

Viewing calibrated instrument information Executing calibration transaction file ① ②
Confirming calibration operation②  

It’s set according to specific 
situation, such as 5. 
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(4) MAC takes the method of mandatory access 
control, has good safety. But its authorization isn’t 
flexible and its expansibility is poor. 

(5) RBAC has good safety, good authorization 
flexibility and good expansibility. But it doesn’t consider 
context and dynamics, can’t satisfy the principle of least 
privilege. 

V.  CONCLUSION 

A task-constraint-based access control model named 
TCBAC for remote calibration is presented in this paper. 
The model has the characteristics and advantages as 
follows: 

(1) TCBAC conducts the fine granularity access 
control according to calibration task, defines 
authorization constraints and execution constraints by the 
characteristics of task and the relation among tasks. User 
can obtain a task permission only when the authorization 

constraint is satisfied and execute a task only when the 
execution constraint is satisfied. Authorization constraints 
and execution constraints ensure the principle of least 
privilege and the principle of separation of duty together. 

(2) Comparing with DAC, MAC and RBAC which are 
commonly used access control models at present, 
TCBAC has the advantages of considering context and 
dynamics, it more fully satisfies the principle of least 
privilege and the principle of separation of duty and has 
good expansibility. 

The authorization mechanism of TCBAC model will 
be further researched in the future in order to improve the 
practicability of TCBAC model. 
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TABLE II. 
GC AND EC BASED ON TASK  

Role Number Task ASC ATC ELC ESC ETC 

Ordinary staff of 
metrology institution 

1 Viewing calibration customer 
information None None Automation None None 

2 Viewing calibrated instrument 
information None None Automation None None 

3 Selecting standard instrument None According 
to need Automation None According 

to need 

4 Confirming standard instrument None According 
to need Automation Task 3 According 

to need 

5 Creating and editing calibration 
transaction file None According 

to need Automation Task 4 According 
to need 

6 Confirming calibration 
transaction file None According 

to need Automation Task 5 According 
to need 

7 Auditing calibration process for 
the first time Task 8 According 

to need Automation Task 11 According 
to need 

8 Auditing calibration process for 
the second time Task 7 According 

to need Automation Task 7 According 
to need 

9 Drawing conclusion Task 7 and 
Task 8 

According 
to need Automation Task 8 According 

to need 

Ordinary staff of 
calibration customer 

10 Viewing calibrated instrument 
information None According 

to need Automation None According 
to need 

11 Executing calibration 
transaction file Task 12 According 

to need Automation Task 6 According 
to need 

12 Confirming calibration 
operation Task 11 According 

to need Automation Task 11 According 
to need 

 

TABLE III. 
THE COMPARISON RESULT AMONG TCBAC, DAC, MAC AND RBAC  

Access control model Security Least privilege Separation of duty Dynamics Context Expansibility 

TCBAC √ √ √ √ √ √ 

DAC √     √ 

MAC √ √     

RBAC √  √   √ 
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Abstract—Use the method of spearman correlation analysis 
and dynamic clustering to delete indicators and build an 
evaluation index system of the green industry. The 
specialties and contributions of this paper lie in three 
aspects. Firstly, screen indicators according to the different 
effects on the clustering results of the evaluation objects 
from having or not having specific indicators, and delete the 
indicators that have no influence on the evaluation objects 
clustering results so as to guarantee that every selected 
indicator has effects on the clustering results. Secondly, 
delete the indicators with high correlation coefficient in the 
same criteria by spearman correlation analysis to avoid 
information duplication of the indicators. Thirdly, the 
eventually established indicator system reflects 94.18% of 
the original information by 27% of the indicators. In the 
future, we can establish a green industry evaluation 
software system. By using this system, the government can 
evaluate the development of green industry easily and 
establish policies to balance the development of different 
area. 
 
Index Terms—green industry, dynamic clustering, 
correlation analysis, duplication of information 
 

I.  INTRODUCTION1  

Screen indicators can reflect the status of green 
industry according to its connotation. Setting up a 
reasonable green industry index system is the key to 
evaluate green industry. 

The first one is present situation of evaluation index 
systems of foreign authoritative institutions. The typical 
relating evaluation index systems are as follows 
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International Energy Conservation Environmental 
Protection Association established the key points of 
international urban ecological construction [1]. United 
Nations Environment Program established the green 
economic indicator system and the cities integrated 
environmental assessment indicator system [2,3].The 
organisation for economic co-operation and development 
established the evaluation index system based on PSR of 
low carbon economy [4]. 

The second one is present situation of evaluation index 
systems of domestic authoritative organizations. The 
typical relating evaluation index systems are as follows 
Ministry of environmental protection of the People's 
Republic of China established the urban environment 
quantitative evaluation indicator during the eleventh five-
year plan [5]. State Environmental Protection 
Administration, in 2003, launched construction indicator 
of ecological county, municipality and province [6]. 
Beijing Municipal Connission Development and Reform 
established the green Beijing indicator system [7]. 

The third one is present situation of evaluation 
indicators systems by sorting academic literatures. Qi 
[8]built a new evaluation index system about e-commerce 
enterprise image. Li [9] construct the power supply 
enterprise external service quality evaluation index 
system. Zhu [10] constructed an evaluation index system 
of land ecological safety. Then it discussed the ranges of 
indexes corresponding to each evaluation grade. 

The main problems of the existing indicator system are 
stated as followed. One is that the indicator systems of 
current authoritative institutions from home and abroad 
focus only on the economic and environmental aspects 
etc., without basing on the connotation of green industry 
to build an index system which can reflect the 
development of the green industry. The other one is that 
the current index system is merely based on the nation-
wide level, and there is no index system that reflects 
green industry development in different regions within 
the country itself. 

II.  THE CONSTRUCTION METHOD OF EVALUATION INDEX 
SYSTEM OF GREEN INDUSTRY 
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A.  The Construction of Extensive Index System 
1)  Extensively Choosing Indicator 

Take green industry connotation [11] and domestic and 
international authoritative institutions classic view of the 
high frequency indicator [1-7] as the focal point, 
combined with literature review[8-10] and make the 
mass-election of the indicators, to choose the index 

system involving 75 indicators from three criterion layer 
of green industry, green consumption and green 
environment. To delete the mass-election indicators 
which can’t be obtained from the data to ensure the 
quantization of the indicator system preliminarily 
screened. 

TABLE I 
INDEX SYSTEM OF GREEN INDUSTRY EVALUATION OF MASS-ELECTION 

(1) Criterion 
layers (2) Indictor layers 

(3) 
Screening 

result 
(4) Indictor layers (5) Screening

result 

X1 
Green 

production 

X1,1increased value of the tertiary industry / GDP

Reserved

X1,15 Noise reaching standard rate 

Deleted 
 by  

correlation 
analysis 

 

X1,2 tourism revenues / GDP X1,16 Tertiary industry increased value 
X1,3environmental protection total investment/GDP X1,17 Gross Revenue of TourismIndustry  
X1,4 SO2 emissions X1,18 Environmental protection total investment 

X1,5 Discharge amount of industrial waste water X1,19 Ten thousand yuan GDP industrial waste 
gas emissions 

X1,6over the scale of heavy industry output
value/gross industrial output value X1,20 SO2 emissions of unit GDP  

X1,7 Green industry increased value 

Deleted 
by  

dynamic 
clustering

X1,21 Smoke & dust emissions 

X1,8green industry increased value /GDP 
X1,22 Ten thousand yuan GDP industrial 
wastewater emissions 

X1,9 tertiary industry employment/all industry
employment X1,23 Industrial solid waste disposal amount 

X1,10 Industrial solid waste disposal rate X1,24 Industrial solid waste comprehensive 
utilization 

X1,11 Chemical oxygen demand emissions X1,25 CO2 emissions of ten thousand yuan 
output value of industry  

Unavailability

X1,12 Over the scale of industrial comprehensive
energy consumption Deleted 

 by 
correlation
 analysis

X1,26 Resources yield improve 

X1,13 Over the scale of industrial ten thousand yuan
GDP comprehensive energy consumption X1,27 Carbon productivity 

X1,14 Over the scale of industrial enterprise raw
coal consumption X1,28 Ratio of zero carbon energy 

X2 
Green 

consumption 

X2,1 Wastewater year throughput 

Reserved

X2,9 Energy consumption elasticity coefficient 
Deleted  

by  
correlation 

analysis 
 

X2,2 Every ten thousand people own  bus number X2,10 Passenger service vehicle 
X2,3Wastewater year emission X2,11 Domestic waste output 

X2,4 Living garbage treatment rate X2,12 Over the scale of industrial oil 
consumption 

X2,5 Agricultural fertilizer using decrement rate X2,13 Over scale of industrial energy 
consumption per capita 

X2,6 Pesticide using decrement rate X2,14 Energy-saving lamp using rate 

UnavailabilityX2,7 Over the scale of industry gas consumption X2,15 Green energy utilization 
X2,8 Central heating maintenance and construction
capital spending  

X3 
Green 

environment 

X3,1 Artificial afforestation area 

Reserved

X3,17 Hazardous waste emission Deleted 
 by  

dynamic 
clustering 

X3,2 Domestic sewage discharge X3,18 City life garbage processing rate 

X3,3 Center city SO2 annual average value X3,19 Built area greening coverage 

Deleted 
By 

correlation 
analysis 

X3,4 Urban road traffic noise mean X3,20 Urban green coverage 
X3,5 Regional environmental noise average
equivalent sound level X3,21 Water loss and soil erosion area 

X3,6 Total vehicle growth rate X3,22 Public green space area of per capita 
X3,7 Forest coverage 

Deleted by 
dynamic 

clustering

X3,23 Industrial waste gas emission 
X3,8 Urban sewage treatment rate X3,24 Ammonia-nitrogen removal amount 
X3,9 Industrial SO2 emission reduce X3,25 Industrial SO2 removal amount 
X3,10 Nitrogen oxides emission total reduce X3,26 Functional area environmental noise mean 
X3,11Chemical oxygen demand emission total
reduce X3,27 Industrial solid waste production amount 

X3,12 Number of days of air quality reaches the
national standard leve 1 X3,28 Nature reserve coverage 

Unavailability

X3,13 Number of days of air quality reaches and
better than the national standard leve 2 X3,29 Vegetation coverage 

X3,14 Proportion of air quality reaches or better than
national standard leve 2 X3,30 Emission of CO2 

X3,15 Center city the annual concentration of
particulates X3,31 Carbon emission coefficient 

X3,16 NO2 annual average value X3,32 Carbon emission intensity 
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2)  Calculation of Energy Consumption Elasticity 
Coefficient 

Let ECt denotes energy consumption of t period, ECSt 
denotes energy consumption growth rate of t period, Gt 
denotes GDP of t period, GSt denotes GDP growth rate of 
t period, ECECt denotes energy consumption elasticity 
coefficient of t period. 

ECECt=ECSt/GSt=((ECt -ECt-1)/ECt-1)/((Gt -Gt-1)/Gt-1).   (1) 

B.  The Construction Steps of Index System 
1)  The Standardization of Indicators 

(1) The standardization of positive indicators 
The bigger of the positive indicator value, the better 

the green industry develops. 
Let pij denotes the standardization of the ith indicator 

and the jth year. Let vij denotes the indicator data of the ith 
indicator and the jth year. Let n denotes the number of 
years [8]. 

1

11

min( )

max( ) min( )
ij ijj n

ij
ij ijj nj n

V V
p

V V
≤ ≤

≤ ≤≤ ≤

−
=

− .                          (2) 

(2) The standardization of negative indicator 
The smaller of the negtive indicator value, the better 

the green industry develops [8]. 

1

11

max( )

max( ) min( )

ij ijj n
ij

ij ijj ni n

V V
p

V V
≤ ≤

≤ ≤≤ ≤

−
=

− .                           (3) 

2)   Screening Indicator by Using Correlation Analysis 
Step 1. Let rij denotes spearman rank correlation 

coefficient of the ith indicator and the jth indicator; JKi 
denotes rank of the ith indicator of the kth evaluation 
object; rank number according to the data from large to 
small, in order of positive integer 1,2, …; n denotes the 
number of evaluation objects. As per the calculation 
formula of spearman rank correlation coefficient, then 
[12] 

2

1
3

6
1

n

ki kj
k

ij

J J
r

n n
=

−
= −

−

∑ .                             (4) 

Step 2. Reflect their linear relationship by using the 
calculation of two indicators spearman correlation 
coefficient.  
 3)  Screening Indicator by Using Dynamic Clustering 

Take “X1-green production” criterion layer as an 
example, to show that screening indicator by using 
dynamic clustering. 

Step 1. The original clustering results are obtained by 
cluster analysis on all the evaluation objects left by the 
“X1-green production” standard based on correlation 
analysis, in this way, similar evaluation objects of green 
production are classified into one category, and different 
categories represent different level of green production. 

Step 2. New results are obtained from the clustering 
analysis of the evaluation objects by deleting some 
indicator. After taking out some index Xi from the X1 
green industry criterion, ward clustering analyze the 
development of the green industry, achieving a new 
cluster without this very index. 

Step 3. Let X denote original clustering result, R(xi) 
denote new clustering result of evaluation object without 
indicator xi, · denote∣ ∣  set contains the number of 
elements, β denote error threshold, Rβ(xi) denote 
evaluation object can reflect the new classification β 
above information and classification results the same. We 
have “Reference [13]” 

Rβ(xi)=
( )

( )
i

i

X R x
U x U

R x
β

⎧ ⎫⎪ ⎪∈ ≥⎨ ⎬
⎪ ⎪⎩ ⎭

∩
.                    (5) 

According to experience, in this paper, we indicate that 
the error critical value β is 0.9 [13]. That is to say, if a 
new clustering result can reflect 90% or more information 
of the original one, we will consider this new clustering 
result can better reflect the original clustering information. 

Let ∣U∣ denote the number of all evaluation objects 
in the original clustering results, I(xi)(k) denote the 
important degree of indicator xi to evaluation result if 
clustering k category [13]. 

( )

1
( ) 1 ( )

k
k

i i
i

I x R x Uβ
=

= −∑ .                           (6) 

We should point out that the number of evaluation 
objects of each category in clustering results is preferred 
to be 2 to 5 [13]. There are altogether 10 objects in this 
paper, so it’s better we make 3 to 5 classification. 

Let I(xi) denote average important degree of indicator 
xi to evaluation results, m denote number of clustering 
type to evaluation object (In this paper, the empirical 
analysis cluster 3, 4, 5 categorys respectively. So m 
should take 3). 

5
( )

3
( ) ( ) k

i i
k

I x I x m
=

=∑ .                                (7) 

Step 4. Screening indicator 
Through steps 1 to 3, this paper calculates the average 

important degree of each indicator belongs to “X1 green 
production” criterion layer. The greater the average 
importance of the indicators, the greater their influences 
on the evaluation object clustering will be. That is, the 
indicator should be retained. Otherwise, it should be 
deleted. 
4)  The Rationality Judgment of The Established Index 
System 

(1) The standard of judging the reasonability of 
established index system 

If the established index system can reflect more than 
95% original information by using less than 30% 
indicators, the screened index system is reasonable [8]. 

(2) Calculation of information content of the index 
system 

Let In denote the variance contribution rate of the 
screened s indicators to the selected h extensive 
indicators. Let trS denote the trace of the covariance 
matrix, i.e. the sum of the main diagonal indicator 
variance in the covariance matrix. Let s denote the 
number of the screened indicators. Let h denote the 
number of the selected extensive indicators. Then 
“Reference [8]”  

In=trSs/trSh.                                                        (8) 
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III.  EMPIRICAL STUDY ON THE INDEX SCREENING MODEL 
BASED ON GREEN INDUSTRY INDICATORS DATA IN DALIAN 

OF CHINA 

A.   Samples and Data Source 
In July 2011, The WWF launched “2050 Shanghai low 

carbon development road map report” research [11] and 
established to realize city planning scheme of 
development of low carbon. In September 2011, Beijing 
municipal party committee issued the "Beijing the twelfth 
five-year plan period green Beijing development 
planning" [7] and put forward the "green Beijing" 
indicator system. Our research group basing on "low 
carbon Shanghai", "green Beijing" selects Dalian as 
sample and establishes the green industry evaluation 
index system of city development. 

The green industry evaluation indicator original data 
except X2,9 energy consumption elasticity coefficient 
derived from 2002-2011 "dalian statistics yearbook [14]. 
Energy consumption elasticity coefficient X2,9 is 
calculated by Eq.(1). The results are shown in the 7th 
Column in the TABLE III. 

B.  The Standardization of Extensive Indicators Data 
The standardization of the positive indicators and 

negative indicators in the 4th Column in the TABLE II, 
respectively by means of Eq.(2)- Eq.(3), are listed in the 
15th to 20th in the TABLE II, as shown in the 15th to 24th 
in the Table II. 

C.   Indicator Screening 
1)   Spearman Correlation Analysis Screening Indicators  

(1) Calculating the green industry evaluation indicators 
grade 

The green industry evaluation indictor grade can be 
obtained, as shown in the 5th to 14th Column and the 1th to 
64th Row in the TABLE IV. 

(2) Spearman correlation analysis screening indicators 
By means of Eq.(4), the indicators with the correlation 

coefficient above 0.9 are shown in the 3th to 4th Column 
in the TABLE V. 
2)  Dynamic Clustering Screening Indicators 

Take “X1 Green production” criterion layer as an 
example to show whether there is difference for the 
clustering results of evaluation object. The error critical 
value β is 0.9. 

(1) Analysis data in the 15th to 24th Column and the 1st 
to 11th Row in the TABLE II by ward clustering. The 
original clustering result, clustering result is three 
categories, is obtained, as shown in the 3th Column in the 
TABLE VI. 

(2) Deleting “X1,1 increased value of the tertiary 
industry / GDP”, Analysis data in the 15th to 24th Column 
and the 2th to 11th Row in the TABLE II by ward 
clustering. The new clustering result, clustering result is 
three category, is obtained, as shown in the 4th Column in 
the TABLE VI. 

(3) Calculation the important degree of indicator to 
evaluation object 

TABLE II. 
THE ORIGINAL DATA AND STANDARD DATA OF GREEN INDUSTRY EVALUATION INDICATOR 

(1) Serial 
 number 

(2) 
Criterion layers (3)Indictor layers (4) 

Indictor type

Original data of indicators Standardized data of indicators
(5) 

2001 … (14) 
2010 

(15) 
2001 … (24) 

2010 
1 Green production 

 X1 

X1,1 Positive 0.445 … 0.42 0.851 … 0.326 
… … … … … … … … … 
24 X1,24 Positive 69 … 95.9 0.100 … 1.000 
25 Green consumption

 X2 

X2,1 Positive 19282 … 25531 0.000 … 0.841 
… … … … … … … … … 
37 X2,13 Negative 1.483 … 2.785 1.000 … 0.118 
38 Green environment

 X3 

X3,1 Positive 14 001.12 … 429 792.2 0.005 … 1.000 
… … … … … … … … … 
64 X3,27 Negative 247 … 378.92 0.825 … 0.000 

TABLE III 
The Data of Calculating Energy Consumption Elasticity Coefficient 

(1) Serial 
number (2) t 

(3) Energy 
consumption 

ECt(ton of standard 
coal) 

(4) Energy consumption growth rate 
∆ECt (%) 

(5) GDPt ((billion 
yuan) (6) ∆GDPt (%) 

(7) Energy 
consumption 

elasticity 
coefficient et(%)

1 2000 772.56 —— 1 110.8 —— —— 
2 2001 822.62 0.065 1 235.6 0.112 0.580 
… … … … … … … 
11 2010 1639.108 -0.051 5 158.1 0.168 -0.302 

TABLE IV 
THE GRADE NUMBER OF GREEN INDUSTRY EVALUATION INDICATOR 

(1)  
Serial number (2) Criterion layers (3)Indictor layers (4)Indictor type Green industry evaluation indictor grade Jki

(5)2001 … (14)2010 
1 

Green production 
X1,1 Positive 3 … 8 

… … … … … … 
24 X1,24 Positive 8 … 1 
25 

Green consumption 
X2,1 Positive 10 … 3 

… … … … … … 
37 X2,13 Negative 1 … 8 
38 

Green environment 
X3,1 Positive 9 … 1 

… … … … … … 
64 X3,27 Negative 4 … 10 
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TABLE V 
THE INDICATORS WITH THE CORRELATION COEFFICIENT ABOVE 0.9 

(1)  
Serial number

(2)  
Criterion layers 

(3)  
Reserved indicator

(4)  
Deleted indicator

(5)  
Correlation coefficient absolute value rij

1 

Green production X1 
X1,7 

X1,12 0.988 
2 X1,13 0.982 
… … … 
12 X1,24 0.903 
13 X1,10 

X1,23 0.957 
14 X1,24 0.924 
15 

Green consumption X2 X2,2 
X2,10 1.000 

… … … 
18 X2,13 0.964 
19 

Green environment X3 

X3,2 X3,27 0.988 
20 X3,8 X3,25 0.918 
21 

X3,14 

X3,19 0.942 
… … … 
24 X3,22 0.924 
… … … 
27 X3,26 0.936 

TABLE VI 
THE RESULT OF EVALUATION OBJECTS ARE CLUSTERED THREE CATEGORY 

(1) Serial  
number (2) Category (3) Original clustering results X

(not deleting indicator X1,1) 
(4) New clustering results R(X1,1)

(deleting indicator X1,1) 
(5) R0.9(X1,1) 

1 1th kind 2001, 2002, 2003, 2004 2001, 2002, 2003, 2004 2001, 2002, 2003, 2004
2 2th kind 2005, 2006, 2007 2005, 2006 2005, 2006 
3 3th kind 2008, 2009, 2010 2007, 2008, 2009, 2010 —— 

TABLE VII 
THE IMPORTANT DEGREE OF INDICATORS OF GREEN PRODUCTION CRITERION LAYER 

(1) Serial  
number 

(2) Indictor 
 layers 

Indicator importance degree 
(6)mean (7) Screening result (3) Clustering 

three Category
(4) Clustering 
four Category

(5) Clustering 
five Category

1 X1,1 0.4 0.9 0.3 0.53 Reserved 
2 X1,2 0 0.9 0 0.30 Reserved 
… … … … … … … 
11 X1,11 0 0 0 0 Deleted 

 
 ① when clustering result is three category, calculation 

important degree of indicator to evaluation object 
Taking original clustering result “X” and new 

clustering result “R(X1,1)” into Eq.(5), the “R0.9(X1,1)” is 
obtained as shown in the 5th Column in the TABLE VI. 

Take “R0.9(X1,1)” and “X” into Eq.(6). The “X1,1” 
important degree (I(X1,1)(3)(=1-6/10)=0.4) as shown in the 
3th Column and the 1st Row in the TABLE VII. 

Similarly, when clustering results are four and five 
category, the other indicators important degree are shown 
in the 4th to 5th Column in the TABLE VII. 

② Calculation the mean of important degree of 
indicator to evaluation object 

Taking the data in the 3rd to 5th Column and the 1st 
Row in the TABLE VII into Eq.(7). The important degree 
mean of “X1,1” is 0.53, as shown in the 6th Column and 1st 
Row in the TABLE VII. 

 ③ Screening index 
According to the “X1,1” important degree mean is 0.53 

as shown in the 6th Column and the 1st Row in the 
TABLE VII, shows that exist influence of “X1,1” to 
evaluation object, “X1,1” should be reserved. 

According to the 6th Column in the TABLE VII, 
deleting not influence indicators to evaluation object’s 
clustering results (In other words, the indicators should 
be deleted which important degree is 0). The screening 
results of “X1 Green production” are obtained, as shown 
in the 7th Column in the TABLE VII. 

The screening results of the other indicators can be 
obtained by following the above (1) to (3). 
3)  The Result of Screening Indicators 

In conclusion, screening out twenty indicators from 
ninety extensive index system, as shown in the 3rd 

Column in the TABLE I indicates the “Reserved”. 
4)  The Reasonability Judgment of The Established Index 
System 

Calculate the variance of each indicator using the 
original data in the 5th to 14th Column in TABLE II, and 
then take the variance sum of the screened indicators and 
the variance sum of the selected extensive indicators into 
Eq.(8). Then the established index system reflected 
94.18% original information by using 27% (20/75=27%) 
indicators. 

IV.  CONCLUSIONS 

From the connotation of green industry, based on the 
High-frequency indicators of classic view of domestic 
and international authority, this paper chooses green 
industry evaluation indicators extensively which include 
green production, green consumption and green 
environment. Use the method of spearman correlation 
analysis and dynamic clustering to delete indicators and 
build an evaluation index system of the green industry. 

The result of this paper is based only on the data of 
Dalian. However, the index systems are changing if they 
are based on different cities in fact. 
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In the future, we can establish a green industry 
evaluation software system. By using this system, the 
government can evaluate the development of green 
industry easily and establish policies to balance the 
development of different area. 
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Abstract—On the premise of meeting functional 
requirements, the performance of web service composition 
is key to customers. Therefore, performance modeling of 
web service composition has been an important research 
direction of reengineering. Time coloured Petri net (TCPN) 
can not only establish a simulation model for system 
behaviour, but also extract or collect many performance 
analysis results from the model combined with predefined 
data monitors, which can satisfy user demands for the 
performance of QOS, and solve the problems which 
stochastic process algebra and queue network suffer when 
analyzing system performance. 
 
Index Terms —TCPN, modeling, performance analysis 
 

I.  INTRODUCTION 

With the continuous development of computer 
technology, constructing the loosely coupled collaborat- 
ive software system, which can flexibly integrates 
program or legacy system distributing  in heterogeneous 
environment, has become an important research field of 
software engineering. Service oriented computing (SOC) 
appear in order to solve above problems. And web 
service has become one of the most important computing 
resources on the Internet. Meanwhile, along with the its 
combination standards and technology continuing to 
develop, web service has been the core technology of 
SOC[2]. 

Web service is based on the Internet and independent 
on development environment. As long as following web 
service architecture, they can be integrated and called by 
each other. 

Web service has the following characteristics. 
• Good encapsulation 
To the users, it can only see the list of functions 

provided by web service. 
• Loosely coupled 
For the enterprise application, web service provides a 

loosely coupled and distributed computing environment 
which is independent on any platform and language. 

• Standard protocols 
Web service’s functions are described by the standard 

WSDL. Communication protocols between services uses 
SOAP. And web service agent center uses the universal 

description, discovery and integration protocol UDDI. 
According to application requirements, web service 

composition may consist of many autonomous web 
services, thus it may provide new, more powerful and 
value-added functions. 

The methods of web services composition are parted 
into following categories. 
• Web service composition based on business 

processes. 
• Web service composition based on workflow. 
The working pattern of web service composition is 

similar as workflow, such as, Business Process 
Execution Language for Web Services(BPEL4WS), 
Bussiness Process Modeling Language(BPML) and 
W3C’s Web Services Choreography Definition 
Language(WS-CDL). 

• Web service composition based on formal method. 
This approach utilizes mathematics model and formal 

tools to describe web service composition. Petri net is a 
formal model of concurrency. Process algebra is formal 
language, which can describe and reason process 
behaviour. Famous process algebra includes Milner’s 
Calculus of Communication System(CCS), Hoare’s 
Calculus of Sequential Process(CSP) and Pi calculus 
etc[8][9]. 
• Web service composition based on artificial 

intelligence[1]. 
This method mainly uses planning algorithm of 

artificial intelligence for web service composition[12]. 
• Hierarchical Task Network(HTN) planning 
It uses OWL-S as a web service description language, 

and form a composition service through the method of 
task decomposition. 

• Situation Calculus 
It belongs to the first-order logic language 

programming method. And it is the formal predicate 
calculus of state, action and state results. 

• Rule-Based planning 
Using the rules to determine whether two services can 

be combined. 
• theorem proving method 
It uses a linear logic (LL) method of theorem proving 

to achieve semantic web service composition. 
On the premise of meeting functional requirements, 

the performance of service composition is important to a Project number: science research project of Inner Mongolia University  
of Technology(ZD201317) 
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system, which may reflect web service composition’s 
quality[6][11]. 

There are two main methods for performance 
evaluation of web service composition. 

• method of experiment bed 
Experiment bed need build a real system, and it 

directly obtains performance indexes or parameters from 
monitoring procedures or instrument to predict the 
performance of a system through the statistical methods. 
Its main drawback is that construction of a real system 
would be expensive and cost more time. 

• modeling method 
The method analyzes the performance of a system by 

establishing its simulation model. It can not only analyze 
the performance of an existing system but also carry out 
performance prediction of a system that does not yet 
exist, at the same time which can find and correct the 
defects of design early. Using Pi calculus, queue network 
and Petri net, this research method mainly sets up 
simulation model evaluating system performances by 
means of qualitative and quantitative analysis[13].  

The qualitative model mainly reflects logical structure 
and operation mechanism. It chiefly includes automaton, 
process communication process (CSP), communication 
calculus system (CCS), UML and Petri net etc. 
Quantitative model mainly describes the quantity indexes 
of system performance. It basically includes stochastic 
process algebra, queue theory and Markov processes, 
timed Petri nets and stochastic Petri net[15]. 

Pi calculus analyzes system performance basically by 
Markov chain, however, which cannot solve the problem 
of “state space explosion”. 

Only if it has product solution, queue network does 
not exist “state space explosion” problem. But for the 
discrete-event queue model, it really has not the product 
solution, which is easy to appear “state space 
explosion”[10]. 

Similarly, stochastic Petri net has strong ability of 
describing model, but with the complexity increasing, 
there is still “state space explosion” problem[7]. 

Timed Colored Petri net combines Petri net,   
programming language and time together, which 
improves the abilities of processing data and time. At the 
same time, it introduces the concept of color of token, 
the constraints for the arcs and transitions, which can 
reduce the complexity of model. By these approaches, it 
effectively solves the “state space explosion” problem, 
and by powerful Petri net simulation tools it can directly 
extract and analyze experiment data from the model for 
performance analysis. Therefore, it is widely used in the 
performance analysis of a large and complex web service  
composition[4][16]. 

The basic performance indexes of web service 
composition mainly include the followings. 

• response delay 
It is the time interval between request sent by user and 

obtaining service. 
• response time 

It is the time interval between a request of web service 
composition sent by user and the response received by 
user. 

• response per second 
In the non-idle state(i.e., the load of web service 

composition is not zero), it is the numbers that web 
service composition responds to the request per second. 

• system capacity 
In the non-idle state, it is the maximum number of 

web service composition responds to the request per 
second, i.e., the maximum of response per second. 

• system bandwidth 
A web service composition can transmit the number of 

bytes per second. 
• maximum stable connections 
When the performance is relatively stable and there is 

no obvious decline, a web service composition can 
support the maximal number of simultaneous 
connections. 

II.  RELATED THEORY KNOWLEDGE 

A. Formal Definition of TCPN 
Timed Colored Petri net that is based on classical Petri 

net introduces two parameters, i.e., color and time 
respectively. By color concept, different kinds of data 
can be imported. And with time parameter, the delay in 
web service composition is simulated[3][5]. 

A TCPN is seven tuples TCPN=(P, T, F, C, G, A, Dt) 
satisfying the requirements below [14] . 

• (P, T, F) is a basic net. 
• C is a colour set that is finite set of non-empty,   
  ∀p∈P, C(p) is a token color set of place p, 
  ∀ t∈T, C(t) is a token color set of transition t. 
• A is an arc expression function. 
• G is a guard function. It is defined from T into 

expression such that. 
∀t∈T. Type(G(t))∈Boolean, G(t)=null, Type(G(t)) 

=true.  
• Dt is time delay function. It can be defined in an 

arc and also be defined in a transition. 

B. Dynamic Properties of Time Coloured Petri Net 
When modeled by a TCPN, web service composition 

is analyzed and verified by dynamic properties. 
• Reachability Property 
Definition 1. Let (TCPN,M0) time Coloured Petri Net, 

fire sequence σ=t1t2…tn, the sequence of states and 
transitions M0t1M1t2…tnMn and from (TCPN,M0) a set of 
all possible fire sequence L(TCPN,M0) or L(M0) be 
given. 

Using fire sequence σ, the state Mn is reachable from 
M0, i.e., M0[σ>Mn, iif. 

 σ= t1t2…tn∈L(M0) and M0t1M1t2…tnMn exists. 
And all reachable states from M0 are labeled as 

R(PN,M0) or R(M0). 
• Boundedness Property       
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Abstract—In order to solve the defect in the spatial outlier 
mining algorithm that the spatial objects may be affected by 
their surrounding abnormal neighbors, a Based K-Nearest 
Neighbor (BKNN) algorithm was proposed based on the 
working principle of KNN Graph, which could effectively 
identify the spatial outliers by using cutting edge strategies. 
The core idea of BKNN is to calculate the dissimilarity of 
the non-space attribute values the between adjacent objects, 
and to find the find the largest local outlier or outlier 
regions by cropping off the edges with the largest 
dissimilarity. The experiments for the spatial outlier mining 
algorithm BKNN based on the KNN Graph were carried out 
in the real datasets FMR and WNV. The example of the 
algorithm and the time complexity were analyzed and the 
results were compared to those of the existing classical 
algorithms, which verified that this algorithm could improve 
the accuracy of spatial outlier mining and simultaneously 
mine spatial region outliers. 
 
Index Terms—Spatial outlier; Spatial region outliers; KNN 
Graph; BKNN algorithm 

I.  INTRODUCTION 

The definition of the spatial outlier is different with 
that of the traditional outliers, which could attribute its 
complexity [1]. For the study of the spatial data, it is 
necessary to consider the spatial attributes and their 
mutual relations, as well as the non-spatial attributes and 
their inter-relationships. Considering the unique nature of 
spatial data, a definition of the spatial outlier was 
proposed by Shekhar et al. [2]: The spatial outliers are the 
spatial objects whose non-spatial attribute values are 
significantly different with those of other spatial objects 
in the neighborhood. The degree of difference between 
two spatial objects is usually represented as dissimilarity. 
With the in-depth research work, a lot of new relevant 
definitions and concepts for spatial outliers have been 

proposed [3, 4]. However, the existing definitions of the 
spatial outliers are all based on the basic idea of Shekhar. 
Spatial outliers are the objects with unstable local non-
spatial attribute values or with extreme performance 
comparing to the neighbor reference objects, even if they 
were not much difference with the entire population. For 
example, in a community of the residents with bungalows, 
a high-rise building is one of space outliers based on non-
spatial attribute - number of housing floors. Spatial 
outlier mining is very useful in the geographic 
information systems and spatial database, including the 
fields of transportation, ecology, public safety, public 
health, climate, and location-based services [5]. 

Spatial outlier mining is an expansion of the outlier 
mining in spatial datasets. The early spatial outlier mining 
algorithms are all performed for the global datasets, 
which has no distinction between spatial attributes and 
non-spatial attributes, leading to the mining results of 
global outliers. Subsequently, a series of improved 
algorithm were proposed, which could distinct the spatial 
and non-spatial attributes, and thus mine the local spatial 
outlier. However, there are still some problems. For 
example, for the calculation of the difference between the 
spatial object and its surrounding neighbors during the 
spatial outlier mining process, if one of the neighborhood 
object has too large or too small non-spatial attributes, the 
whole neighborhood non-spatial attribute values of the 
object, as well as the outlier degree calculation for the 
spatial objects would be affected, resulting in false 
detection and undetection. Thus the true outliers would be 
ignored, while some non-outlier would be mistaken for 
spatial outlier. 

The development and innovation works in this paper 
are in in the following areas: 

 A spatial outlier mining algorithm - Based K-Nearest 
Neighbor (BKNN) algorithm was proposed in this paper 
based on the KNN Graph. Based on the traditional spatial 
ou t l i e r  min ing  a lgo r i thm and  comb in ing  the   
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aufbau principle of the KNN Graph, this algorithm is 
performed as follows: Firstly, the spatial neighborhood of 
the spatial objects was determined by their spatial 
attributes, and the difference of the non-space attribute 
values between adjacent objects were set as weight value 
of edge formatted by the two adjacent points. Then the 
edges of maximum weight were cropped through cutting 
edge strategies. After several iterations, the points and 
areas zero out-degree were set as the spatial outliers and 
spatial outlier regions for mining. The algorithm could 
not only avoid the influence of the abnormal neighbors on 
the spatial object, but also identify the spatial outlier 
regions during the spatial outlier mining procedure. 

In order to further verify the effectiveness of the 
algorithm, the experiments for the spatial outlier mining 
algorithm based on the KNN Graph were performed in 
the real datasets FMR and WNV. All the results of the 
simulation experiments were compared with those of the 
existing classical algorithm. From the time complexity 
point of view, the BKNN spatial outlier mining algorithm 
based on KNN Graph did not show sufficient superiority. 
However, from the perspective of the mining results, it 
can be seen that the algorithm could improve the 
precision of spatial outlier mining and simultaneously 
mine spatial region outliers. 

II    SPATIAL OUTLIER MINING 

A. The Characteristics of the Spatial Data 
Compared with traditional relational data, spatial data 

has two important features: Spatial Autocorrelation and 
Spatial Heterogeneity. The so-called Spatial 
Autocorrelation refers to the mutual relations of the 
adjacent objects, namely that an attribute value of a 
spatial object depends on those of the adjacent ones. As 
described in the famous "The First Law of Geography” 
by Tobler, all spatial objects are associated. The closer 
the distance between the two objects in the space, the 
stronger they associate with each other, and vice versa. 
This spatial dependence or spatial autocorrelation are 
local properties for space objects, which is contrary to 
geographic independence of the traditional data mining 
theory. The so-called spatial heterogeneity refers to that 
the attribute values of the objects in different regions 
have different variation trends, showing the diversity and 
locality of spatial objects. 

The attributes of a spatial object can be divided into 
two categories according to their nature: spatial attributes 
and non-spatial attributes. Spatial attributes include shape, 
position, orientation, spatial adjacency relationships and 
other geometric or topological properties; while the non-
spatial attributes include name, age, length, ownership, 
etc. The non-spatial attributes are inherent attributes of 
the spatial object, which essentially described the spatial 
data objects; while the spatial attributes not inherent for 
the spatial object space, but provide the position index of 
the spatial object, which is used to determine the 
neighborhood relationship of each the spatial object. The 
spatial neighborhood determining is the prerequisite for 
successful implementation of the spatial outlier mining 
algorithm. The spatial outlier detection is calculated 

based on the non-spatial attribute values between the 
space objects, and the difference of the non-spatial 
attribute values will cause the localized instability. 

Because of the above mentioned characteristics of the 
space data, the characteristics of spatial data should be 
well considered for the spatial outlier mining algorithm, 
in order to mine the ture spatial outliers. 

B. The Defects of Traditional Spatial Outlier Mining 
Algorithms 

Despite the existing algorithms could achieve 
relatively good results in mining accuracy and 
computational complexity, there are still some defects. In 
order to better illustrate the defects of the existing 
algorithms, a real spatial dataset was applied for the 
description in detail. 

Figure 1 shows a spatial dataset, where the X-Y axes 
represent two-dimensional space coordinates, while the 
Z-axis represents the non-spatial attributes of the spacal 
object, assuming that the non-spatial attributes is one-
dimensional variation in this case for convenience. 
Known that the Figure 1 contains s18patial object, 
wherein O1(180) a spatial outlier, O2(20) and O3(20) 
forming the space outlier region, and E1(20) a normal 
space object. Both the spatial objects O1 and E1 would be 
detected as spatial outliers by mistake using the 
traditional spatial outlier mining algorithm. The reason is 
that non-spatial attribute value of the spatial objects O1 is 
too large comparing with those of other neighborhood 
space objects, which virtually increases the non-spatial 
attribute values of space region surrounding E1, lead to 
the large calculated differences between E1 and its 
surroundings. Hence, spatial objects E1 would be 
mistaken for spatial outlier. Moreover, the existing spatial 
outlier mining algorithm is only able to identify one of 
the spatial object O2 or O3, while the spatial outlier 
regions composed by O2 and O3 could not be of 
identified. There are two reasons: On the one hand, as O2 
and O3 are spatial neighbors and have small non-spatial 
attribute values difference, any space object would 
influence the average neighborhood non-spatial attribute 
values of another one, thereby affecting the final mining 
results. On the other hand, most of the existing spatial 
outlier algorithms can not identify the spatial outlier 
regions. 

It can be seen that the average non-spatial attribute 
values of the whole neighborhood under study would 
increase or decrease when one of the spatial objects has 
too large or too small non-spatial attribute values, leading 
to the false detection and undetection during the spatial 
outlier mining procedure, as well as the inaccurate results 
of the spatial outlier mining algorithm 

In order to solve the defect in the existing spatial 
outlier mining algorithm, a Based K-Nearest Neighbor 
(BKNN) algorithm was proposed in this paper based on 
KNN Graph. 
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 Fig. 1 A set of spatial data 
 

III  THE DESIGN SPATIAL OUTLIER MINING ALGORITHM 
BASED KNN GRAPH 

A.  The Description of the Problem 
Given a spatial dataset X, where each spatial object 

could be represented by a single or multi-dimensional 

non-spatial attributes, denoted by
d

ix R∈ . It is assumed 

that each spatial object ix  is constituted by d non-spatial 

attribute values, denoted by 1 2( , ,... )( 1)dy y y d ≥ , 
where T the transpose operation symbols.  

Given an integer k, which represents the neighbor 
objects number of each object in the its spatial 
neighborhood, namely that NNk (xi) is the k nearest 
neighbor set of xi, where i=1,2,…,n.  

Given an integer m, which represents the detectable 
number of outliers, generally m << n. 

The KNN graph based spatial outlier mining algorithm 
has two main objectives: One is to construct KNN Graph 
of the spatial data sets. Firstly, the spatial neighborhood 
of each spatial object should be determined through space 
attributes, and then KNN Graph could be constructed 
according to the k neighbor relationships of the spatial 
object. The other is to find a data set Z containing m 
spatial outliers by using cutting edge strategies, satisfying 

the condition of Z X⊂  and ix Z∀ ∈ , where xi has no 
connection with other objects.  

B.  The Data Structure of KNN Graph 
The K-Nearest Neighbor Graph (KNN Graph) is a 

weighted digraph. Assuming that there are n vertices in 
the graph, for each vertex vi (1 i n≤ ≤ ), its k nearest 
neighbors v1, v2, ..., vk, could be found through spatial 
neighborhood calculation. Then the vertex vi was 
connected to the k neighbor objects, respectively, forming 
the k directed edges, where each edge was pointed from 
vi to its neighbor object. Set the difference value between 
the vertex vi and its k neighbor objects as the weight 
values of the edges, a KNN Graph could be constructed. 

Set Figure 2 for example, points vi and vj represent 
two spatial objects of the spatial dataset, respectively, and 

vj is the nearest neighbor objects of vi, constructing a 
simple KNN Graph, where eij represents the directed 
edge between two space objects, whose pointer indicates 
that vj is an object of vi in its neighborhood space. The 
wij in the graph represents the weight of the edge eij, 
indicating the difference value between the two spatial 
objects vi and vj.  

The data structure of KNN Graph is shown in Table 1. 
Each point vi is represented by an array consisting of 
3k+3 elements, 
Vi=<Id,value,n1,diff1,flag1,…,nk,diffk,flagk,Cid>, 
where Id the unique identifier for each point, Value the 
value of non-spatial attributes of vi, nj (1 ≤ j ≤ k) the j-th 
neighbor of vi, diffj the dissimilarity between vi and vj, 
namely the weight of edge eij, flagj the state of edge eij 
(flagj = 1 represents the edges have been cut, flagj = 0 
represents the edge is still connected), Cid the number of 
the subgraph where vi belongs  to. the neighbor list is in 
descending order according to the weights of the edges, 
namely diff1 ≥ diff2 ≥ … ≥ diffk. 

 

C. The Ideas of BKNN Algorithm  
The core idea of the KNN graph based spatial outlier 

mining algorithm BKNN is to calculate the dissimilarity 
of the non-space attribute values the between adjacent 
objects, and to find the find the largest local outlier or 
outlier regions by cropping off the edges with the largest 
dissimilarity. For the spatial dataset X, the spatial 
neighbor relationship of each object in the dataset was 
firstly calculated. After determining the k nearest 
neighbor of each object, the dissimilarities between each 
object and its k neighbors were calculated and then the 
dissimilarity between the two objects was set as the 
weight of the edge, forming the KNN Graph G. As the 
weight value depends on the dissimilarity of non-spatial 
attribute values between two adjacent objects, the greater 
weight value, the larger difference between two adjacent 
objects. Given a threshold T to perform cutting edge 
functions, all the edges with the weight values greater 
than the threshold T were cut off. Then returned to the 
starting point of the cutting edge and put it in to the 
suspected outliers-set for further verification. 

To determine whether a point is the outlier, it is 
mainly to investigate whether the point is isolated, that is, 
whether the point has output edges. If the point has no 
output edge, this point could be considered outlier. If the 
point still has output edges, this point is not the real 
spatial outlier. 

Real space outlier regions is a region connecting by 
less than k spatial objects, whose inner attributes are very 
similar while extremely different with those of the 
outside neighborhood. To determine whether an area is a 
real spatial outlier region, The findcandidateregions (G) 
function should be firstly called to find the suspected 
outlier regions. Then, the further verification includes 
three steps: 

(1) For a selected outlier regions, determine its spatial 
neighborhood, namely the set that disjoint k neighbors of 
each object in the spatial neighborhood. If the number of 
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spatial neighborhoods of this region is smaller than that 
of the objects, this suspected outlier region is not the real 
one, which could be excluded. Otherwise, enter the next 
step to continue verification. 

(2) Check the similarity of the objects in the suspected 
outlier region. If the the similarity is less than a given 
threshold Tsim, this suspected outlier region is also not 
the real one, which could be excluded. Otherwise, enter 
the next step to continue verification. 

(3) Calculate the dissimilarity between the suspected 
outlier region and its spatial neighborhoods. If the 
dissimilarity is smaller than a given threshold value Tdiff, 
the candidate outlier region is not the real one, which 
could be excluded. Only the above three conditions are 
all satisfied after the verification, the outlier region could 
be considered as a real one. 

D.  Description of BKNN Algorithm 
In this section, the BKNN algorithm will be 

introduced in detail according to the idea in the last 
section which applies the spatial outlier mining based on 
KNN diagram. 

Algorithm 1: the spatial outlier mining algorithm 
based on KNN diagram. 

Input: Spatial data set X, non spatial attributes set Y, 
the number of neighbors k, the edge threshold T, regional 
similarity threshold Tsim, the dissimilarity threshold 
between a region and its neighborhood Tdiff; 

Output： Outlier set Os， Outlier region Or 
BKNN(X,Y,k,T,Tsim,Tdiff) 
Begin 
(1) Scan the entire spatial data set X, and calculate the 

spatial neighbor relation of each spatial object; 
(2) Construct KNN diagram according to the neighbor 

relationship obtained in (1) 
(3) Scan the entire KNN diagram; 
(4) Sort the edge with their weights in descending 

order 
(5) While weight of an edge: edge_ij>threshold: T do 
(6) delete edge_ij, free its starting point xi to O 
(7) EndWhile 
(8) While O is not empty do 
(9)    if there is no edge connecting to xi then 
(10)      xi is marked as an outlier, and sent to 

Os 
(11)   Else 
(12)    { Calculate area of the region by function 

findcandidateregions(G), and find our the candidate 
outlier regions of k 

(13)        For each candidate outlier region do 
(14)        {   if the similarity of the region > given 

threshold Tsim Then 
(15)           { calculate its neighbor region 
(16)      if the dissimilarity between the current region 

and its neighbor region > given threshold Tdiff Then 
(17)          Mark the current region as an outlier region, 

and sent it to Or 
(18)           } 
(19)        } 
(20)       EndFor 

(21)     } 
(22)   EndIf 
(23) EndWhile 
(24) Output{Os, Or} 
End 

 

E  Analysis on the Examples  
In order to better describe the spatial outlier mining 

algorithm BKNN based on KNN diagram, the spatial data 
set in Figure 1 is taken as an example for a detailed 
analysis of the algorithm. 

From the main idea of spatial outlier mining algorithm 
BKNN based on KNN diagram, we first use analysis on 
spatial attributes to determine the neighbor relationship of 
objects in the spatial data set. The mining calculated on 
spatial outliers is conducted by comparing the non-spatial 
attributes between adjacent space objects. If the neighbor 
number k is equal to 3, according to Figure 1, the spatial 
neighbor relationship can be shown as Figure 2 as by 
KNN diagram. In Figure 3, each circle represents a space 
object in this data set, and each value is non-spatial 
attribute of a spatial object. The bidirectional arrow arcs 
indicate that two spatial objects are spatial neighbors for 
each other, while single arrow arcs represent that two 
spatial objects are arc-tail connected spatial neighbors. 
Arc weights mean the difference between two adjacent 
space objects. For example, there is a single arrow arc 
between E1 and O1, and tE1 is tail, O1 is the head. This 
means that E1 is one of k nearest neighbors of O1, but O1 
is not one of k nearest neighbors of E1. If there are two 
other arcs which are bidirectional, E1 and the other two 
connected objects are spatial k nearest neighbors.  

 
 

 
 

Fig. 2 The KNN graph representation of the spatial data set 

Sort the weights for each arc in descending order, 
execute the function to cut the maximum edge, and send 
the object in the arc head to outlier set O for detection of 
spatial outliers and outlier. Figure 3 shows the KNN 
diagram obtained by executing spatial outlier mining 
algorithm BKNN. In Figure 3, because the non spatial 
attribute O1 and its spatial neighbors differ greatly, edge 
cutting function will cut all edges connecting to its spatial 
neighbors, and return O1. At the same time, because the 
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degree of space object O1 is zero, which means it is an 
isolated point, the space object O1 is sent to the spatial 
outlier set Os. Since O2 and O3 are mutual k nearest 
neighbors, and they have obvious difference with their 
spatial neighbors, also higher internal similarity, they 
form a spatial outlier region, and can be sent into the 
spatial outlier region set Or. 

 

 
Fig. 3  The result of KNN based graph spatial outlier detection 

F. Analysis of BKNN Algorithm 
The principle of BKNN algorithm based on KNN 

diagram is to utilize the method of calculating the degree 
of difference between adjacent objects and cutting down 
the largest edge for a comprehensive spatial outlier 
mining. The edge cutting strategy is mainly to solve the 
shortcoming of current algorithms which are always 
influenced by abnormal neighbors and thus lead to 
mistakenly outlier identification. The algorithm proposed 
conquers this shortcoming and can avoid the spatial 
outlier identification error in theory. 

Computation complexity of BKNN algorithm contains 
six parts as below.  

(1) In calculation of each space object’s k nearest 
neighbors, the computation complexity depends on the k 
nearest neighbor query. If the R*- tree index query is 
used, the complexity is O (nlogn); 

 (2) KNN graph structure requires complexity of O 
(kn); 

(3) the edge weights sorting is with complexity of O 
((kn) log (kn)); 

(4) when the total number of cutting edges is n, 
complexity in edge cutting is O (n); 

(5) complexity in checking whether each zero degree 
point is the outlier or not is O (KN); 

(6) complexity in identifying the candidate outlier 
region is O (n); 

(7) complexity in verification of outlier region is O 
(MK), when assuming the number of object in outlier 
region is M (m<<n), 

In total, the computation complexity if 
O(nlogn)+O(kn)+O(n)+ O((kn)log(kn)) + O(kn) + 
O(n)+O(mk) 。 Since k<<n and m<<n ， the total 
complexity is about O(nlogn)。 

 
 
 

From the computation complexity, although BKNN 
algorithm does not show superiority compared with the 
traditional spatial outlier mining algorithms, this 
algorithm solves the problem in existing algorithms and 
avoids the affects by abnormal spatial neighbors. It can 
find out the spatial outliers mining area when searching 
for outliers, and therefore improve the accuracy of mining. 

IV. THE EXPERIMENT AND ANALYSIS OF THE SPATIAL 
OUTLIER MINING ALGORITHM BASED ON KNN DIAGRAM 

A. The Experiment Environment and Experiment Data 
Set 

The spatial outlier mining algorithm BKNN based on 
KNN diagram is conducted with experimental hardware 
environment of the Intel Core2 Duo CPU E4500 
2.20GHz and 2G of memory, and software environment 
for the operating system Microsoft Windows XP 
Professional SP2, while Microsoft Visual C++ 6 is used 
as the coding environment.. 

In order to verify the effectiveness and feasibility of 
the proposed algorithm, the experiment compares it with 
current algorithms in terms of running time and accuracy 
of outlier region judgment. Data set is 2008 FMR (Fair 
Market Rent) data set provided by the United States 
housing rental housing and City Development 
Department of the United States of America, which 
records housing rental in 3095 counties. Each record is 
composed of different living room rental prices in the 
various counties of US, such as the one-bedroom, two-
bedroom, three-bedroom, and four-bedroom apartment. 
In addition, each record also includes some other 
important information, such as the name of the area 
counties, district name and counties codes. 

B.  Results and Analysis 
In BKNN, the spatial position of each county is 

provided by the geographical position of the United 
States Census Bureau Web site files. The center positions 
of spatial objects are calculated through the longitude and 
latitude. According to the geographical location relations, 
the value of k is set to 8, which means there are 8 
geographical spatial neighbors for each county, namely 
east, south, west, north, northeast, southeast, southwest 
and northwest. The distance between a county and its 
surrounding neighbors is obtained by calculating the 
Euclidean distance between their center positions. For the 
sake of simplicity, only one-bedroom apartment rent is 
set as the object for computing the difference. 

In order to effectively verify the effectiveness and 
correctness, the experiment results are divided into 
outliers and outlier region, which are then compared with 
results of other algorithms. 

In the identification of individual spatial outlier results, 
Z-value algorithm, Moran algorithm, POD algorithm, are 
compared with our proposed algorithm in Table 1. 
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TABLE 1  

THE COMPARISON OF EXPERIMENTAL RESULTS(OS) 
 

Z-value Moran POD BKNN
Pitkin

Co.,CO(1178)

Pitkin

Co.,CO(1178)

Pitkin

Co.,CO(1178)

Pitkin

Co.,CO(1178)

McDonald

Co.,MO(424)

Wilbarger

Co.,TX(443)

York

Co.,SC(712)

York

Co.,SC(712)

Ravalli

Co.,MT(530)

Blbine

Co.,NE(474)

Tammany

Co.,LA(898)

Baker

Co.,FL(498)

Dakota

Co.,NE(516)

Gallatin

Co.,MT(596)

East Carroll

Co.,LA(416)

Glascock

Co.,GA(393)

York

Co.,SC(712)

Mercer

Co.,MO(445)

Glascock

Co.,GA(393)

Johnson

Co.,KY(400)

Franklin

Co.,MO(617)

East Carroll

Co.,LA(416

Bristol

Co.,MA(1130)

East Carroll

Co.,LA(416)

Bristol

Co.,MA(1130)

Tammany

Co.,LA(898)

Humphreys

Co.,MS(386)

Tammany

Co.,LA(898)

Moore

Co.,TX(480)

San Francisco

Co.,CA(1338)

Baker

Co.,FL(498)

Humphreys

Co.,MS(386)

Tammany

Co.,(898)

York

Co.,SC(712)

Franklin

Co.,MO(617)

Franklin

Co.,MO(617)

San Francisco

Co.,CA(1338)

Monroe

Co.,FL(1096)

Johnson

Co.,KY(400)

Bristol

Co.,MA(1130)

 
 
From Table 2, it can be seen that in the detection of 

single spatial outliers, the proposed algorithm can reach 
similar result with the other three algorithms, which 
proves the its correctness and effectiveness. 

The main idea of the Z-value algorithm and the Moran 
scatter diagram is to compare the non spatial attributes of 
the object with its surrounding neighbors’ average value 
to determine whether the object is an outlier. Therefore, 
the above two algorithms are dependent on non-spatial 
attributes values of all neighborhood objects in the 
neighborhood regions. If the non-spatial attributes of a 
spatial object is too large or too small, the average non-
spatial attributes will change, which brings the influence 
of spatial outlier identification, even leads to false outlier 
identification. The proposed algorithm utilizes the 
maximum edge cutting strategy, which is suitable to 
distinguish the effects of each neighbor objects. If the 
non-spatial attributes of a neighbor object value is too 
large or too small, the edges between them will be cut 
down. In this manner, normal objects are not influenced 
by outliers, which can avoid the mistake of outlier 
identification. For example, in the result of Z-value 
algorithm, the eighth spatial outlier with its 8 
neighborhood objects is shown in Figure 4. 

Figure 4 describes one-bedroom apartment rental data 
in San Francisco county with its 8 neighbors in California. 
The threshold T in BKNN algorithm is assumed as is set 
to 150$, which means that it’s normal when the 
difference between an object and its adjacent counties is 
less than 150$. From the observation and comparison, we 
can see that the rent difference between San Francisco 
and most of its neighbors are less than 150$. Therefore, 
San Francisco County is a normal record, and it is not a 
spatial outlier. However, because the Z-value algorithm is 
the first to calculate the average of San Francisco 

County’s 8 neighbors, and then compares it with the 
rental value of San Francisco, it is recognized as an 
spatial outlier while the difference between San 
Francisco’s neighbor Mendocino (783) and Lake (661) is 
vary large. In the calculation of average value, the 
average neighborhood result is too small, and thus has a 
negative impact on spatial outlier detection, which is the 
reason of the mistaken identification of San Francisco 
County. 

 

 
 

Fig. 4  The one-bedroom rent data of San Francisco county and its 
neighbors 

 
In results of identifying outlier region, the Z-value 

algorithm, Moran scatter diagram algorithm, ROD 
algorithm, and our proposed algorithm are selected in 
comparison, among which, the ROD algorithm is selected 
to evaluate the outlier region algorithm, whose validity 
and correctness have been validated. During the 
evaluation of candidates, the proposed algorithm first 
evaluates whether the number of objects in a candidate 
region is less than k. If yes, go to the next evaluation. 
Otherwise, delete this candidate. Secondly, the formula 

Max MinRsim
Mean

−=
 is used to calculate the suspected 

region similarity of Rsim, which is then compared with 
the similarity threshold Tsim. If Rsim<Tsim, go to the 
next detection step. Otherwise, delete the candidate 
outlier regions. For example, Tsim in the experiments is 
assumed as 0.15, in other words, only when the 
difference between the candidate region's largest and 
smallest non-spatial attributes is less than 15% of the 
average value of all objects in this region, the next 
detection step will be proceeded. The final detection step 
is to calculate difference between outlier region and its 
surrounding neighborhood: Rdiff by the formula

( ) / 2
r nbr

r nbr

m m
Rdiff

m m
−

=
+ . If Rdiff>Tdiff, it is a real 

spatial outliers region. Otherwise, the candidate outlier 
regions are excluded. For example, in the experiment, 
Tdiff is assumed as 0.4, in other words, only when the 
difference between the candidate region and its 
surrounding neighbor regions is greater than the average 
value of 40%, the candidate region is the true spatial 
outliers region. Otherwise, the candidate region is 
excluded. Table 2 shows the comparison of outlier region 
by the four algorithms. 

 
 
 

JOURNAL OF SOFTWARE, VOL. 8, NO. 12, DECEMBER 2013 3163

© 2013 ACADEMY PUBLISHER



TABLE 2  

THE COMPARISON OF EXPERIMENTAL RESULTS(OR) 
 

Z-value Moran ROD BKNN
Forsyth

Co.,GA(777)

Forsyth

Co.,GA(777)

Fulton

Co.,GA(777)

 Fulton

Co.,GA(777)

Dougherty

Co.,GA(777)

Fayette

Co.,GA(777)

Dougherty

Co.,GA(777)

Fayette

Co.,GA(777)

Gwinnett

Co.,GA(777)

Gwinnett

Co.,GA(777)

Gallatin

Co.,IL(439)

Hamilton

Co.,IL(440)

Gallatin

Co.,IL(439)

Hamilton

Co.,IL(440)

Edgar Co.,IL(440) Edgar

Co.,IL(440)

Hardin

Co.,IL(443)

 Hardin

Co.,IL(443)

Algorithm

1 --- ---

2 --- ---

 
 
Table 2 lists the results on first two groups of spatial 

outliers detection. The first outlier region includes 5 
counties, while the second region includes 4 counties. 
Among them, five neighbor counties in the first outlier 
region have one-bedroom apartment rent value of 777$. 
This region has 12 neighbor regions with one-bedroom 
rent range from 331$ to 562$. After calculation, the 
region similarity Rsim is 0%<15% (Tsim), and the 
difference degree with its neighborhood Rdiff is 52%>40% 
(Tdiff). Therefore, the region is a spatial outlier region. 
From Table 3, Z-value algorithm and Moran scatter 
diagram algorithm cannot detect spatial outliers region, 
only the ROD algorithm and the proposed BKNN 
algorithm have the capability to well detect spatial 
outliers region. 

The above comparison is based on the accuracy 
analysis on BKNN algorithm. Next the algorithms will be 
compared respect to the computation complexity. 

It is not difficult to find that the four algorithms in 
experiment use spatial attributes and spatial relationship 
to determine the spatial neighborhood, which are with 
complexity of O(nlogn) in Figure 6. From Figure 5, 
compared with Z-value algorithm and Moran algorithm, 
the proposed algorithm uses less time when N is 
increasing due to the application of edge cutting strategy. 
However, it spends more time than POD because it needs 
to judge outlier region. 
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             Fig.5  The runtime of BKNN algorithm 
 

From the analysis of the computation complexity, the 
proposed algorithm does not show enough superiority. 
However, from the perspective of mining results, it can 
be seen that the proposed algorithm improves the spatial 
outlier mining accuracy, and can find out the spatial 
outlier region in the same time. 

V   CONCLUSIONS 

This paper analyzes the shortcoming of the traditional 
spatial outlier mining algorithms, and proposes a new 
mining algorithm: BKNN based on the KNN diagram 
structure principle and the edge cutting strategy. The 
algorithm makes the spatial objects avoid the effects of its 
abnormal neighbors, and effectively identifies the spatial 
outlier region during the outlier identification. 
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Abstract— Real-time simulation of grassland, especially the
dynamic grassland under the effect of external forces such
as wind is an important research topic in photorealistic
simulation of natural scenes. It is also a challenging problem
due to the huge number of grass blades. In this paper
we put forward a method to represent the large area of
dynamic grass realistically in real-time. In the method,
we implement the real-time grass representation by using
shell strategy, and based on the strategy, we further realize
the simulation of dynamic grassland in wind. In order to
solve the over transparent problem in the silhouette area
of layered textures representation, we use vertical slices
strategy, with which the rendering effects are improved.
The grass shift in wind is simulated by moving the multi-
layer vertices. The vertices movement is computed by vertex
shader program in GPU to achieve high simulating speed.
To improve the rendering effects, we utilize the fragment
shader of GPU to compute the grass lighting model. The
quadrilateral continuity issues is also considered in the
generation of layered grass textures. Experimental results
show that our method can simulate dynamic grassland
realistically in real-time, making our method is valuable for
the application in virtual reality and games.

Index Terms— realistic grassland, shell method, dynamic,
GPU

I. INTRODUCTION

GRASS is an important element of the natural scene.
In the natural scene simulation, the representation

of grass is often an unavoidable issue. Due to the huge
number of grass blades and high geometric complexity,
it is also a challenging problem to simulate a large
amount of grass data in real time, especially when the
grass is dynamic under the effect of external forces
such as wind. There have been a lot of research work
about grass simulation. For static grassland rendering, the
methods can be divided into polygon-based rendering,
point-based rendering, image-based rendering (Billboards
method) and volume texture-based rendering according to
the basic representing element [1]. Polygon-based method
use polygons to represent each grass blade, which cause
very high geometrical complexity when the grass number
is very large. The point-based rendering is suitable for
representing grassland that is far away from the camera,
and can achieve the higher performance than polygon-
based method in that situation. While, when camera is
close, more and more points are needed to draw to

This work was supported in part by the National Nature Science
Foundation of China (GrantNo.61100132), the Fundamental Research
Funds for the Central Universities (GrantNo.YX2011-38).

ensure the effects, making its rendering efficiency may
be lower than polygon-based method. Some researchers
take the ”cluster” to represent grass. They use one or
several geometric slices mapped with grass texture to
represent a cluster of grass. This one is usually known
as Billboards method. The Billboards method effectively
simplifies the geometric complexity of grassland and
improves the rendering efficiency. But the grass blades
in one cluster are placed in one plane and move in the
same rules, making the representing effects some rigid
and artificial when representing close grass, especially
close dynamic grass. Different to the above methods that
use geometric elements, Kajiya [2] proposed a method in
1989 to represent complex objects such as hair by using
volumetric texture. Based on the method, Neyret [3] use
volumetric texture to express forest, grassland and other
complicated natural objects. They achieved photorealistic
results, however, the rendering speed is very slow, as
they used the ray-casting method to render scene. In
order to improve performance, Meyer [4] proposed a
method that uses multi-layer 2D texture slices to represent
the volumetric texture and achieved interactive rendering
efficiency. Furthermore, Lengver [5] and Yang [6] render
hair in real-time based on the layered texture method and
achieved real-time performance. Avoiding the construc-
tion and representation of the grass geometric details, the
layered texture method has obvious superiority in efficien-
cy when representing large-scale grassland. Further, Li
[7] proposed a combination approach of geometry-based
and volume slice-base methods, which is not suitable
for overlooking grass. In this paper, we use the shell
method for representing grass, and achieved real-time
performance and realistic rendering results. The anti-
aliasing process is used on volumetric texture data to
achieve better simulation results. In addition, the fragment
shader of GPU is used to compute illumination for better
rendering results too [8].

Based on the static grass simulation methods, some
researchers began to consider the simulation of dynamic
effects of grass under the wind force or other external
force. So far, the dynamic grass simulation methods can
be divided into two kinds: physical-based methods and
process-based method. The physical methods based on the
physical mechanism of grass deformation. They construct
the kinetics equation and try to simulate the leaf deforma-
tion under external force. Wang [9] used dynamic law and
Hooke’s law to accurately calculate the stress condition
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on the skeleton nodes of grass and realize the dynamic
simulation of grassland. Li [10] simplifies the grass into
a number of rigid lines. These adjacent rigid segments
connected by ball-point connection and are used to sim-
ulate the dynamic effect of grass. Wang [11] studied the
dynamic simulation of branch structure and non-branch
structure grass respectively. For the branch structure grass,
they used the tree deformation strategy proposed by Liu
[12] and used grain analysis and vibration equation to
calculate the deformation of roots and tips of grass.
For the non-branch structure grass, they completed the
deformation directly through moving leaves geometry
vertices. Physical based methods are relatively accurate,
however, the cost of physical calculation is large, and they
are difficult to be used for real-time simulation. Process-
based methods avoid the complex physics calculations by
using a simple empirical formula and quickly simulate
grass deformation. Perbet [13] calculated several different
grass swing postures in the wind in preprocessing, then
simulate the dynamic grass by using these pre-computed
grass swing posture directly. This method can achieve a
very high efficiency. But the method needs to define and
regulate the postures for different wind. It is difficult to
simulate the combined effects of several winds. Pelzer
[14] put forward a grass deformation method based on
Billboards. While in this method, the adjacent grass has
the same action which makes the animation effect not real
enough. Bakay [15] assumes that the wind direction and
grass vertex normal are vertical, and shifts the grass to
simulate the dynamic effects of grass. All above methods
are mainly based on geometric representation method to
simulate dynamic grassland scene. This paper proposes a
dynamic simulation method based on shell representation
strategy of grass, and achieved real-time performance by
taking full advantages of GPU programmable function.

This paper will be organized as following: in section 2,
we will discuss the static grassland simulation techniques
based on layered texture, including the generation of grass
textures, usage of vertical slices for results optimization
and GPU based grass rendering. Furthermore, in section
3, we will introduce the simulation of dynamic grass,
including the computation of the grass bending, non-
uniform layered strategy for results optimization and
using GPU for acceleration. Finally, in section 4 and 5,
we will give the experimental results and conclusion.

II. THE GENERATION OF GRASSLAND

Lengver [5] and Yang [6] use the layered texture
method to render realistic hair in real time. This paper
will use this method to simulate grassland in real-time.

In our method, we don’t use the geometric polygons
to represent grass blades one by one. On the contrary,
we use the multi-layer textures to represent the grassland
as a whole. The main steps are shown in Fig.1. First, it
generates the three-dimensional volumetric texture data
of grass, and the volumetric texture is then sampled
into multi-layer two-dimensional textures. Second, the
ground surface on which the grass attached is shifted

along ground normal direction to generate multi-layer
concentric network surfaces. Finally, each layer of surface
is mapped with corresponding two-dimensional texture,
and we blending render these concentric surfaces from the
inside to the outside to get the grass effects [6]. But, with
the shell method, when sight direction approachs to the
parallel direction of ground, the interspace among layers
will be exposed and the grass will looks over-transparent.
In order to overcome this problem, this paper adds a kind
of vertical texture slices to mask the interspace.

This method is not affected by geometric details of
grassland. It can achieve real-time rendering efficiency
as well as satisfactory rendering effect. This section
describes how to generate the grassland based on shell
method, including the generation of grass volumetric
texture, texture anti-aliasing and texture quadrilateral con-
tinuity processing. We will also discuss the usage of
vertical texture slices and GPU based grass rendering.

Figure 1. Simulation of grassland based on shell method

A. Generation of grassland based on shell method

1) Construction of grass volumetric texture: We place
many grass blades in a 3D volume space to generate the
volumetric texture data. For each grass blade, instead of
simulating its geometric appearance directly, we use a
series of discrete parallelogram to represent the grass. As
shown in Fig.2, the line PsPe represents axis direction
of grass blade. Along the axis, several quadrilaterals are
generated. The alpha value in the quadrilateral region
is set to 1 to represent the grass region. The areas of
quadrilaterals are decreased from the grass root to tip
to simulate the grass tapering appearance. The volume
texture data generated by this method are mainly for over-
looking rendering of grass. In fact, in grass simulation,
the most common sight direction comes from the top.
Parallelogram pieces in Fig.2 are facing upward and are
suitable for the overlooking angle.
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Figure 2. Volume data of a single leave

2) Generation and Mapping of layered texture: After
generating the 3D volume texture data, we can sample the
volume date horizontally to get multi-layer 2D textures,
as showing in Fig.1.

When simulating the large area of grassland, the lay-
ered texture will be mapped repeatedly on the surface of
the ground mesh. This may cause obvious seams among
the adjacent texture patches, as showing in Fig.4-a. In
order to eliminate the seams, we process the layered tex-
tures and transform them to the textures with quadrilateral
continuity.

Figure 3. Generation of texture with quadrilateral continuity

In Fig.3, the left is a layered texture called T-old with
the size of v1 * v1. We cut a patch of texture from T-
old with the size of v2*v2 (v2<v1), and make it as the
base data of quadrilateral continuity texture T-new. The
boundary part of T-old (it is the blue region B in Fig.3-a
is moved to the boundary of T-New, as shown in Fig.3-b.
The data in B region is superimposed on the b region of
the T-New texture. In the superimposed region, the texture
value of each location is set as the bigger one of the
values in B and b region in this location. In this way, the
internal data of T-new texture in the right boundary is the
external data of left boundary, making the T-new texture is
continued in the right boundary. The continuity of other
three boundaries can be gotten with the same method,
hence generating the texture with quadrilateral continuity.
The grass drawing with quadrilateral continuity texture is
shown in Fig.4-b:

3) Generating grassland: After generating layered tex-
tures, we can simulate the grassland by rendering the
multi-layer textures. The major steps are as follows.
First, importing the terrain model; secondly, the geometric

Figure 4. Texture without quadrilateral continuity (left) and texture with
quadrilateral continuity (right)

surface is shifted along the normal direction to generate
multi-layers geometry; thirdly, rendering the multi-layers
geometry which is mapped with the corresponding layered
texture from bottom to top to generate the grassland. This
process is shown in Fig.5.

Figure 5. Simulation of grassland based on shell method

B. Effect Improvement by using vertical slices

Grass rendering with above multi-layer textures method
is good for overlooking sight, however, when the sight line
approaches the parallel direction of terrain surface, the
visual effect is poor, as the sight line will go through the
interspace between texture slices. To solve the problem,
we add vertical texture slice to the silhouette area of
terrain model.

Figure 6. Adding vertical texture slice to silhouette area of terrain model

When rendering grassland, the area where the angle
between sight line and the terrain model normal in [90-
θ, 90] is defined as silhouette area. In this paper, θ is
set as 20. In the silhouette area, vertical slices are placed
on terrain surface (as showing in Fig.6). Vertical slices
are mapped with the corresponding slice textures. When
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the sight line approaches the paralled direction, we will
see the vertical slices and hence the interspace between
horizontal slices is covered. The process is shown in Fig.7.

Figure 7. Process of rendering grass with vertical slices

In rendering process, the vertical texture slices and
the multi-layer slices will be blended, and the blending
alpha of vertical slices should be changed smoothly for
eliminating the visual jump phenomenon. The blending
alpha is change according to the Eq. (1).

alpha = 1� cosβ: (1)

β is the angle between sight line and the normal
direction of terrain. When the sight line approached the
parallel direction, the alpha will be increased gradually,
avoiding causing the visual jump in silhouette region.
Render result with vertical slices is shown in Fig.8.

Figure 8. Grassland with vertical slices and without vertical slices

C. Illumination calculation based on GPU

In traditional rendering pipeline, the Blinn-Phong mod-
el is used as default rendering model. But the grass has
special visual characteristic, and it is better for using
special illumination model when rendering grassland. At
present, GPU has programmable ability [16] [17]. We
can implement the special illumination model in fragment
shader with GPU programming.

Kajiya/Banks adopted an illumination model for hair
rendering. Lengver[5] and Yang[6] both adopted this
model and obtained excellent rendering result. As grass
blade is similar to the hair fiber, we also use this illu-
mination model. This illumination model is expressed as
Eq. (2).

GrassShading = ka

+

far∑
n=near

kd ∗ Cgrass ∗ (l � (T � L)2)pd/2

+ ks ∗ (1� (T �H)2)ps/2

(2)

T is the tangent of grass blade. L is the light direction.
H is the Bisecting between light direction and sight line
ka, kd and ks are the reflection ratio of environment light,
diffuse light and specular light. pd and ps represent the
index number of diffuse light and specular color. Cgrass

is the color of grass. The tangent T can be calculated
when generating the volume data and recorded in multi-
layer tangent textures. Thus, when rendering, each slice
will be mapped by two textures, that are tangent texture
and color texture, and the color of each fragment will be
calculated in fragment shader according to Eq. (2).

III. DYNAMIC SIMULATION OF GRASSLAND

In our method, the grassland is represented as multi-
layer slices as a whole, and we can’t control the posture
of each blade. In this situation, we simulate the dynamic
grassland by shifting the multi-layer slices. Every vertex
of multi-layer slice is shifted according to a special curve
track, hence controlling the bending of grass. Fig.9 shows
the bending grass simulation by shifting each layer.

Figure 9. Simulation of grassland based on shell method

A. Curve

We use Bakay’s method [18] to compute the bend
of grass. In Bakay’s method, a leave is expressed as a
polyline, and when power of wind has an effect on the
polyline, the offset of each slice can be calculated in Eq.
(3).




wi =
i∑

j=0

(S ∗ sin θi)

hi =
i∑

j=0

(S ∗ cos θi)
θi =

i

N
∗ π
2
∗I

(3)
N is total number of polyline, i is current polyline

index. S is the length of every polyline. I is the power of
wind. The direction of polyline shifting is the direction
of wind. Wi is the offset in horizontal direction. Hi is
the offset in vertical direction. With the increase of i,
the offset in horizontal direction is increased, the offset
in vertical direction is decreased. In implementing, we
divide the wi in Eq. (3) to xwi and zwi, representing the
offset in x and z direction respectively. Hi in Eq. (3) is
the offset in y direction. Then we get Eq. (4)





xwi = wi ∗ sin θ
ywi = hi

zwi = wi ∗ cos θ
(4)
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θ is the rotation angle relative to x axial in horizontal
direction. The final dynamic simulation of grassland is
shown in Fig.10.

Figure 10. Dynamic simulation of grassland

B. Simulation of dynamic grassland based on GPU

In the dynamic simulation of grassland, we use Bakay’s
method to calculate vertex offset, but we use different
implementation process. In Bakay’s method, it uses the
vertex shader to calculate the offset for each grass vertex,
and all the cumulative calculation in Eq. (3) will be
executed repeatedly in vertex shader. Because of the
repeatedly cumulative calculation, the efficiency is not
very high. To avoiding the repeat calculation, we store the
offset of each layer as a texture in the fragment shader,
and when calculating the offset of next layer, the middle
value can be achieved from the offset texture and the
cumulative calculation can be avoided.

We use MRT(multiple rendering targets) technology
to make it true that rendering the grass and storing the
texture are completed in the same time. We can calculate
the offset of the next layer with the preparation Texshift.

IV. EXPERIMENTAL RESULTS AND ANALYSIS

Using this method, we can achieve real-time dynamic
simulation of realistic grass. The system is implemented
on VS2010 platform. We use OpenGL to carry out related
experiments on PC. What’s more, cg as shader language is
used to implement Illumination calculation. Fig.11 shows
several rendering results of grassland.

TABLE.I presents a comparison in performance be-
tween our method and the traditional CPU method. The
experimental configuration is: Intel Core i5 CPU, 2G
memory, ATI Mobility Radeon HD 5650 graphics card,
1G memory. In the experiment, the static grass is consist-
ed of 32-layer textures. Grass texture is 88*88 pixels and
the size of rendering image is 1024*768 pixels.

In the traditional calculation, the calculation of the
grassland offset is carried out in CPU. The CPU will
calculate the offset location of each vertex in texture
layer first. Then the data is transferred into GPU for
rendering. In our method, we take full advantage of the
programmability of the GPU and use the vertex shader
and fragment shader to calculate the offset. Computing in
GPU has higher efficiency than in CPU as GPU has the
parallel computing pipeline. In addition, this manner also
eliminates the data transfer from CPU to GPU, improving

Figure 11. Dynamic simulation of grassland in three different terrains

the performance further. We adopted two kinds of terrain
model. One is flat terrain with 25 planes. The other is
terrain model with 1866 planes. In the two kinds of terrain
model, each of them generates grass with a number of
12600. Experimental data in table 1 shows that the speed
of simulation with our method is higher about 60-80 times
than the traditional methods.

TABLE I.
COMPARISON IN RENDERING SPEED

model terrain1 terrain2
polygon number 25 1866

render in CPU(f/s) 4.1 1.7
render in GPU(f/s) 324.3 115.1

An advantage of our method is that the grass number
has less impact on the efficiency. We use texture slices
to simulate the whole grassland instead of simulating the
grass blade one by one. In this way, the number of leaf
only relates to the density of grass and the grid area
of grassland. The grass density in texture has nothing
to do with the rendering efficiency. The increasing of
terrain mesh area can affect the efficiency as it increases
the geometry, however, the affection is not so much. As
shown in TABLE.II, Terrain2 is generated by repeating
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Terrain 1 ten times. So the number of leaf increases ten
times. However the simulation efficiency is reduced only
2 times. So, our method is particularly suitable for the
simulation of a large area of grassland.

TABLE II.
COMPARISON IN RENDERING SPEED WITH DIFFERENT NUMBER OF

LEAF

model terrain1 terrain2
polygon number 50 500
number of leaf 8750 87500

rendering speed(f/s) 344.8 179.4

In the dynamic simulation of grassland, we use Bakay’s
method to calculate vertex offset, but we use different
implementation process. In Bakay’s method, it uses the
vertex shader to calculate the offset for each grass vertex,
and all the cumulative calculation in formula 3 will be
executed repeatedly in vertex shader. Because of the
repeatedly cumulative calculation, the efficiency is not
very high. To avoiding the repeat calculation, we store the
offset of each layer as a texture in the fragment shader,
and when calculating the offset of next layer, the middle
value can be achieved from the offset texture and the
cumulative calculation can be avoided. Compared with
Bakay’s method, the rendering efficiency of our method
is greatly improved, as listed in TABLE.III.

TABLE III.
COMPARISON IN RENDERING SPEED WITH DIFFERENT METHODS

method of Bakay Our method
polygon number 17 17
number of leaf 8704 8801

rendering image size 1024*768 1024*768
rendering speed(f/s) 25.6 58.3

V. CONCLUSION

In this paper, we put forward a method to render
grassland in real-time by using layered textures. Based on
the method, we use programmable features of the GPU to
achieve rapid calculation of the dynamic grass. Finally, we
get real-time simulation efficiency and better simulation
effect.

The method is very suitable for the mid and far view-
point observation. But the close observation of grassland
still needs to be improved. Also we need to add grass
self shadows, inter-reflection and other effects to enhance
the realism of grass. In addition, the dynamic effect of
grassland by using this method is simple. We achieve
the simulation of grass falling over by wind, and the
simulation of dynamic collision between grassland with
external objects can be considered.
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Abstract—Combinatorial testing is a practical and efficient 
software testing techniques, which could detect the faults 
that triggered by interactions among factors in software. 
Compared to the classic fixed strength combinatorial testing, 
the variable strength combinatorial testing usually uses less 
test cases to detect more interaction faults, because it 
considers the actual interaction relationship in software 
sufficiently. For a model of variable strength combinatorial 
testing that has been propose previously, two heuristic 
algorithms, which are based on one-test-at-a-time greedy 
strategy, are proposed in this paper to generate variable 
strength covering arrays as test suites in software testing. 
Experimental results show that, compared to some existed 
algorithms and tools, the two proposed algorithms have 
advantages on both the execution effectiveness and the 
optimality of the size of generated test suite.  
 
Index Terms—software testing, combinatorial testing, test 
generation, interaction relationship, algorithm 
 

I.  INTRODUCTION 

Software can be considered as a complex logic system, 
which may be affected by many factors or parameters, 
such as system configurations, internal events, external 
inputs etc. Rather than the single factors, the interaction 
of multiple factors may also affect the work of software 
systems. Combinatorial testing (or interaction testing) 
uses a small test suite that cover all needed parametric 
values and their combinations, to detect the faults that 
may triggered by these single factors or parameters in 
software and even the interactions of them. Many 
applications of combinatorial test approach have shown 
that, a carefully designed test suite which contains small 
number of test cases can yield high fault detection ability 
with reduced test cost. Therefore, combinatorial testing is 
an important and effective method for software testing, 
especially for those high-configurable systems.  

Existed combinatorial testing includes fixed strength 
combinatorial testing and variable combinatorial testing. 
The former requires a test suite to cover all N-way (N≥2) 
combinations of factors value, by using a fixed uniform 
strength N. And the latter allows that the strength of 
different interaction to be variable. It was proposed by 

Cohen et al in 2003 [1], since Bach and Schroeder pointed 
out most successful applications of combinatorial testing 
require the detailed analysis of characteristic for software 

[12].  In the variable strength combinatorial testing, people 
select a series of disjoint sub-sets of factor and assigning 
a higher strength for interaction among those factors in 
sub-sets. Note that the variable strength combinatorial 
testing requires all sub-sets must be disjoint, so it may be 
helpless for the cases that interaction relationship does 
not satisfy such constraint. 

Above all, to increase the effectiveness of existed 
combinatorial testing, it is necessary to mine the actual 
interaction relationship among factors and make more 
sufficient consideration on such interaction relationship. 
A new model of variable strength combinatorial testing 
(or named “interaction relationship based combinatorial 
testing” in Ref. [13]) was proposed by us previously [13][20]. 
To generate combinatorial test suite for the new model of 
variable strength combinatorial testing, two heuristic 
algorithms, which are based on one-test-at-a-time greedy 
strategy, are proposed in this paper. The theoretical 
analysis and experimental results show there are many 
advantages of the proposed algorithms.  

The remainder of this paper is organized as follows. 
Section 2 describes definitions. Section 3 reviews related 
works. Section 4 describes the framework of one-test-at-
a-time greedy strategy. And two concrete test generation 
algorithms which are based on one-test-at-a-time strategy 
are proposed in section 5. Section 6 gives experimental 
results. Finally, a conclusion remarks is given.  

II.  DEFINITIONS 

Before introducing the new model of variable strength 
combinatorial testing, we firstly review some definitions 
about existed fixed strength and “narrow sense” variable 
strength combinatorial testing [23][24].  

A.  Existing Models of Combinatorial Testing 
Suppose that the system under test (SUT) has n factors 

(or parameters), and each factor fi has ai (1≤i≤n) discrete 
values. Let F={f1, f2,…, fn} denote the set of factors, and 
Vi={1, 2,…, ai} (1≤i≤n) denote the value set of factor fi. 
If the cardinalities of all n value sets are equal, it is a 
system with fixed-level factors. Otherwise, it is a system 
with mixed-level factors. In this paper, we also assume 
that all factors are independent, which means there are no 
constraints between factors and their values. 
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Definition 1. The n-tuple test= (v1, v2,…, vn) (v1∈V1, 
v2∈V2,…, vn∈Vn) is a test case for the system.  

Definition 2. Given A=(ai,j)m×n is a m×n array, where 
the j-th column denotes the factor fj of the SUT and all 
elements of this column come from the finite set Vj (j=1, 
2,…, n), that is ai,j∈Vj. If every m×N (2≤N≤n) sub-arrays 
contain all value combinations of such N columns (or 
factors), then A is an N-way fixed strength covering array 
or a fixed strength covering array with strength N. It 
could be denoted as CA(m; N, F).  

Definition 3. For an fixed strength covering array A, if 
it contains C, a multi-set of disjoint covering arrays that 
each with a larger strength than N, then A is a “narrow 
sense” variable strength covering array that could be 
denoted as VCA(m; N, F, {C}).  

The definition of “narrow sense” variable strength 
covering array is concluded from the description of 
Cohen [1]. We call their approach that proposed by D. M. 
Cohen et al as the “narrow sense” variable strength 
combinatorial testing, since there is a limitation that it 
need a “disjoint” property, which will be demonstrated in 
next sub-section. 

B.  New Model of Variable Strength Combinatorial Testing 
In this sub-section, we introduce a new model of 

variable strength combinatorial testing, which considers 
the actual interaction relationship more sufficiently than 
“narrow sense” variable strength combinatorial testing. 

Firstly, we discuss the interaction among factors. One 
group of factors that have interaction with each other 
could form a subset r of F. It means that there is a |r|-way 
interaction (or an interaction with strength |r|) among all 
|r| factors in such subset. For such subset, all value 
combinations of factors in r should be covered by test 
suite. Furthermore, for the whole SUT, there should be a 
collection R={r1, r2,…, rt} that contains t subsets of F, 
and these subsets represent all interactions in such SUT. 
In combinatorial testing, all such interactions in R must 
be covered by test suite. For example, if we test a system 
with n factors by 2-way (or pair-wise) combinatorial 
testing approach, there will be |R|=n×(n-1)/2 different 2-
way interactions and R={{fi, fj}| fi, fj∈F, i≠j}.  

Definition 4. A subset rk∈R (k=1, 2,…, t) could be 
named as an interaction coverage requirement, or 
coverage requirement for short. And the collection R 
could be named as the interaction relationship of SUT.  

For simplicity, we define following rules: (i) Each 
coverage requirement rk={fk, 1, fk, 2,…, fk, nk}∈R (k=1, 2,…, 
t) has nk factors (nk>1); (ii) For any two different 
coverage requirements rk1, rk2∈R (k1≠k2), there are rk1⊄rk2 
and rk2⊄rk1; (iii) Two different factors fi, fj∈F (i≠j) 
interact with each other if and only if there is a coverage 
requirement r∈R and fi, fj∈r.  

Definition 5. Given A=(ai,j)m×n is a m×n array, where 
the j-th column denotes the factor fj of the SUT and all 
elements of this column come from the finite set Vj (j=1, 
2,…, n), that is ai,j∈Vj. For a coverage requirement rk∈R, 
if the sub-array that consists of all factos in rk contains all 
value combinations of those factors, then A satisfies rk. If 
A satisfies all coverage requirements in an interaction 

relationship R, then A is a variable strength covering 
array for R and it could be denoted as VCA(m; F, R). 

Therefore, the variable strength covering array for R 
should cover all combinations in the set:  

CombSet=Ut
k=1CombSetk 

Where the CombSetk (k=1, 2,…, t) covers the coverage 
requirement rk:  

CombSetk={(vk, 1, vk, 2,…, vk, nk)| 
vk, 1∈Vk, 1, vk, 2∈Vk, 2,…, vk, nk∈Vk, nk}. 

Definition 6. The software testing approach that 
designs and runs variable strength covering array as test 
suite is variable strength combinatorial testing approach.  

Given a SUT, the combinatorial test suite T which 
covers interaction relationship R could be obtained easily 
from the covering array A for R, by mapping each row of 
covering array to a test case of test suite. So we say that 
variable strength combinatorial test suite and variable 
strength covering array are equivalent in this paper.  

Definition 7. For a variable strength combinatorial test 
suite T, if it contains minimum possible number of test 
cases to cover R, then T is an optimal variable strength 
combinatorial test suite.  

An optimal test suite can help us to test software with 
minimal cost. But as we demonstrated before, pair-wise 
testing could be considered as a special case (R={{fi, fj}| fi, 
fj∈F, i≠j}) of variable strength combinatorial testing. 
Therefore, the problem of generating optimal test suite 
for variable strength combinatorial testing is as hard as 
NP-C, since the problem of generating optimal pair-wise 
test suite has been proven to be a NP-C problem [9].  

Different from fixed strength combinatorial testing, the 
new variable strength combinatorial testing approach 
allows the strengths of interactions to be variable. And 
such approach is also more general than existed “narrow 
sense” variable strength combinatorial testing, since it 
dose not require the property of “disjoint”. For example, 
consider a given interaction relationship R={r1, r2}, 
where two coverage requirements r1={f1, f2} and r2={f1, f3} 
intersect with each other, in a system with F={f1, f2, f3}. 
Such interaction relationship is difficult to be described 
by the “narrow sense” variable strength combinatorial 
testing, for it requires two sub-arrays of covering array 
are disjoint. 

III.  RELATED WORKS 

Except the existed “narrow sense” variable strength 
combinatorial testing, there are also many works related 
to variable strength combinatorial testing approach. E.g., 
as a special application of interaction relationship, Input-
Output relationships has been discussed by Schroeder et 
al [14][15][16]. The open-sourced tool TVG that managed by 
Software Eva1, and the tool PICT that developed by J. 
Czerwonka [6] are also both available to generate variable 
strength combinatorial test suite. 

In the model of IO relationship testing, each output 
variable is influenced by a group of input variables, 

                                                           
1 http://sourceforge.net/projects/tvg/ 
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which could be considered as a coverage requirement in 
the model of variable strength combinatorial testing. 
People need an optimal test suite, which covers all value 
combinations of input variables that influence each output 
variable. However, generating an optimal test suite to 
satisfy a IO relationship has been proven to be NP-C [15]. 
Therefore, we can conclude again that generating an 
optimal variable strength combinatorial test suite is also a 
NP-C problem, by mapping each coverage requirement to 
a output variable, which is influenced by a set of input 
variables that corresponding to factors in such a coverage 
requirement.  

There are totally 3 different test generation algorithms 
proposed to generate test suite for IO relationship testing 
[15]. Except a brute force algorithm that generates optimal 
test suite, other two heuristic ones UNION and GREEDY. 
The UNION can generate a result very quickly with time 
complexity O(∑t

k=1(m×n×|CombSetk|)), but the generated 
test suite is usually very big. The GREEDY can generate 
much smaller test suites than UNION, but the worst time 
complexity is bad as O(m×(∑t

k=1|CombSetk|)×(∏n
i=1 ai)). 

To make the algorithm become more efficient, a color 
graph based problem reduction method was proposed [16]. 
However, the reduction technique is suitable only when 
IO relationships are “simple”, which means that the 
number of edges in color graph is much smaller than that 
of complete graph. Another limitation of such reduction 
technique is that it may lead to the redundancy of 
generated test cases.  

Test Vector Generator (TVG) is a project-based MDI 
application managed by Software Eva. TVG provides a 
test generation tool with GUI to generate combinatorial 
test suite based on the input-output relationship or fixed 
strength coverage. The main disadvantage of TVG, which 
will be displayed in our experiment, is that the size of 
generated test suite is usually not as small as expected. 
PICT is a combinatorial test generation tool. By editing 
the option of command line and the “Sub-Models” field 
of “model file”, it can also generate variable strength (or 
“mixed strength” described in [6]) combinatorial test 
suite. The limitation of PICT, which will be shown in 
experimental results, is that its performance in variable 
strength combinatorial test generation is much worse than 
that in fixed strength combinatorial test generation for 
some unidentified reasons.  

In recent years, we have made study on combinatorial 
testing. Especially, the characteristic of factor interaction 
relationship has been considered in our works [13][17][20]. 
E.g., we proposed the new model of variable strength 
combinatorial testing (or called “interaction relationship 
based combinatorial testing” in Ref. [13]) [20]. And 
correspondingly, several variable strength combinatorial 
test suite generation algorithms, including the ReqOrder 
with a worst time complexity O(∑t

k=1(m× |CombSetk|×|rk|)) 
[13], the ParaOrder with a worst time complexity 
O(∑t

k=1(m×ai×|CombSetk|×max1≤k≤t{|rk|})) [13][20], and the 
Density [20], which can be considered as an initial version 
of algorithms that will be described in this paper, were 
proposed previously. This paper will mainly improve the 
Density to generate smaller test suite.  

IV. ONE-TEST-AT-A-TIME GREEDY STRATEGY 

Generating optimal fixed strength combinatorial test 
suite has been proved to be NP-C [9], and many heuristic 
strategies were proposed. The one-test-at-a-time strategy 
is one that has been most widely used for its simplicity, 
accuracy, efficiency, and consistency. Rather than test 
generation, it could provide some additional functions 
such as seed test cases, constraint handling, and test 
prioritization, etc. Therefore, we apply one-test-at-a-time 
strategy on problem of variable strength combinatorial 
test generation. 

In one-test-at-a-time strategy, a set of combinations 
that should be covered by combinatorial test suite is 
required, which is just the set CombSet that has been 
mentioned before. The process starts with an empty initial 
test suite. Then at each time, one single test case will be 
selected and added into test suite, and the covered 
combinations will be removed form set CombSet. Such 
step repeats until set CombSet becoming empty. The 
framework of one-test-at-a-time strategy is described as 
Algorithm 1. 

 
Algorithm 1. One-test-at-a-time Strategy 
Start with an empty test suite T;  
Initialize the set CombSet according to SUT;  
While (CombSet ≠ ∅)  

Select a single test case, and add it into T;  
Modify CombSet by deleting combinations that 
covered by selected test case;  

End While 
 
To generate test suite as small as possible, some people 

adopt a greedy strategy in one-test-at-a-time strategy, 
which selects a “best” single test case each time to cover 
the greatest number of uncovered combinations in 
CombSet. This “best” greedy method may generate a 
small test suite in fixed strength and variable strength 
combinatorial testing. For example, in theory, D. M. 
Cohen et al proved that the size of fixed strength 
combinatorial test suite that generated by the “best” 
greedy method grows logarithmically in the number of 
factors [2]. And in experimental, the GREEDY, which 
adopts the “best” greedy method, could generate much 
smaller variable strength combinatorial test suite than 
other heuristic algorithms [15].  

But unfortunately, selecting such a “best” test case is 
difficult too. C. J. Colbourn proved that, in pair-wise 
testing, for a given set of uncovered pairs and a given 
positive integer p, the problem that determining whether 
there exists a test case which covers p pair-wise 
combinations is a NP-C problem. It means that there 
exists no efficient polynomial time algorithm to select 
such a “best” test case to cover the greatest number of 
pair-wise combinations [2][5]. Note that fixed strength 
combinatorial testing could be considered as special cases 
of variable strength combinatorial testing, so selecting 
such a “best” test case in variable strength combinatorial 
testing is also a NP-C problem. E.g., the GREEDY, 
which is an exponential-time algorithm, can be hardly 
used in practice.  
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SUT:  
F={f1, f2 , f3} 

V1=V2=V2={1, 2} 
R={r1={f1, f2}, r2={f1, f3}}
CombSet1={(1, 1), (1, 2)}

CombSet2=∅ 

Priority(r1) > Priority(r2) 
Order:   r1   →   r2 

test1: 
 

test2: 

1 1 - 
 

1 2 - 
 

→
 

→

1 1 1
 

1 2 2

//cover (1, 1)
 

//cover (1, 2)
 

Size of test suite is 2. 

Priority(r1) > Priority(r2) 
Order:   r2   →   r1 

test1:
 

test2:
 

test3:

1 - 1
 

2 - 1
 

1 - 2

→
 

→
 

→

1 1 1 
 

2 2 2 
 

1 2 2 
 

//cover (1, 1)
 

//cover none
 

//cover (1, 2)

Size of test suite is 3. 

Figure 1. Different priorities of coverage requirements  
(Values of factors in r2 are selected randomly) 

For above limitations, instead of selecting the “best” 
test case by searching the exponential number (∏n

i=1 ai) of 
usable candidates, a feasible approach is to generate 
approximate “best” test case with some more efficient 
heuristic approaches, such as determining an order of 
factors and fixing values in the determined turn [10]. This 
kind of approximate algorithms include AETG[2], TCG[3], 
DDA[5], and PICT[6]. The algorithms that will be 
proposed in this paper are approximate algorithms too.  

V.  ALGORITHMS TO GENERATE SINGLE TEST CASE IN 
ONE-TEST-AT-A-TIME STRATEGY 

We proposed two concrete deterministic algorithms, 
which are based on “density”, to generate single test 
cases in one-test-at-a-time strategy. The concept of 
“density” was firstly proposed by C. J. Colbourn et al 
firstly [5], but it is only available for fixed strength 
combinatorial test generation. Therefore, we define a new 
concept of “density” for variable strength combinatorial 
test generation. 

When generating a single test case with one-test-at-a-
time strategy, the priorities of different coverage 
requirements are different. For a coverage requirement 
(assuming it is rk (1≤k≤t) without loss of generality), if 
there are a greatest number of uncovered combinations in 
CombSetk, then it should be handled as early as possible 
in our intuition. We can illustrate it by an extreme 
example. Support two coverage requirements r1={f1, f2} 
and r2={f1, f3} in R. Considering a step that there are two 
uncovered combinations (f1=1, f2=1) and (f1=1, f2=2) in 
CombSet1 but none in CombSet2. In such situation, the 
values of factors in r2 could be selected randomly. If we 
fix values for r2 firstly and the fixed value of f1 is 2, the 
generated test case will not cover any uncovered 
combination, and the final test suite may be redundant 
(see Figure 1). Therefore, a priority number, which 
should grow as the growth of the number of uncovered 
combinations, is required to measure such priority. And 
for a given coverage requirement rk, the priority number 
could be selected as a density of such coverage 
requirement: a ratio of current number of uncovered 
combinations in CombSetk to the max1≤k≤t{∏fi∈rk ai}. It is 
evident that such ratio ranges from 0 to 1. 

Note that there may be intersection between two 
different coverage requirements. It means that, when 
handle a given coverage requirement, the value of some 
factors in such coverage requirement may have been 

fixed already. And it is reasonable that only the available 
combinations, in which the values of such factors are 
equal to the fixed values in current test case, should be 
counted when calculating density. And in the extreme 
case that the values of all factors have been fixed, there 
will be at most one available combination. If such 
available combination exists, which means that it covers a 
new uncovered combination, the density should be the 
upper bound 1; else it should be the low bound 0. 
Therefore, after the values of all factors have been fixed 
in current test case, the density of each coverage 
requirement should be as big as possible to make test case 
cover more combinations.  

And in another aspect, only the factors, whose values 
have not been fixed, should be counted when calculating 
density. So we could construct a sub coverage 
requirement by collecting these factors, and then 
calculate density for the sub coverage requirement to 
instead original one. The number of factors in sub 
coverage requirement is less than that in original one, so 
the denominator of density should also be modified to a 
smaller value, in order to increase the density of coverage 
requirement to a balanced level.  

Therefore, we could define the density (local density) 
of a given coverage requirement rk as:  

kkk

ki

npn
rf itk

k
k a

numLD )(
1 }){(max −

∈≤≤ ∏
=  

In which, the symbol numk is the number of available 
uncovered combinations in set CombSetk, and the symbol 
pk is the number of factors whose values have been fixed. 
The special case of pk=nk means that the values of all 
factors in rk have been fixed already.  

For simplicity, we call the density of coverage 
requirement as the local density. And based on the 
definition of local density, we define the global density 
for the whole system as:  

∑ =
= t

k kLDGD 1  
After introducing the concept of “density”, we will 

present two different algorithms to generate single test 
case. And when generating a single test case, we 
endeavor to take the global density as great as possible, to 
make the generated test case cover uncovered 
combinations as most as possible.  

A.  Fix Value in The Order of Coverage Requirements 
To generate a single test case with one-test-at-a-time 

strategy efficiently, the value of factors should be fixed in 
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turn. In the first proposed algorithm DA-RO, the values 
will be fixed in the order of coverage requirements, and 
such order will be determined by the local densities of 
each coverage requirement.  

At each stage, one coverage requirement, in which 
there is at least one factor whose value has not been fixed, 
will be selected for its greatest local density. Once a 
coverage requirement (assuming it is rk (1≤k≤t) without 
loss of generality) is selected, then the values of factors in 
selected coverage requirement should be fixed according 
to the global density. For each one of totally ∏fi∈rk ai 
combinations in set CombSetk, if it is available in current 
test case, then calculate the global density that assume we 
fix values for factors in rk as such combination. The 
available combination that takes the greatest global 
density will be selected and assigned to the corresponding 
factors. Note that the local and global density may change 
after fixing values for factors in a coverage requirement, 
so the densities should be modified over again.  

Above operations will repeat until all coverage 
requirements have been handled in current test case. The 
process of generating a single test case is also described 
as the Algorithm 2. After run such algorithm, there may 
still be some independent factors, which are not involved 
in any coverage requirement, have not been assigned. 
Note that these factors can not reduce the coverage ability 
of generated test suite, so we can fix values for them after 
all test cases have been generated, to guarantee all valid 
values of each independent factor appear at least once. 

 
Algorithm 2. Generate One Test Case by Fixing Value 

in the Order of Coverage Requirements 
Start with an empty test case test, in which the values 
of all factors have not been fixed;  
While (there are coverage requirements not been dealt)  

For k=1 to t  
If (in rk, there are factors whose value has not 
been fixed) then  

Calculate local density for rk∈R;  
End If  

End For  
Select a new coverage requirement rk with the 
greatest local density;  
For Each combination comb∈CombSetk  

If (comb is available in test) then  
Calculate the global density by assuming the 
values of factors in rk are fixed as comb;  

End If  
End For  
Select a combination comb that takes the greatest 
global density;  
Fix factors in rk as the selected combination;  

End While 
 
The step, which selecting the coverage requirement 

with the greatest local density, may suffer from the 
problem of ties that there exist more than one coverage 
requirements with the equal greatest local densities. 
There are several methods to break ties, such as the First 
strategy that selecting the first one that with the greatest 

local density, the MostFactor strategy that selecting the 
one that with most fixed factors, and the Random strategy 
that selecting one from all that with greatest local density 
randomly. Another step that may suffer from ties is the 
step that selecting combination for the selected coverage 
requirement to increases global density as great as 
possible. The possible available tie-break methods in 
such step are similar to above three strategies. We did 
some experiments to test tie-break methods in above two 
steps, and the results showed that there are not obvious 
differences between different methods in aspect of size of 
generated test suite. To make algorithm to be simple and 
deterministic, we usually adopt the First strategy in both 
two steps.  

Then we analyze the time performance of algorithm 
DA-RO. It is very difficult to find the time complexity of 
calculating a local density, but we can find a upper bound 
O(|rk|×|CombSetk|). When selecting coverage requirement, 
the local density of at most t coverage requirements 
should be compared, that is O(∑t

k=1(|rk|×|CombSetk|)). 
And the time complexity of selecting combination for a 
selected ri is O(|CombSeti|×∑t

k=1(|rk|×|CombSetk|)), since 
the time complexity of calculating global density is also 
O(∑t

k=1(|rk|×|CombSetk|)). So the worst time complexity of 
DA-RO is O(∑t

i=1∑t
k=1(|rk|×|CombSetk|×|CombSeti|)).  

A.  Fix Value in The Order of Factor 
By analyzing the time complexity of algorithm DA-RO, 

we can conclude that the time performance of DA-RO is 
not as good as expected. Therefore, a concrete test 
generation algorithm with a better time performance is 
required. This sub-section proposes the DA-FO, another 
variable strength combinatorial test generation algorithm. 
The new algorithm is similar to DDA, which is a pair-
wise test generation algorithm, for they both generate 
single test case by fixing value one by one as a given 
order of factors.  

To fix value in the order of factors, the order of factors 
must be determined firstly, so we should define a priority 
number to measure the priority of different factors and 
determine such an order. We define a factor density, 
which could be described as the summation of local 
densities of coverage requirements that contain such a 
factor, to measure the priority of factors:  

∑ =
= t

k ki LDFD 1 '  
Where, the mutation of local density LD’k (k=1, 2,…, t) is 
defined as:  

⎩
⎨
⎧
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∈=
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It is evidently that the factor, which involved in large 
number of coverage requirements that with high priorities 
and great local densities, will have a great factor density. 
And such a factor should have a high priority to be 
handled when generating a single test case.  

Therefore, after a factor, whose value has not been 
fixed, with the greatest factor density is selected, the 
value of selected factor should be fixed. Without loss of 
generality, assume that the selected factor is fi and the 
value could be selected from Vi (1≤i≤n). Then for each 
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possible value in Vi, calculate the global density that 
assume the value of factor fi is fixed as such a value. The 
value in Vi that takes the greatest global density will be 
selected and assigned to factor fi. The same as the 
algorithm DA-RO, local densities, factor densities, and 
the global density should be modified after fixing value 
for each factor.  

Above operation will repeat until all factors have been 
selected and the values of all these factors have been 
fixed. The process of generating a single test case is also 
described as the Algorithm 3. The problem of tie-
breaking in steps that selecting factor and fixing value 
can be treated similar as the DA-RO. 

 
Algorithm 3. Generate One Test Case by Fixing Value 

in the Order of Factors 
Start with an empty test case test, in which the values 
of all factors have not been fixed;  
While (there exists at least one factor whose value has 
not been fixed)  

For i=1 to n  
If (value of fi has not been fixed) then  

Calculate factor density for fi∈F;  
End If  

End For  
Select a new factor fi with the greatest factor 
density;  
For Each value v∈Vi  

Calculate global density by assuming the value 
of fi is fixed as v;  

End For  
Select a value v that takes the greatest global 
density;  
Fix factor fi as the selected value v;  

End While 
 
Next, we analyze the time performance of algorithm 

DA-FO to check whether it is better than that of DA-RO. 
According to the definition of factor density, in the worst 
case, there are t local densities of all t coverage 
requirements should be calculated to obtain a factor 
density. So the worst time complexity of selecting a 
unfixed factor is O(n×t×tm_ld), for all unfixed factors are 
required to be compared. And there are ai global densities 
required to be calculated when selecting value for the 
selected factor fi (1≤i≤n), for there are ai possible values 
in Vi. So the worst time complexity of DA-FO to generate 
a single test case is O(t×tm_ld×(n2+∑n

i=1 ai)), which is 
better than DA-RO when (n2+∑n

i=1 ai)<(t+∑t
k=1∏fi∈rk ai). 

VI. EXPERIMENTS 

To assess the efficiency of proposed algorithms, we 
compare them to some existed algorithms and tools. We 
experiment with a computer consisting of 2.66GHz 
Pentium IV processor and 1G memory. 

In first experiment, in order to assess their practicality 
in variable strength combinatorial test generation, we 
compare two proposed algorithms to UNION, GREEDY, 
PICT, and TVG. Besides, the ReqOrder and ParaOrder, 

two algorithms that were proposed in our earlier paper [13], 
are also included in this experiment. The tools PICT and 
TVG are both downloaded from internet. The algorithms 
UNION and GREEDY are implemented according to 
their description [15]. In the implementation of UNION, 
when constructing test suite for a single coverage 
requirement, the values of factors that excluded in such 
coverage requirement will be selected randomly. And in 
the implementation of GREEDY, although the problem 
reduction technique is not included, but the time and 
space performance of this version has been improved to 
be much better than that of earlier version[13].  

Though there are some published experimental results 
about UNION and GREEDY in relevant literature [15], but 
the inputs of this experiment are not published. Therefore, 
the inputs of experiment have to be designed ourselves. 
In the first step, two factor set F1={310} and 
F2={23×33×43×5} are chosen to represent the systems 
with fixed-level factors and mixed-level factors 
respectively. And in the second step, we create the 
interaction relationship by selecting a given number of 
coverage requirements from a pool of coverage 
requirements (see Appendix). There are two reasons why 
the sizes of all coverage requirements in the pool range 
from 2 to 4. First, D. R. Kuhn et al claimed that the FTFI 
number (strength of failure-triggering fault interaction) in 
most systems are usually less than 4~6, and most faults 
were triggered by the interactions with low strength [18][19]. 
Second, rather than capabilities of different algorithms, 
coverage requirements with high strength may have a 
greater impact on size of generated test suite.  

Table 1 and Table 2 show the sizes of generated test 
suites and the time consumed of each algorithm. The size 
of test suite generated by TVG is obtained by selecting a 
best one from totally 10 runs. The consumed time of 
TVG is not available, since we can not measure it from 
GUI exactly. And for PICT, though it is claimed that 
“people can define as many sub-models as they want” in 
model file, but in fact, PICT is too inefficient to use in 
practice when the number of coverage requirements is 
much (especially when it is more than 2) and there is 
intersection between different coverage requirements. So, 
the most data about PICT is not available since it require 
excessive amount of time (more than 1 hour). 

As displayed in those tables, though GREEDY can 
generate the smallest test suite almost all the time, its 
consumed time is much longer than that of all the other 
algorithms. DA-RO generates the smallest test suites for 
more than half cases (9 of all 16 inputs), and DA-FO 
generates smallest test suites 7 times. In the aspect of 
time performance, the consumed time of DA-FO is 
always less than that of DA-RO, which supports the 
theoretical results about the time complexity of each 
algorithm. We can also find out that for some inputs, the 
ParaOrder and TVG can also generate small test suite 
with an excellent time performance. And the sizes of test 
suite generated by the ReqOrder and UNION are always 
much bigger than others.  

Rather than the first experiment, some further ones are 
also designed to assess the practicality of proposed 
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algorithms in fixed strength and “narrow sense” variable 
strength combinatorial test generation, which could be 
considered as the special cases of variable strength 
combinatorial test generation. In the following 
experiments, the UNION and ReqOrder will not be 
included, since the sizes of test suite that generated by 
them are always much bigger.  

Table 3 depicts the sizes of 3-way combinatorial test 
suites that generated by two proposed algorithms and 11 
existed algorithms and tools. In such table, the data of 
AETG, GA (generic algorithm) and ACA (ant colony 
algorithm) is collected from [11], and that of GA-N and 
IPO-N is collected from [7]. The data of IPO[8] is 
obtained by running a tool TConfig1, which integrates an 
algebraic recursive algorithm and an in-parameter-order 
strategy based algorithm. And the data of Jenny2 is 
obtained by running an open-sourced program. 

As displayed in Table 3, DA-FO can generate smallest 
test suite for S2, and generate smaller test suites, which 
are only a bit larger than the smallest ones, for some 
inputs such as S6, S7 and S8. And for most inputs except 
S2 and S8, the test suites generated by DA-RO are a bit 
larger than that generated by DA-FO. Therefore, it could 
be concluded that, the performance of two proposed 
algorithms approximate to many classic algorithms for 
fixed strength combinatorial testing. And compared to 
ParaOrder, PICT and TVG, two proposed algorithms can 
generated smaller test suite almost all the time. GREEDY 
can generate the smallest test suites sometimes, but its 
bad time performance is also a main shortcoming. For 
example, it consumed nearly 1 hour for input S5.  

Table 4 displays the size of “narrow sense” variable 
strength combinatorial test suites that generated by 7 

                                                           
1 http://www.site.uottawa.ca/~awilliam/ 
2 http://burtleburtle.net/bob/math/jenny.html 

algorithms and tools. In which, the data of SA (simulated 
annealing) is collected from [1]. And some data about 
GREEDY is not available since it require excessive 
amount of time (more than 1 hour). 

As demonstrated in Table 4, we find out SA generates 
the smallest test suite for all inputs. When ignoring the 
data about SA, DA-RO generates the smallest test suites 
for 17 of all 22 inputs, and DA-FO generates the smallest 
ones for 12 inputs. Besides, the PICT, TVG and 
ParaOrder can generate the smallest test suites for 1, 4 
and 7 inputs respectively, and GREEDY can generate the 
smallest ones for only 1 of 8 valid inputs. Therefore, it 
could be concluded from experimental result that, the test 
suites generated by two proposed algorithms are much 
smaller than that generated by PICT, TVG, ParaOrder, 
and even GREEDY, though their performances are worse 
than that of SA in the field of “narrow sense” variable 
strength combinatorial test generation.  

In a conclusion, it is clear that two proposed 
algorithms have some advantages in variable strength 
combinatorial test generation. Besides, they are also 
competitive in fixed strength and “narrow sense” variable 
strength combinatorial test generation. The experiment 
results also suggest that DA-RO usually generate smaller 
test suite than DA-FO in variable strength (include 
“narrow sense” variables strength) combinatorial test 
generation, while DA-FO is usually better in fixed 
strength combinatorial test generation. 

VII. CONCLUSION 

Variable strength combinatorial testing, which has 
been proposed in our earlier paper, may avoid some 
limitation of existing classic combinatorial testing models 
including fixed strength combinatorial testing and 
“narrow sense” variable strength combinatorial testing. 

TABLE 1.  
COMPARISON OF DIFFERENT ALGORITHMS FOR F={310} AND DIFFERENT SIZE OF R 

|R| DA-RO DA-FO ReqOrder ParaOrder Union Greedy TVG PICT 
2 81 (0.08s) 81 (0.02s) 81 (0.01s) 81 (0.01s) 162 (0.01s) 81 (1.04s) 81 (-) 81 (0.69s)
3 81 (0.11s) 81 (0.02s) 81 (0.01s) 81 (0.01s) 242 (0.01s) 81 (1.91s) 84 (-) - 
10 86 (0.44s) 84 (0.07s) 99 (0.01s) 96 (0.01s) 503 (0.01s) 93 (6.77s) 86 (-) - 
20 95 (0.98s) 99 (0.14s) 128 (0.01s) 105 (0.02s) 858 (0.02s) 91 (18.0s) 105 (-) - 
30 116 (1.98s) 120 (0.30s) 157 (0.01s) 111 (0.04s) 1599 (0.04s) 109 (34.0s) 125 (-) - 
40 126 (3.02s) 123 (0.44s) 163 (0.01s) 120 (0.05s) 2057 (0.06s) 111 (50.7s) 135 (-) - 
50 135 (3.74s) 135 (0.60s) 172 (0.04s) 132 (0.06s) 2635 (0.10s) 125 (70.2s) 139 (-) - 
60 141 (4.96s) 142 (0.77s) 190 (0.05s) 144 (0.08s) 3257 (0.15s) 141 (110s) 150 (-) - 

TABLE 2.  
COMPARISON OF DIFFERENT ALGORITHMS FOR F={23×33×43×5} AND DIFFERENT SIZE OF R 

|R| DA-RO DA-FO ReqOrder ParaOrder Union Greedy TVG PICT 
2 64 (0.04s) 64 (0.01s) 64 (0.01s) 64 (0.01s) 104 (0.01s) 64 (1.35s) 64 (-) 64 (0.71s)
3 144 (0.24s) 144 (0.04s) 144 (0.01s) 144 (0.01s) 248 (0.01s) 144 (2.06s) 144 (-) - 
10 144 (0.71s) 144 (0.11s) 144 (0.01s) 144 (0.02s) 505 (0.01s) 144 (8.60s) 144 (-) - 
20 160 (1.78s) 160 (0.23s) 166 (0.01s) 161 (0.03s) 929 (0.01s) 160 (26.3s) 161 (-) - 
30 165 (4.35s) 175 (0.50s) 204 (0.01s) 179 (0.06s) 1861(0.06s) 162 (66.8s) 179 (-) - 
40 165 (5.67s) 172 (0.65s) 209 (0.02s) 183 (0.11s) 2244(0.08s) 167 (111s) 181 (-) - 
50 182 (7.96s) 186 (0.87s) 229 (0.02s) 200 (0.14s) 2820(0.13s) 183 (161s) 194 (-) - 
60 197 (11.15s) 200 (1.22s) 237 (0.05s) 204 (0.16s) 3587(0.21s) 197 (259s) 209 (-) - 
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TABLE 3.  

SIZES OF GENERATED 3-WAY FIXED STRENGTH COMBINATORIAL TEST SUITES 
 DA-RO DA-FO ParaOrder Greedy TVG PICT AETG GA ACA GA-N IPO-N IPO Jenny

S1 50 47 53 43 48 48 38 33 33 52 47 48 51 
S2 64 64 106 64 120 111 77 64 64 85 64 64 112 
S3 213 211 225 184 239 215 194 125 125 223 173 200 215 
S4 362 359 363 325 409 369 330 331 330 389 371 366 373 
S5 1592 1587 1624 1474 1949 1622 1473 1501 1496 1769 1502 1678 1572
S6 242 237 225 220 269 241 218 218 218 336 199 239 236 
S7 119 116 108 106 133 119 114 108 106 120 113 120 130 
S8 365 369 377 388 429 368 377 360 361 373 368 464 397 

(S1: 36; S2: 46; S3: 56; S4: 66; S5: 106; S6: 57; S7: 524232; S8: 101624331) 

 
TABLE 4.  

SIZES OF GENERATED “NARROW SENSE” VARIABLE STRENGTH COMBINATORIAL TEST SUITES 

 C DA-RO DA-FO ParaOrder Greedy TVG PICT SA 

VSCA(m;2, 315,C) 

∅ 21 20 33 - 22 35 16 
CA(3, 33) 28 29 27 - 27 81 27 
CA(3, 33)2

 28 29 33 - 30 729 27 
CA(3, 33)3 28 30 33 - 30 785 27 
CA(3, 34) 32 34 27 - 35 105 27 
CA(3, 35) 40 42 48 - 41 131 33 

CA(3, 34), CA(3, 35), CA(3, 36) 46 46 49 - 53 1376 34 
CA(3, 36) 46 46 53 - 48 146 34 
CA(3, 37) 53 53 54 - 54 154 41 
CA(3, 39) 60 60 62 - 62 177 50 
CA(3, 315) 70 78 82 - 81 83 67 

VSCA (m;2, 435362,C) 

∅ 41 40 40 44 44 43 36 
CA(3, 43) 64 64 64 67 67 384 64 

CA(3, 4352) 131 132 140 119 132 781 100 
CA(3, 53) 125 125 125 126 125 750 125 

CA(3, 43), CA(3, 53) 125 125 129 126 125 8000 125 
CA(3, 435361) 207 211 220 209 237 1266 171 
CA(3, 5162) 180 180 180 181 180 900 180 

CA(3, 435362) 256 261 264 258 302 261 214 

VSCA (m;2, 320102,C) 
∅ 100 100 100 - 101 100 100 

CA(3, 320) 100 105 119 - 103 940 100 
CA(3, 320102) 401 409 445 - 423 423 304 

 

 

The reason is that such a new model makes more 
sufficient consideration on actual interaction relationship 
in software. To address the problem of variable strength 
combinatorial test generation, this paper proposed two 
test generation algorithms based on one-test-at-a-time 
strategy. The experience results show the advantages of 
two proposed algorithms in both the aspect of size of 
generated test suite and the aspect of time performance. 
And rather than the variable strength combinatorial test 
generation, two proposed algorithms are also available in 
fixed strength and “narrow sense” variable strength 
combinatorial test generation. 

Above all, many works on combinatorial testing have 
been done in recent years, but there are also many 
problems to study in the future. The first one is test 
generation for different model of combinatorial testing, 
and there is a limitation that most works in this field 
focus on pair-wise testing. Secondly, the combinatorial 
testing techniques for test prioritization, constraint 

handling, and fault location are also important. 
Furthermore, automatic integration tool for combinatorial 
testing, which need to support the automation of test 
generation, execution, measurement, and fault location 
etc, is also required to be developed. 

APPENDIX 

There are totally10 factors in both F1 and F2, that is 
F={f1, f2, f3, f4, f5, f6, f7, f8, f9, f10}. We map these 10 
factors to its sequence number for simplicity, so we could 
described them as F={0, 1, 2, 3, 4, 5, 6, 7, 8, 9}.  

The pool of coverage requirements that used in our 
first experiment is: 

 POOL={{1, 2, 7, 8}, {0, 1, 2, 9}, {4, 5, 7, 8}, {0, 1, 3, 
9}, {0, 3, 8}, {6, 7, 8}, {4, 9}, {1, 3, 4}, {0, 2, 6, 7}, {4, 
6}, {2, 3, 4, 8}, {2, 3, 5}, {5, 6}, {0, 6, 8}, {8, 9}, {0, 5}, 
{1, 3, 5, 9}, {1, 6, 7, 9}, {0, 4}, {0, 2, 3}, {1, 3, 6, 9}, {2, 
4, 7, 8}, {0, 2, 6, 9}, {0, 1, 7, 8}, {0, 3, 7, 9}, {3, 4, 7, 8}, 
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{1, 5, 7, 9}, {1, 3, 6, 8}, {1, 2, 5}, {3, 4, 5, 7}, {0, 2, 7, 
9}, {1, 2, 3}, {1, 2, 6}, {2, 5, 9}, {3, 6, 7}, {1, 2, 4, 7}, 
{2, 5, 8}, {0, 1, 6, 7}, {3, 5, 8}, {0, 1, 2, 8}, {2, 3, 9}, {1, 
5, 8}, {1, 3, 5, 7}, {0, 1, 2, 7}, {2, 4, 5, 7}, {1, 4, 5}, {0, 
1, 7, 9}, {0, 1, 3, 6}, {1, 4, 8}, {3, 5, 7, 9}, {0, 6, 7, 9}, 
{2, 6, 7, 9}, {2, 6, 8}, {2, 3, 6}, {1, 3, 7, 9}, {2, 3, 7}, {0, 
2, 7, 8}, {0, 1, 6, 9}, {1, 3, 7, 8}, {0, 1, 3, 7}}. 
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Abstract—Automatic and customized recommendation of 

products with high price-performance ratios is an important 

task in online shopping and booking in e-commerce. 

However, existing studies and techniques have not provided 

solutions to this problem. For example, existing 

recommendation techniques mainly recommend products 

which tend to be interesting for customers; existing skyline 

search techniques aim to find the best items (best in terms of 

each attribute) from candidates disregarding customized 

criteria. This paper introduces a customized price-

domination relationship for determining which product has 

a higher price-performance ratio in two given candidates, 

and proposes customized Skyline sets. Based on customized 

Skyline search, an approach is proposed for recommending 

products with the highest price-performance ratio to 

customers given their personalized parameters. The 

proposed approach is applied to hotel recommendations 

online. Experimental results demonstrate that the approach 

is capable of recommending hotels with the highest price-

performance ratio to customers according to their 

measurement criteria. The proposed recommendation 

approach can help customers find cheap products of high 

qualities efficiently and effectively. 

 

 

Index Terms—electronic commerce, customized 

recommendation, price-performance ratio, price dominance 

relationship 

 

I.  INTRODUCTION 

With the development and applications of the 

techniques of internet networking and mobile computing, 

in particular electronic commerce (e-commerce), fast and 

convenient services of products online search and 

ordering have been offered on more and more e-

commerce websites. There have been a variety of 

professional e-commerce websites available, such as 

shopping websites like Amazon, eBay, Taobao (China), 

tickets/hotels booking websites like expedia.com, 

booking.com and ctrip.com (China), and other e-

commerce websites for particular categories of products 

or companies‟ official e-commerce websites. Now more        

and more people choose to do shopping and/or booking 

online benefiting from advantages of e-commerce, such 

as fast services without restrictions on time and 

geographical locations, broad choices of products, and 

rich information. The statistics of 2009 annual online 

shopping issued by CNNIC (China Internet Network 

Information Center) showed that, the population of 

online-shopping customers reached 87.88 millions, and 

the total expense by Chinese online shoppers in the first 

half of the year 2009 reached 119.52 billions Chinese 

dollars. 2011 annual report from CNNIC showed that the 

number of online shoppers in 2011 increased by 48.6% 

than that in 2010. This indicates one of the fastest 

applications in terms of increase in customer numbers. 

E-commerce has resulted in a revolution in the form of 

personal shopping and booking. However, similar to the 

traditional retailing, customers shopping/booking are 

conducted in two key steps. 

 Step 1 (Candidates Selection) 

A customer choose candidates, denoted as Dc,   

from a set of products available, denoted as D, by 

filtering the products by his/her basic 

requirements/constraints on products attributes 

and prices according to his/her needs, preferences 

and budget. For online shopping, for example, 

when a customer buys a digital camera, his/her 

constrains include resolution>10mp, color=‟black‟ 

and $500<price<$800. In online booking, for 

example, a customer‟s basic constrains for a hotel 

booking include check in on May 6, 2013, 1-3 star, 

single room, distance to city center<10km, 

price<$200.  

 Step 2 (Candidates Comparison & Final Selection) 

In this step, the customer compares price-

performance ratios among the candidates in Dc, 

and finally selects a product, P, with the highest 
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price-performance ratio normally (assuming the 

preferences have been specified in Step 1, i.e., the 

customers have no preferences for the candidates 

except price-performance ratios).  

Technically speaking, Step 1 can be implemented by 

basic database query techniques. Consequently, such 

functions (product search/filtering and category 

navigation) have been available in most e-commerce 

websites. Customers can find candidates easily using 

these functions. In Step 2, a customer may manually 

compare price-performance ratios among candidates if 

Dc contains a small number of candidates, say several or 

a dozen. However, in real-life online shopping/booking, 

Dc may contain a large number of candidates, say dozens, 

hundreds, or even thousands, after filtering by customers‟ 

constrains, as products could be from all over the world, 

rather than a couple of brick shops in the traditional retail 

situation. It may be unrealistic for the customer to 

compare all the candidates in Dc, and find the one with 

the highest price-performance ratio. Therefore, it is 

demanding to provide such techniques and functions 

which are able to automatically recommend products with 

the highest price-performance ratios from the set of 

candidates to the customer in online shopping/booking. 

Unfortunately, to the best of our knowledge, little work 

has been done on this topic, and few e-commerce 

websites have offered such functions. Motivated by the 

demand and potential significance of this technique, we 

investigate this problem and aim to propose an efficient 

and effective approach for online recommendation of 

products with the highest price-performance ratios for 

different customers/customers according to personalized 

criteria and parameters given by them. 

Automatic recommender has been extensively studied 

in the data mining community in the last decade [1-8]. 

Researchers have proposed a number of auto-

recommender algorithms, and some algorithms have been 

successfully used in commercialized e-commerce 

websites. For example, when a user click one book/paper 

in a website, relative books/papers may be recommended 

to the user with a prompt like “customers access this 

book/paper also click these books/papers ….”.  Existing 

recommendation techniques [3-8] mainly focused on 

recommending products that are potentially interesting 

for customers who are accessing the website, rather than 

recommending products with the highest price-

performance ratio.  

Another technique related to this recommendation 

problem considered in this paper is Skyline search [9-15]. 

This technique is aimed to find an optimal subset, S 

(called a skyline set), from a candidate set, Dc, of objects, 

which belongs to the same category, e.g., digital cameras, 

and single rooms in hotels at a particular city. A subset S 

is optimal if any object s in S satisfies:  there exists no 

objects s‟ in Dc such that s‟ dominates s, i.e., s‟ has no 

attributes whose values are worse than the corresponding 

ones in s, and s‟ has at least one attribute whose value is 

better than that in s. Whereas, Skyline search techniques 

are not suitable for finding products with the highest 

price-performance ratios as  the techniques have not  

considered personal and real-time requirements on price-

performance evaluations and calculations (details about 

the reasons have been addressed in Section II B). 

This paper aims to propose an approach for online 

recommendation of products with the highest price-

performance ratios. Firstly, a customized price-

dominance relationship is introduced to compare the 

price-performance between two products, and customized 

Skyline sets are defined. Secondly, an approach was 

proposed for online recommendation of products with 

high price-performance ratios based on customized 

skyline search. A customized skyline set extracted from 

Dc is a recommendation set Dr. 

The remainder of the paper is organized as follows. 

Section II reviews and explores state of the art of two 

related techniques, auto recommendation and skyline 

search. Section III introduces a price dominance 

relationship. In Section IV, a customized skyline search 

algorithm is proposed for finding products with the 

highest price-performance ratios for different customers. 

Section V presents a real case study, the application of 

the proposed approach to customized recommendations 

for online booking of rooms with hotels. Section VI 

concludes the paper. 

II.  STATE OF THE ART OF RELATED TECHNIQIUES 

This section reviews two major closely related 

techniques, auto recommendation and Skyline search, and 

explores current status of applications. In exploring state 

of the art of the two techniques and current applications, 

we identify their relevance to the recommendation task 

considered in this paper, and explore why they are not 

applicable for this task. 

A.  Auto Recommendation Techniques 

Auto recommendation has been extensively studied 

since the 1990s. Existing auto recommendation 

techniques include three major categories. The first 

category is collaborative filtering [5, 6], which 

recommends products to target customers based on the 

comments on the products given by previous customers. 

The second category is content-based recommendation 

[7,18], which recommends a user products which are 

similar to the ones that chosen by the user previously. 

Content-based recommendation first extracts content 

features of candidates, and then matches the features with 

preferences of customers, and finally recommends the 

products with high matching degrees to the customers. 

The third category is knowledge-based recommendation 

[8]. This technique utilizes efficacy knowledge in 

particular domains, i.e., the knowledge about how a 

product satisfies a particular user. State of the art of the 

auto recommendation techniques have been addressed in 

detail in two survey books [16, 17]. Readers are 

suggested to refer to [16, 17] for details about the 

recommendation techniques. Note that these auto 

recommendation techniques are aimed to find and 

recommending products that customers are likely 

interested in, rather than recommending products with the 

highest price-performance ratios. 
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B.  Skyline Search Techniques 

Skyline search focuses on extracting a skyline set from 

a given set of candidates effectively and efficiently. A 

number of approaches [9-15] have been proposed for 

skyline search. However, these approaches are not 

applicable for the recommendation problem considered in 

this paper. An example as shown in Table 1 is used to 

illustrate why they are not applicable. This example is 

based on two assumptions:  

1) products are assumed to be single rooms in hotels, 

and 

2) in the selection of the products,  customers 

consider only two attributes of the hotels, star 

levels and distances from the city center.  
 

TABLE I 
SINGLE ROOMS IN HOTELS 

  
Single room Star level of 

hotel 

Distance to city 

center (km) 

Price ($) 

P1 2 9.5 280 

P2 2 7.2 291 

P3 2 4.3 330 

P4 3 7.0 395 

P5 3 4.5 440 

P6 3 6.5 425 

 

Skyline search techniques have three major limitations 

for the recommendation problem in this paper. 

 First, results found by skyline search are absolutely 

dominate/best products. In this example, a dominate 

product, h, is a hotel (a single room) that is no worse than 

any hotel h‟ in the candidate set, Dc, and is better than h‟ 

in at least one attribute. Consequently, skyline search 

techniques are not able to compare price-performance 

ratios between products in different levels, e.g., P3 and P5 

in Table 1. P5 has a star level higher than P3 by one, and 

P5 and P3 have similar distances from the city center.  

The price of P5 is higher than that of P3 by $100. The 

dominance relationship defined in skyline search is not 

suitable for comparing the price-performance between P3 

and P5.  

Second, the dominance relationship used in skyline 

search uses a common criterion without considerations of 

customized criteria, and thus it is not able to assess price-

performance ratios of products for different customers. 

For example, for P3 and P5, a customer C1 may think it is 

“cheap” to pay $100 more for a single room in a hotel 

with one-star higher, and thus P5 has a higher price-

performance ratio than P3 in his/her mind. While, another 

customer C2 may not think so, and thus P5 has a lower 

price-performance ratio than P3 in his/her mind.  

Third, most existing skyline search techniques are 

unable to meet the high efficiency requirement for real-

time recommendations in online shopping/booking.   

Skyline search normally takes much time, especially 

when the number of candidates is large and/or a large 

number of attributes are considered [11]. Consequently, 

existing skyline search techniques are not applicable for 

online recommendation of products with high price-

performance ratios.  

This paper aims to propose an approach for 

recommending products with the highest price-

performance ratios to customers according to their 

personalized criteria and parameters. The three 

limitations have been overcome in this approach. 

 

C.  Applications 

Now, most existing e-commerce systems and websites 

have employed auto recommendation systems. For 

example, in Amazon, one of the largest e-retailing 

websites, the system records details about customers‟ 

activities in the website, such as what products the 

customers browsed, what products they purchased, and 

their comments on the products. Its auto recommender 

system is able to discover customers‟ preferences by 

exploring historical navigating and browsing behavior of 

every user in the website, and thus it can recommend 

products which are potentially interesting for different 

customers. Most of the existing recommender systems 

focus on identifying products which are likely interesting 

for customers, in order to recommend right products to 

target customers. However, these recommender systems 

are not able to identify and recommend products with 

high price-performance ratios from a same category of 

products.   

III.  CUSTOMIZED PRICE-DOMINANCE RELATIONSHIP 

To recommend products with the highest price-

performance ratios to customers, a customized price 

dominance relationship is introduced first to evaluate and 

compare price-performance ratios between two products. 

Different people may have different criteria and 

concerned attributes in assessing price-performance ratios. 

This means different people may have different 

psychological prices for a same product. Therefore, in 

this paper, a customized price function is introduced to 

obtain a psychological price for every customer, and then 

a customized price-dominance relationship and a 

customized skyline set are introduced. 

First of all, customized parameters are introduced to 

specify customized criteria on price-performance ratios 

for different customers. For example, assume a user 

considers only two attributes (assessment attributes), star 

level and distance to city center, and the user‟s criteria in 

assessing and comparing the price-performance ratios 

between single rooms in two hotels are:  if the values of 

other attributes are at the same level, the user thinks it is 

worthwhile to pay $100 more for an increase of 1 in star-

level, and it is worthwhile to pay $5 more for an decrease 

of 1km in distance to city center. We call the increases in 

price like $100 and $5 „acceptable increases in price‟. 

The customized parameters for customers are defined 

formally as follows. 

Definition 1 (Customized parameters) 

 Assessment attribute    A={a1, a2, …, am} (m>0) 

is a set of attributes considered by a user for 

3184 JOURNAL OF SOFTWARE, VOL. 8, NO. 12, DECEMBER 2013

© 2013 ACADEMY PUBLISHER



assessing price-performance ratios in product 

selection. For example, if the user considers 

two attributes, star-level and distance to city 

center, then A={star-level, distance to city 

center}. In this paper, we assume that ai (i=1, 

2, …, m) only takes numerical values, i.e., 

levels of the attribute. Discrete values can be 

converted to numerical ones according to the 

preferences of the user, for example, if the 

user considers the attribute color, and he/she 

has three preferences, black, white, blue (in 

descending order of preference), the three 

values {black, white, blue} can be converted 

to {1, 2, 3} respectively. 

 Acceptable increases in price    E={e1, e2, …, 

em} (m>0) indicates that the user is willing to 

pay extra $ei for a unit increase in the value of 

ai, e.g., one star-level increase, and a decrease 

of 1km in distance to the city center. Note that 

ei may take negative values. For example, if 

ai= distance to city center, then price 

decreases when ai increases. In this case,  ei 

takes negative values. 

 Threshold of price difference     ε (0< ε<1) is a 

maximal threshold to restrict the degree of 

price difference.   

Definition 2 (Customized price function) Given 

customized parameters, A={a1, a2, …, am}, and E={e1, 

e2, …, em}, where ai takes value xi (i=1, 2, …, m), a 

customized price function for the user is defined as 

  bxexxxq
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iim 
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21 ,...,,                             (1) 

where b is a constant to be determined, which can be seen 

as a base price.  

Assume n products with actual prices p1, p2, …, pn, are 

provided to select. Customized prices q1, q2, …, qn can be 

obtained by Eq. (1). The value of b can be determined by 

minimizing mean square deviation between customized 

prices and actual prices, i.e., minimizing 
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In here, b can be seen as a base price for the products. It 

is reasonable to take it as the base price as it is an average 

level in the domain. 

A psychological price q for a user can be obtained by   

Eq. (1) with a value of b. The product is „expensive‟ (i.e., 

the price-performance ratio is low) for the user if its 

actual price p is higher than the user‟s psychological price, 

q, otherwise, the product is „cheap‟, i.e., the price-

performance ratio is high.  

To compare price-performance ratios between different 

products for different customers, we introduce a 

customized price-dominance relationship. 

Definition 3 (Customized price-dominance relationship, 

≻)  Given two products P1 and P2 with actual prices p1 

and p2, and customized parameters A, E, and . For user 

U, P2 price dominates P1, denoted as P2≻P1, if   
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In Eq. (3), ),( 22 pq represents the difference 

between the psychological price q2 and the actual price p2. 

Equation 3 indicates that the difference between 

),( 22 pq  and ),( 11 pq  is greater than the threshold . 

Based on the customized price-dominance relationship, 

a product set to be recommended, Dr, can be defined as a 

customized skyline set from a candidate set Dc, i.e., a 

subset S of Dc, such that there exist no other product Q in 

Dc such that Q≻P. The customized skyline set is defined 

formally as follows. 

Definition 4 (Customized skyline set) Given a candidate 

set Dc, user U and the user‟s customized parameters, the 

customized skyline set S for U is defined as 

}..|{S PQtsDcQDcPP     (4) 

The customized skyline set for user U is essentially a 

set of products with the highest price-performance ratio 

for U. 

IV.  CUSTOMIZED SKYLINE SEARCH 

Since the customized skyline set in Definition 4 is a set 

of products with the highest price-performance ratios to 

be recommended, the customized recommendation 

approach proposed in this paper is customized skyline 

search in Dc. The customized skyline search approach is 

described as follows. 

 

Input: Candidate set Dc={P1, P2, …, Pn}, user‟s    

           customized parameters. 

Output: Customized skyline set S 

Step 1: Obtain the value of b. 

Step 2: Obtain customized prices of the n products,  

             q1, q2, …, qn. 

Step 3: Find product Pk with the maximal value of   

            ),( i ipq (i=1, 2, …, n), and insert Pk into S. 

Step 4: Compare Pi (i≠k) with Pk for all i=1,2, …,n,  

             and insert Pi into S if Pk≻Pi does not hold. 

Step 5: Output S. 

 

The computation complexity of the approach is O(|Dc|), 

which is linear. Therefore, it can satisfy the real-time 

requirement easily. This will be validated in a real case 

study in Section V.  

The following example is used to illustrate how a 

customized skyline set, i.e., a set of products with the 

highest price-performance ratios, is obtained by the 

proposed approach. 
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Example 1 Given Dc, a set of six rooms in Table 1, and 

customized parameters given by user U, A={star level, 

distance to city center}, e1=100, e2=-5 and =0.1%. S is 

obtained by the customized skyline search approach.  

In Step 1, the value of b, 142.67 is obtained. In Step 2, 

customized prices (295.17, 306.67, 321.17, 407.67, 

420.17, 410.17) of the six products are obtained.  In Step 

3, the product with the maximal value of , P1,  is found. 

In Step 4, P1 is compared with Pi (i=2, 3,…,6). Finally, 

S={P1, P2} is obtained.  

V.  A CASE STUDY: ONLINE RECOMMENDATION OF HOTEL 

This section applies the proposed algorithm to 

customized recommendations for online room booking 

with hotels.   

We implemented the algorithm by programming in 

Java, and built a system for personalized recommendation.  

The system contains two interfaces. One is for accepting 

parameters given by customers, and the other is for 

accepting databases of candidates for recommendation. 

To test the effectiveness and efficiency of the 

recommendation system, we applied the system to hotel 

recommendation.  We obtained a database of hotels from 

ctrip.com, which is a professional and representative 

booking website with around 90 millions members.  This 

website provides services of booking hotels, flights and 

train tickets and vacation packages. The system was used 

to recommend hotels of the highest price-performance 

ratios for different customers given their personalized 

parameters.  

Assume four customers want to book a room with 

hotels in Beijing, China on ctrip.com. The customers 

prefer hotels closer to the city center. Basic constrains 

given by the user are: check-in date, October 10, 2012, 

double bed room, 3-4 star levels, $200<price<$500 and 

internet available. We searched on ctrip.com with the 

constraints and obtained a set of 368 candidates that 

satisfy the constraints. Statistics about the 368 hotels 

include average price=$364.37, average distance to city 

center=16.12 km. Among the 368 hotels, there were 253 

three-star hotels with an average price of $334.19, and 

115 four-star hotels with an average price of $430.75. 

The four customers need to book four rooms in the 368 

hotels. They consider two attributes, star level and 

distance to city center when they assess price-

performance ratios. The customized parameters in E for 

the four customers are listed in Table III.  

The proposed approach was used to recommend hotels 

to the four customers according to their customized 

parameters. Table II lists the hotels recommended to the 

customers.  

Table III lists the customized parameters and 

customized skyline sets for each user. Each hotel in a  

skyline set is represented by its ID. For e1 and e2 in Table 

III, assume corresponding attributes are a1=star level, 

a2=distance to city center. Comparing U1 and U2 in Table 

III, we see that U1 and U2 have a same criterion on star 

levels, and U1 is willing to pay %5 more than U2 for a 

decrease of 1 km in distance. Hotels 138 and 140 have an 

advantage in terms of distance for U1, and are 

recommended to U1. Comparing U1 and U3, we see that 

they share a same criterion on distance, and U3 is 

concerned more on star levels than U1. Consequently, 

hotel 2 is recommended to U3 with an advantage on star 

level. Comparing U1 and U4, we see that U4 requires a 

smaller threshold than U1. As a result, hotel #358 is not 

recommended to U4. 

 
TABLE II 

A LIST OF HOTELS 

 

Hotel 

ID 

Hotel name Price Star 

level 

Distance 

to city 

center 

(km) 

2 Beijing Haiyi Hotel 253 4 9.33 

121 Beijing Jiaxin Hotel 190 3 8.5 

138 Wangfujing Dawan 

Hotel 

218 3 2.73 

140 Beijing Junan Hotel 218 3 3 

358 Beijing Starway 

Hotel 

198 3 8.9 

 

     The results in Table III demonstrate that the proposed 

approach is capable of recommending products with the 

highest price-performance ratios to customers according 

to user-specified parameters.   
 

TABLE III 

CUSTOMIZED PARAMETERS AND RECOMMENDATION SET S 
 

User 
Parameters  

S 

e1 e2  

U1 90 -10 0.1 
{121, 138, 

140, 358} 

U2 90 -5 0.1 
{121, 358} 

U3 150 -10 0.1 
{2, 121, 138, 

140} 

U4 90 -10 0.05 
{121, 138, 

140} 

 

In addition, the approach has a linear computation 

complexity. The real test showed that average run time of 

the approach was around 0.1 second. Consequently, the 

approach is able to satisfy the real-time requirement in 

online customized recommendations.   

VI.  CONCLUSION AND FUTURE WORK 

In order to help customers find desired products with 

the highest price-performance ratios from a large number 

of products within the same category in online 

booking/shopping, this paper investigated auto 

recommendations of products with the highest price-

performance ratios. We first introduced a customized 

3186 JOURNAL OF SOFTWARE, VOL. 8, NO. 12, DECEMBER 2013

© 2013 ACADEMY PUBLISHER



price-dominance relationship for comparing price-

performance ratios between products. Then we   

formulized a set of products with the highest price-

performance ratios as a customized skyline set. We 

finally developed a recommendation approach based on 

customized skyline search.  

We applied the proposed approach to hotel 

recommendations in online accommodation booking.  

Experimental results in a real case study on room booking 

at ctrip.com demonstrated that the proposed approach is 

capable of recommending products with the highest 

price-performance ratios to customers according to the 

customers‟ different criteria and parameters. Moreover, 

the proposed approach has an advantage of high time-

efficiency with a linear computation complexity.  

The proposed approach is able to provide customers 

with customized recommendations of products with the 

highest price-performance ratios in online 

booking/shopping, so that the customers may find their 

desired products with the highest price-performance 

ratios straightway. 

We are going to improve the proposed approach in 

future to enhance its effectiveness. For example, the 

system only can only process numerical values. However, 

in real applications, some attributes‟ values may be 

categorical.  For instance, the service quality of hotels can 

be evaluated as „excellent‟, „good‟, „general‟ and „bad‟. A 

simple way is to convert the categorical values to 

numerical values, say 1, 2, 3, 4, respectively. Unlike 

numerical attributes‟ values such as hotel star levels, 1, 2, 

3, 4, 5, and the distance to city center, 1km and 5km, the 

converted numerical values are rough without a common 

standard, and different people may have different 

understandings. To achieve a precise evaluation of price-

performance ratios for different customers, a strategy is 

needed for assessing the non-numerical values of 

attributes preciously for different customers.  
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Abstract—Keyword Search over Relational Database 
(KSORD) has been a hot research topic in the field of the 
database. The existing prototype systems present the results 
to user in a linear list. The user has to browse individually. 
Therefore, it is still very difficult to find the information 
users really need. To solve this problem, this study is 
carried out on results clustering for Keyword Search over 
Relational Database. Learning from the concept of vector in 
physics, this study proposes a new model of result tree, 
which is called result-tree characteristic vector. This study 
also proposes a new clustering strategy based on result-tree 
characteristic vector. It firstly gets the result-tree 
characteristic information, and describes the joint tuple tree 
using vector representation, and then classifies the retrieval 
results according to the corresponding vector 
representation. The experimental results verify the 
feasibility and effectiveness of the clustering strategy in this 
study and manifest that the method in this study can 
efficiently help users navigate through and improve the 
users’ browsing efficiency. 
Index Terms—relational database; joint tuple tree; result 
tree characteristic vector; clustering; 

I. INTRODUCTION 

With the continuous development of database 
technology, more and more users need to access the 
database online, which makes KSORD become a hot 
research topic in field of database. KSORD can enable 
users to get information in the database conveniently by 
inputting keywords, without being familiar with the 
knowledge of underlying database mode and the 
structured query language, just like using Baidu, Google 
to query WEB. Because of its great user friendliness and 
convenience, KSORD is welcomed by the majority of 
Internet users. The existing prototype systems 
respectively put forward different modeling methods or 
different search algorithm to get the query results, and 

then rank the search results according to various scoring 
function, at last, present the results to users in a linear list. 
However, due to the huge amounts of information in 
relational database, a set of keyword query often gets 
tens of thousands of results containing the query 
keywords, so the linear list, produced by search engine, is 
generally long, and lacks a clear organizational structure. 
Users have to browse individually, therefore, it is still 
very difficult to find information they really want. In 
order to solve this problem, many scholars improved the 
result ranking algorithm. However, in most cases, the 
query posed by users does not clearly express their needs, 
especially when users are not familiar with the field they 
search. Therefore, only improving the rank algorithm is 
not enough. But, result clustering allows users browse 
search results conveniently and quickly. Result clustering 
is not only a necessary step for allowing users to quickly 
get the required information, but also an effective method 
to improve the retrieval performance. Aiming to solve 
this issue, this study carries out a research of result 
clustering on KSORD. On the basis of in-depth study and 
analysis of the clustering algorithms in the field of 
information retrieval, this study proposes a clustering 
strategy based on the result-tree characteristic vector.  

II. RELATED WORK 

The first research work related to keyword search 
over relational databases is shown in literature [1], in 
which the database was modeled as a graph. The tuples 
are represented as nodes in the graph and the 
relationships between tuples are represented as edges in 
the graph. Some ground-breaking research work were 
published in 2002, such as BANKS[2], DBXplorer[3] and 
DISCOVER[4]. Since then, at the top of academic 
international conference, including VLDB, SIGMOD and 
ICDE, many studies have emerged, such as IR-Style[5], 
SEEKER[6] and Spark[7] and so on. These systems 
support arbitrary keywords query, but the solutions to the 
problem are different, mainly involved in the aspects of 
data model, search algorithm and scoring function. In 
terms of the data model, there are mainly two types, data 
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graph and schema graph. Some research such as BANKS, 
BLINKS[8] and [9,12] are based on data graph, while 
some others, including DBXplorer and DISCOVER, are 
based on schema graph. In the method based on data 
graph, search algorithm is respectively different, such as 
BANKS adopts the backward search algorithm; 
BANKS-II poses bidirectional search algorithm on the 
basis of improving the backward search algorithm, so as 
to improve search efficiency. BLINKS presents backward 
search strategy based on price equilibrium extend, so as 
to shorten the processing time. In addition, concerning 
the score function, the existing researches mainly focus 
on structure compactness, correlation with the content, 
and the combination of the content and the structure. 
Such as DBXplorer and DISCOVER are based on the 
structure compactness, SEEKER is based on the 
correlation with content, and literature [13] is based on 
the combination of the content and structure. 

However, the existing studies focus mainly on the 
data model, search algorithm and results ranking 
algorithm. The research aiming to solve the results 
clustering problem on KSORD is fairly rare. The studies 
[14,15] involved in results clustering on KSORD. 
Unfortunately, they have some limits, such as in [15], the 
method of clustering is based on the pattern of result tree. 
It firstly enumerates all the possible patterns of the 
results and encodes all the traversal trees of each pattern 
result, then selects the minimum be the corresponding 
code of each pattern result. This process is rather 
time-consuming. Besides, it classifies the results 
according to the pattern class, which would lead to a fact 
that some pattern classes do not include any result. In the 
meantime, there are a large number of outstanding 
research achievements concerning result clustering over 
text document and XML, but due to the structural 
characteristic of relational database, traditional text 
document and XML search results clustering method can 
not be applied to relational database query results. 
Therefore, the result clustering problem on keyword 
search over relational database still has a large room for 
research. The application of result clustering strategy in 
keyword search over relational databases system is rather 
important, which can classify the results into different 
clusters, and present the results to user in hierarchical 
structure. The user can directly look over the information 
of the category they are interested in, which not only can 
greatly improve the user query efficiency, but also can 
enhance the interaction between search engines and user. 

III. MATERIALS AND METHODS 

A. Definition 
 This study models relational database as an 
undirected graph. Related definition is following. 

Definition 1(Data graph) A relational database is 
modeled as an undirected data graph ( , )G V E . V is a 
node set. E is an edge set. For each node in V, there is a 
one-to-one mapping tuple in the database. For each edge 
in E, there is a one-to-one mapping primary key/foreign 
key relationship between two tuples in the database. 

Definition 2 (Result tree) For each query 
keywords 1 2( , ,..., )nQ k k k , where ki (1≤ i≤n) is the 
keyword inputted by user. The result is a set of minimum 
joint tuple tree (result tree for short), which contains all 
the keywords inputted by user, without redundant node 
and redundant edge. In other words, a result tree must be 
"minimum", which has no subtree that is also contains all 
of query keywords.  

B. Result Tree Characteristic Vector 
This study proposes a new idea of modeling joint 

tuple tree. It takes advantage of the structural 
characteristic of relational database. In the data graph, 
node type corresponds to the database table, and edge 
type corresponds to the primary key/foreign key 
relationship. The node characteristics include node type 
and the number of each type. The edge characteristics 
include edge type and the number of each type. Abstract 
node characteristics and edge characteristics, and 
organize those characteristics in vector. In the following 
text, it is collectively referred to as the result tree 
characteristic vector. 

In physics, a vector is a variable which has both 
magnitude and direction. From the definition, it can be 
learnt that the vector has two attributes. One attribute 
describes size, and the other attribute describes direction. 
Similarly, the joint tuple tree also contains two type 
elements, namely, node and edge. Node corresponds to 
tuple in relational database. Node contains content 
information and belongs to content attribute. Edge 
corresponds to the primary key/foreign key relationship 
in relational database. Edge conveys structure 
information, belongs to structure attribute. 
 Definition 3(Result tree characteristic vector) 
Given a data graph G, if it contains m node types and n 
edge types, then all the joint tuple trees retrieved from 
the system based on the method of data graph can be 
presented in vector [CA1，CA2，…，CAm， SA1，SA2，…，
SAn], CAi (i=1,2,…,m) represent content attribute, SAj 
(j=1,2,…,n) represent structure attribute, m is the number 
of note types, and it determines the dimension of the 
content attribute. n is the number of edge types, and it 
determines the dimension of the structure attribute. 
Variable m and n together determine the dimension of the 
vector. The value of CAi (i=1,2,…,m) represent the 
number of nodes of each type. The value of SAj 
(j=1,2,…,m) represent the number of edges of each type.  

  
Figure 1: Sub-graph of database graph 
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Take Fig.1 for example, it is a sub-graph of 
database graph converted from DBLP. DBLP data set is 
saved in XML. It is a data set which describes the 
citation relationships among papers. Four tables can be 
got after converting DBLP into relational database by 
using the XML parser. They are “author, paper, write 
(author-paper), cite (paper-paper)”, and then model it as a 
data graph.  

In Fig.1, there are two kinds of nodes, 
corresponding to two type tuples respectively coming 
from the author table and the paper table. There are two 
kinds of edges. The edges connecting author and paper 
convey the "writing" relationship, the edges connecting 
paper and paper convey the "cite" relationship.  

According to the definition of result tree 
characteristic vector, all the search results based on data 
graph can be expressed as [A, P, W, C]. A and P 
respectively represent two different types of nodes, and 
the value of A and P respectively represent the number of 
each type notes; W and C respectively represent two 
different types of edges. The value of W represents the 
number of primary key/foreign key connecting author 
and paper. The value of C represents the number of 
primary key/foreign key connecting paper and paper. 
Namely: A and P belong to content attribute, describing 
the number of nodes in the graph, W and C belong to 
structure attribute, describing the number of edges in the 
graph. 

C. Result Clustering Method 
 Take DBLP as an example, assume that the user 
inputs a set of query keywords 1 2( , ,..., )nQ k k k , the joint 
tuple trees returned by system is shown in Fig.2, the 
specific node label of A, P in the graph is different, the 
result of each tree represents a type of results. 

 
Figure 2: Result Tree 

 Now, describe the joint tuple trees using vector 
representation. What can be got is as following: 
 Result Tree1: [A,P,W,C]=[1,4,2,2] 
 Result Tree2: [A,P,W,C]=[1,4,2,2] 
 Result Tree3: [A,P,W,C]=[1,4,2,2] 

Result Tree4: [A,P,W,C]=[3,2,3,1] 
Result Tree5: [A,P,W,C]=[3,2,3,1] 
Result Tree6: [A,P,W,C]=[1,4,4,0] 
Result Tree7: [A,P,W,C]=[1,2,1,1] 

 Result Tree8: [A,P,W,C]=[1,2,2,0] 

Intuitively, classify the results in different clusters 
according to whether they have the same vector 
representation. The following is to analyze whether it is 
reasonable. 

Analysis: Result tree1,2,3 have the same vector 
representation of [A, P, W, C]=[1,4,2,2]. All of those 
three result trees contain one author information and four 
paper information, describing the “write” relationship 
between the author and the papers and the “cite” 
relationship among papers. The author participated in 
two papers’ writing, and there are 2 cite relationship 
among the four papers. Result tree 4, 5 have the same 
vector representation of [A, P, W, C]=[3,2,3,1], both of 
them contain three author information and two paper 
information, describing the “write” relationship between 
3 authors and 2 papers and the “cite” relationship 
between two papers. Three authors participate in paper 
writing, and there is one “cite” relationship between the 
two papers. In addition, it can be noticed that result tree 
4,6 have a great similarity in structure, but they have 
different number of each note type, which means the 
amount of information they contain is different, and can 
not be classified in one cluster. Besides, result tree 2,6 
contain the equal amount of information, but have 
different number of each edge type, which means the 
content they transfer is different, and can not be 
classified in one cluster. The relationship between result 
tree 7,8 is similar to that of result tree 2,6, and they can 
not be classified in one cluster either. The result tree 
characteristic vector can well reflect those slight 
differences. 

Conclusion: from the above analysis, the results 
with the same vector representation have the same node 
type and the same number of each type node. While the 
results’ topology is connected in different ways, but they 
contain the same edge type and the same number of each 
type edge. Namely, the amount of information they 
contain is approximately equal, and the content they 
transfer is similar. Therefore, to classify them into one 
cluster is reasonable. The pseudo-code of results 
clustering is shown in table 1. NOTES: Map is a storage 
space for storing the value of A,P,W,C of each result tree 
rt. Cluster[] denotes cluster array. Function Label is used 
to calculate the value of A,P,W,C of a result tree. Variable 
Id is the No. of each cluster.  

TABLE 1： 
THE PSEUDO-CODE OF RESULTS CLUSTERING 

Input: the top-k result trees rts_list 
Output: Results in different clusters 

1 Map ← empty; 

2 For each result tree rt in result-trees rts_list { 

3 [A,P,W,C]←Label (rt);  

4 If find [A,P,W,C] in Map  

5         {  Id ← get Id of [A,P,W,C] in Map; 

6 Add result tree rt to Cluster[Id];   } 

7 Else  

8 {  Add [A,P,W,C] in Map;  

9 Id ← get Id of [A,P,W,C] in Map; 

10 Add result tree rt to Cluster[Id];   } } 
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IV. EXPERIMENT 

A. Experiment Setup 
 In this study,�the experiments were conducted on an 
Intel (R) Core (TM) 2 i3-330M computer with 2GB of 
RAM running Microsoft Windows 7, and the algorithm 
were implemented in C++ in the development 
environment of Microsoft Visual C++6.0. Take DBLP as 
the test data and MYSQL as the database. 

B. Experimental Results  
1). Results Output and Rank 

The search algorithm in this study is inspired by 
[12], taking advantage of building index to support 
search on large data graph. Index table records the 
shortest path between any two nodes, which can be 
connected within Pmax edges. Note that when the length 
of the path between two nodes is larger than the threshold 
the maximum path length Pmax, the answer will be less 
meaningful. In order to reduce index space and produce 
more accurate and compact result, this experiment let the 
threshold of the path length Pmax be 3. When user inputs a 
set of query keywords, the system retrieves all the paths 
containing the given keywords, and if there are same 
node in different paths, merge them, then produce a set of 
minimum joint tuple tree containing all the keywords. 

Score the result trees according to the score function 
in [13], and number them in serial number from 1 to k (k 
equals the k of top-k). The higher the score is, the smaller 
the No. is. Before clustering, these result trees are ranked 
in ascending order of the No. The rank of these result 
trees after clustering is following: the sequence of 
different clusters is determined by the smallest No. of the 
result tree in each cluster. In the same cluster, the result 
trees are ranked according to the arrangement of the size 
of the No. 
2). User Interface 
 When a user inputs a set of query 
keywords 1 2( , ,..., )nQ k k k = (keyword, search, relational), 
and wants to see the answers of Top - k (k = 200), the 
result of the implementation is as shown in Fig.3-5.  

 

Figure 3: The result after clustering 

 

Figure 4: The answer list of a specific cluster 

 
Figure 5: The structure information of an answer 

 Fig.3 shows the user interface after result clustering, 
which provides heuristic information and enables user to 
grasp the overall distribution of the answers and the class 
information of each cluster in short time. It supports user 
to do further retrieval for interesting category, to help 
user find the answer as soon as possible. Fig.4 is the 
result list of one specific cluster. Each answer contains 
the information of keywords nodes. As is shown in Fig.4, 
the No. of the result trees in one cluster is discontinuous, 
which can be explained by the rank and cluster strategy 
above. The benefit is that it can not only provide the 
sequence of the result trees in each cluster, but also 
provide the result trees’ sequence in the whole result 
trees, which is not available in [14,15]. Fig.5 is the 
structure information of an answer, which is very 
straightforward and easy to understand. 
3). Experiment Comparison 

In this part, the method in [15] was implemented 
and compared with the method in this study. Six group 
experiments were carried out on both of the two systems, 
and top-k answers were output. Let k be 20, 60, 100, 140, 
180, 220 successively each time. Take the average values 
of 6 experiments as standard. Compare the time 
consumed and the number of clusters after clustering. 
The results are shown in Fig.6 and Fig.7. NOTES: S-
_CBR is the method in [15], and RTCV (result tree 
characteristic vector) denotes the method in this study. 
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Figure 6: The time consumed 

 The parameter “top-k” is taken on the horizontal 
axis and the parameter “time consumed” is taken on the 
longitudinal axis in Fig.6. The experiment results shown 
in Fig.6 manifests the method in [15] is more 
time-consuming, since it needs to encode all the possible 
traversal trees of each result tree in the process of 
clustering. The method in this study just needs to 
calculate the characteristic vector of each result tree, and 
the characteristic vector of each result tree is unique, 
which is convenient and time-saving. 
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Figure 7: The effect of clustering 

The parameter “top-k” is taken on the horizontal 
axis and the parameter “number of clusters” is taken on 
the longitudinal axis in Fig.7. The experiment results 
shown in Fig.7 manifests that the larger the value of k is, 
the more obvious the effect of clustering is. Namely, 
given a certain number of answers, the fewer the number 
of clusters is, the better the clustering effect is, and vice 
versa. Use numbers to specify, given 100 answers, if it 
get 70 clusters after clustering, the effect is not desirable. 
But, if it get 30 clusters after clustering, the effect is 
acceptable. On this basis, the effects of two methods are 
both acceptable, but when the value of k increases, the 
cluster effect of the method in this study is more obvious. 
The reason is that in [15], it requires that results in one 
cluster must have the exactly schema, which is hard to 
meet. In this method, it starts from the structure 
characteristics of the result tree, focuses on the type of 
nodes and edges of the result tree, which reflects 
connection relation between tuples, ignoring the specific 
topological structure of the result tree to achieve a better 
clustering effect.  

Experimental result not only shows the feasibility 
and rationality of the clustering strategy presented by this 
study, but also verifies the rationality of the concept of 
result-tree characteristic vector, since it integrates the 
node information (content information) and edge 
information (structure information) of the result tree. It 
ensures that the result trees in one cluster satisfying that: 
(1) They contain the same node type, and each type has 

the same number of nodes. (2) They contain the same 
edge type, and each type has the same number of edges. 
(3) They contain the equal amount and similar content of 
the information. This result clustering method for 
KSORD, to a certain extent, improves the results show, 
helps users navigate and enhances browsing efficiency, 
and enables users to quickly grasp the result information 
and distribution of the retrieval results as a whole. 

V. CONCLUSION 

 This study discussed the deficiency and importance 
of study on results cluster for keyword search over 
relational database, and it proposed the concept that the 
result tree characteristic vector. It is a novel method of 
modeling the joint tuple tree, which is used for the 
measure of similarity. It plays a key role in producing 
higher quality of clustering, and be used in all the 
systems of KSORD. It takes advantage of the structure 
characteristic of DBLP, and can be applied flexibly in 
other relational databases, such as IMDB. It provides a 
new method for solving the problem of result clustering 
on keyword search over relational database.  
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Abstract—Proper determination of the physiological age, a 
term coined by botanist for describing the growing process 
of plants, is of great importance for understanding the 
mechanism of plant growth and hence developing 
corresponding models to represent its growing process. In 
the cases of tall perennial trees with complex topological 
structure, the determination of their physiological age is not 
an easy job and no systematic automatic approach is yet 
available for this purpose. The present paper, based on the 
measured data of Populus × euramericana cv. ‘74/76’ and 
the method of clustering analysis, is aimed to propose a new 
automated approach for determining the physiological age 
of tall perennial trees. Experimental results show that the 
approach presented in this article is feasible and efficient, 
given that it can to a certain degree solve many of the 
problems caused by the traditional manual methods that 
typically involve very complicated procedures and are often 
error-prone. This approach is also applicable to others 
perennial tree species for determining their corresponding 
physiological age. 
 
IndexTerms— Cluster, Virtualplant, GreenLab, 
Physiological age 
 

I.  INTRODUCTION 

Virtual plant is an interdisciplinary science that 
involves botany, agronomy, ecology, mathematics and 
computer graphics [1][2], and it has over the years often 
been a much favored subject for studies in such fields as 
digital agriculture, virtual reality and etc.. Studies of 
virtual plant involve three-dimensional simulation of 
plants based on computer graphics, the numerical 
simulation of plant physiological processes based on 
plant physiology, and the function-structure model of 
virtual plant which integrates the two aspects mentioned 
above [3]. Researchers have proposed many virtual plant 
models, such as the L-System by Calgary University of 
Canada, the AMAP-System by CIRAD of France [4] and 
the GreenLab model by LIAMA [5][6]. Among all these 
models, the GreenLab model is so far the most 

sophisticated and the most extensively studied “function-
structure model” about plant growth. GreenLab model, 
developed by de Reffye in 1998 [5], mainly includes the 
formal-structural model based on two-scale auto machine 
and the physiological model based on Source-Sink model 
[7-9] and therefore can simulate the interactions between 
plants’ morphology structure and internal physiological 
function. This model has been applied to simulating the 
growing processes of maize [8][9], sunflower, tomato 
and many other plants [10][11].  

Physiological age (PA) was proposed by Barthélémy 
in 1997 [12] and used in some models, such as GreenLab, 
to indicate the different physiological stages during the 
growing processes of plants. By identifying the 
relationship between plant organs’ biomass accumulation 
and their morphological structure, such models give 
vivid simulation about the growth of plants. Proper 
determination of physiological age plays an important 
role in our understanding about the laws involved in 
plant growth and hence developing corresponding 
models. In plant modeling process, we need to set the 
hidden parameters of the plant based on the 
physiological age of each of its organ[14][7]. 
Nevertheless, the determination of the physiological age 
is not a simple issue that can be readily worked out by 
casual glances. Instead, it calls for careful and consistent 
observations about the growing processes of plants so as 
to sum up the laws thereof involved, hence deciding on it 
manually by following the rules of thumb. For tall 
perennial trees with complex topological structure, this 
manual method is very tedious and error-prone, and no 
systematic approach is yet available for determining the 
PA of plants in automated ways. In this paper we, with 
Populus × euramericana cv. ‘74/76’ as the object for 
study, looked into this issue and have come up with an 
automated approach for determining the physiological 
age of tall perennial trees.  

II.  EXPERIMENTAL DATA 

The experimental data of this paper were collected at 
the experiment forestry station of Fugou county, 
Zhoukou city, Henan province. Measurements were done 
respectively in Jun. 23rd--27th, 2008 and Sep. 21st--23rd, 
2009. Parameters concerning both the appearance and 
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biomass of eleven Populus × euramericana cv. ‘74/76’ 
trees were gained through destructive testing methods for 
developing the GreenLab model for these trees. Data for 
four among the eleven trees were selected for our 
research presented here in this paper. 

Populus × euramericana cv. ‘74/76’ is an excellent 
populous species that is extensively planted in the north 
of China, especially on the North China Plain, because of 
both the economic and ecological benefits it can provide. 
Satisfactory modeling of the growth of this tree species is 
of significant meaning for us to gain an in-depth 
understanding about its growing mechanism and hence 
contributing to the optimization of methods for its 
breeding and planting. Thorough investigations and 
measurements on the sites have yielded us the following 
features concerning the growth of Populus × 
euramericana cv. ‘74/76’: 1) In terms of growing unit-
distribution (GU-distribution) on tree trunks, branches 
within each GU tend to form a cluster; 2) In terms of 
branch-distribution, branches within each GU normally 
fall into one of the following three categories: big branch, 
small branch and new branch, which appear in 
consecutive order from the upper part to the lower part of 
the stem; 3) The newly sprouted part of a branch within a 
given year is called “new internode”, which, tender green 
in color, can be easily distinguished from the older 
internodes by the bud scale scar that separates them from 
each other.  

To build the growing model of Populus × 
euramericana cv. ‘74/76’, we need to get the 
physiological age of every branch. Given that the health 
condition of the newly sprouted part on each branch is a 
clear indicator about the viability of this particular 
branch and therefore constitutes critical clue for 
determining its PA, focuses were placed on measuring 
the corresponding parameters for the newly sprouted part 
of each branch, whose weight is taken as the criterion for 
deciding on the physiological age.  

III.  METHODS FOR PA DETERMINATION 

A. Basic Concept 
1) Internode 
A stem is the main structural axes of a plant. The 

place on a plant stem where a leaf is attached is called 
node. Internode is the portion of a plant between nodes. 
Terminal buds locate at the tip of a stem. Axillary buds 
locate in the axil of a leaf. Lateral branches are formed 
from the axillary buds [9]. ( Fig. 1) 

 
Figure 1. Structure of the branch. 

2) Growth units 
Growth units [5][12] is the newly growing part of 

plant trunk or branch over a given period of time. For 
Populus × euramericana cv. ‘74/76’ studied in this paper, 
it refers to the annual increment the tree gains in each 
year. 

3) Physiological age 
Physiological age, which is described in literature [12] 

in detail, represents the different physiological periods in 
plant’s growth process. The branches with the same 
physiological age will have similar characteristics in 
growth. The physiological age can also be understood as 
growth sequence. Assuming the physiological age of the 
initial organ of a plant starts from 1, the physiological 
age of the plant organs that grow later gradually 
increases. According to botany principle, plant organs 
older in physiological age can only sprout from plant 
organs that are of the same PA or younger. In other 
words, lateral branches are normally older in PA than the 
branches from which they sprout [13]. If we set the 
physiology age of the trunk that appear earliest to 1, then 
the PA of the first layer of lateral branches sprouted 
therefrom shall be either 1, 2, or 3, or even older. 
Branches in the outermost layer have the largest PA, 
which rarely exceeds 6. 

Previously, manual approach that relies on rule of 
thumb was adopted as the primary way for determining 
plants PA. Take the Populus × euramericana cv. ‘74/76’ 
as an example, researchers would, on basis of the 
growing features of the tree mentioned above in Section 
1, start with  identifying all the GUs in its trunk and set 
their corresponding PA as 1. Then, they would, relying 
on previous experiences as well as on the morphological 
structure, weight and other factors, decide on the PA 
(larger than 1) of the first-layer lateral branches, and in 
turn identify their GUs. This procedure would be 
repeated until the PA of all the lateral branches at all 
layers have been worked out. As can be seen, this 
traditional manual approach is far less than satisfactory 
by being not only rather arbitrary, but also very 
complicated and error-prone.  

Physiology age, being the indicator for plant organ 
productivity, is related not only to the topological 
structure of plants, but also to the biomass produced 
within a given year. It is generally acknowledged that the 
longer and the heavier the new formed parts on a branch 
are, the more viable the branch will be. In other words, 
the younger its PA will be. Bearing this principle in mind, 
the author in this paper shall propose a new approach for 
determining the physiological age automatically on basis 
of branch weights and through clustering analysis. 

B. Automatic Determination of Physiological Age 
1) Data sampling 
Clustering analysis has been used successfully in 

many fields [15-17]. In this paper, we use clustering 
analysis for processing the data (weights of the newly 
grown branches) derived from our field survey to 
determine the physiological age of the branches. 
Previous studies in this field have primarily been 
conducted on corn, winter wheat and other plants that 
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have relatively simple morphological structure and have 
relatively low demands for data collection and 
processing. However, for tall perennial trees with highly 
complex structures, like a 5-year-old Populus × 
euramericana cv. ‘74/76’ tree, whose total amount of 
branches often adds up to over thousands, the data will 
have to be simplified so as to make the simulation 
feasible. For this purpose, we sampled the data derived 
from some representative branches, that is, only a few 
branches within the same GU were selected to develop a 
simplified model so as to simulate the growth of all 
branches and calculating their PA. 

For this paper, only two or three lateral branches 
within each GU on the trunk were selected to represent 
the whole GU. In cases where there were sub-lateral 
branches on the first-layer branch, 2~3 sample branches 
would be similarly chosen for each GU. The same 
procedure was repeated until all layers of lateral 
branches have been exhausted. 

2) Data processing 
(1) Identifying the GUs on the trunk of the Populus ×  

euramericana cv. ‘74/76’. 
(2) Selecting 3 representative branches, each 

respectively standing for the category of large branches, 
small branches and new branches, for each GU. Weights 
of the newly grown parts in each of these 3 branches are 
then measured and recorded correspondingly.  

(3) Deciding on the PAs automatically by using 
clustering algorithm methods. All the data (i.e. weights 
of the newly grown parts in the sample branches) derived 
from Step 2 mentioned above were then clustered into 
several classes, each with a categorizing code. All the 
branches with the same categorizing code would be 
deemed to have the same PA. However, it should be 
noted that that codes themselves are not the PA, instead, 
they are used only to indicate the category to which these 
branches belong. Specific PAs for the branches still need 
to be worked out arbitrarily on basis of their 
corresponding weights, following the principle of “the 
heavier the weight, the younger its PA, and the lighter 
the weight, the older the PA”. 

(4) Results inspection 
The PAs generated by clustering algorithm methods 

were subjected to manual inspection before being 
accepted as the final results. The following principles 
were complied with during the manual inspection: the 
PA of the lateral branches is generally older than that of 
the branches from which they sprout; the representative 
branches selected from the same GU shall differ in their 
corresponding PAs.  

IV.  RESULTS AND DISCUSSION 

The approach proposed above was adopted to 
determine the physiological ages of 4 Populus × 
euramericana cv. ‘74/76’ trees that we measured in 2008 
and 2009, the results derived therefrom were then 
compared against those yielded from traditional manual 
approaches that relied heavily on experiences and rules 
of thumb.  

A. Experimental Results 

 
 
Results generated by applying this approach are given 

in Fig. 2 As can be seen, some abnormal PA outcomes 
occurred for certain branches (marked as circle in Fig.  
2b). For instance, the PA for branch No. 1 (coded as No. 
1 in Fig. 2a) turned out to be the same as that of its 
lateral branch (branch No. 8), both standing at 4. 
Obviously, something has gone wrong with the resulted 
figure for branch No. 1, which needs to be verified. 
Principles for the verifying the abnormal figures are as 
follows: the PA for the lateral branches must necessarily 
be larger than that for the branch from which they sprout; 
branches with similar biomass weights shall have the 
same PAs. 

The specific procedure for modifying the abnormal 
result for branch No. 1 is as follows: given that the 
minimum PA for branch No. 8 is 4, the PA for branch 
No. 1 can only be less than 4, therefore it was modified 
as 3. Table 1 is a summary of the abnormal data and data 
for branches with similar weights. As can be seen from 
Table 1, the mass of branch No. 12 is greater than that of 
branch No. 1, so its PA can only be larger than or equal 
to that of the latter. Also, given that the principle that no 
branches within the same GU should be of the same PA 
has been observed in sampling the branches, the PA for 
branch No. 12 will have to be modified as 3, and that for 
branch No. 2 (the stem for branch No. 12) will have to be 
modified as 2. The final results are shown in Fig. 2c. 

 

TABLE I.   
ABNORMAL DATA OF BRANCHES 

Number Weight(g) PA PA after correction 

8 6 4 No change 

6 8 4 No change 

1 10.4 4 3 

12 13.7 4 3 

2 26.1 3 2 

Note: Number 1 is the abnormal datum. 

a  Topological Structure          b  Results with our automatic method         c  Results after correction 

Figure 2. Results of the automatic method. 

Note: the digitals in Fig. a are the serial numbers of branches; the 
digitals in Fig. b, c are the PAs of branches. 
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B. Results Analysis 
The approach we proposed in this paper, by applying 

clustering algorithm to the automatic determination of 
the PA for the Populus × euramericana cv. ‘74/76’, 
which in turn is manually verified and modified, 
overcomes the shortcomings associated with the 
traditional manual approaches. It has such merits as 
being labor-saving, easy to implement, as well as being 
comparatively more objective in final outcomes. 
However, the automated approach may sometimes also 
fall short by coming up with abnormal figures that 
violate the normal rules of PA. Possible causes for such 
abnormality may include the following: 1) 
errors/mistakes occurred in data acquisition; 2) stalled 
growth at branch tips; 3) overlapping growth; 4) 
mistakes in deciding on the final results . Cares shall 
have to be taken during the data-acquiring process to 
avoid such man-induced mistakes, and unusual cases in 
the growth of branches shall also have to be marked out 
for special treatments so as to improve its reliability.  

 

Fig. 3 shows the PAs for the representative branches (as 
shown in Fig. 2a) that are generated by applying the 
traditional manual approach. Brief comparison between 
Fig. 2c and 3b indicates that outcomes from both the two 
approaches are basically very similar, with a rate of 
85.7% in agreement. Whereas the accuracy rate for our 
new approach is 78.6%, that for the traditional approach 
is 64.3%. This high degree of agreement in the outcomes 
testifies the feasibility of our new approach. Deviations 
from the two approaches occurred in the cases of branch 
No. 6 and No. 11, whose respective PA are 4 and 5 
according to the approach we proposed here, as against 3 
and 4 concluded by the traditional approach. The 
discrepancy may very likely have something to do with 
the relatively high degree of arbitrariness associated with 
the traditional manual approach. Take for instance, a 2g-
branches and a 3g-branch may either be classified into a 
common category, or be classified into two separate 
categories under the traditional approach. In comparison, 
our present approach tends to be more objective in the 
classification since it is based on statistic analysis of vast 
amount of data. Table 2 shows of the outcomes 
concerning the other three trees covered in our research. 
Comparative studies show that, compared with the 
traditional approach, our new one is more convenient and 
more objective in determining the PA of plants with 
complex morphological structures. Fig. 4 gives the PA 
determining results of two trees by our method. The two 
trees are age 4 and 5 respectively. The different colors 
are used in Fig. 4 for representing different physiological 
ages clearly. 
 

TABLE II. 
COMPARISON OF PHYSIOLOGICAL AGE 

 
Topological structure Growth cycle No. of branch Weight/g PA(a) PA(b) Comparison 

 
 

 

One 
year 

1 12.03 2 2 

Similarity: 100%
 

2 8.66 3 3 
3 1.48 4 4 

 

Two 
years 

1 338.00 2 2 

Similarity: 77.8%
 

2 95.00 3 3 
3 5.00 5 5 
4 125.00 3 2 
5 58.00 3 3 
6 50.00 4 3 
7 3.50 5 5 
8 11.75 4 4 
9 3.03 5 5 

     
a  Initial results                              b  Results after modification 

Figure 3. Results of the artificial method. 
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Three 
years 

1 257.00 2 2 

Similarity: 95% 
 
 

2 32.00 3 3 
3 5.00 4 4 
4 32.00 2 2 
5 22.00 3 3 
6 2.98 4 4 
7 8.74 3 3 
8 50.00 2 2 
10 12.00 4 4 
11 1.00 5 5 
12 11.00 4 4 
13 1.15 5 5 
15 0.23 5 5 
16 6.22 4 4 
17 2.68 5 5 
18 6.36 4 4 
19 3.22 5 5 
20 32.00 3 3 
21 3.00 4 4 
22 0.67 5 5 
23 6.00 4 3 
24 1.48 5 5 

Note: PA (a) is the result by our method; PA (b) is the result by manual approach.  
The proposed method is obviously faster than the manual approach for physiological age determination. 

 
We did simulated experiment in C++ and the computer 

used in the experiment runs on Intel Core i5 Processor, 
2G RAM, and ATI Mobility Radeon HD 5650 video card 
with 1G Memory. In the experiment, the number of 
internode data retrieved from a 6-year-old Populus × 
euramericana cv ‘74/76’ can reach 2000-4000. This 
figure can be reduced to about 200-400 after the process 
mentioned before. We use classical k-means clustering 
algorithm to analyze these data. It takes only about 0.005 
seconds to get the results of physiological age, which is 
very efficient in terms of operating the experiment. 

V.  CONCLUSIONS 

The determination of the physiological age is a key 
issue in building the GreenLab virtual plant model. In this 
paper, we have discussed and proposed an automatic 
approach that takes biomass as the criterion for working 
out the PA of Populus × euramericana cv. ‘74/76’ on 
basis of data collected through site investigation. The 
results show that, compared with the traditional manual 
approach, the one proposed in this paper involves less 
workload and is more objective in final outcomes. Efforts 
have also been made to integrate the newly-proposed 
automated approach with the traditional manual approach. 
In other words, whereas the automated approach can be 
applied to generate initial results concerning plant PAs 
quickly and more conveniently, the manual approach can 
be used to verify and modify the preliminary results so as 
to arrive at more accurate final outputs. Applicable to 
working out the PA for other perennial tree species, this 

approach is of great significance for simulating the 
growing processes of plants. 

 
Figure 4. PA determining results of two trees by our method. Left tree is 

4 years old, and right tree is 5 years. 
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Abstract— A single polymer chain with one end tethered to 
an impenetrable flat surface is simulated by using Monte 
Carlo simulation method. The polymer chain is generated 
using self-avoiding walk method in the simple cubic lattice. 
The monomer does Brownian motion by the bond-
fluctuation method in the simulation. After a long Monte 
Carlo step, the conformation of the chain reaches 
equilibrium. There is a scaling relation between the surface 
contact number M and the chain length N at the critical 
adsorption temperature Tc. The scaling algorithm is 
presented to determine the critical adsorption point Tc by 
the variance between the interpolation value and the 
curve fitting value. The dependence of the surface contact 
number M on the chain length N is presented near the 
critical adsorption point Tc by two critical exponents φ and δ. 
The results provide a new efficient method to locate the 
critical adsorption point and to find out the critical 
exponents. 
 
Index Terms—simulation, chain, critical adsorption, scaling 
method  

I.  INTRODUCTION 

The critical adsorption of polymer chain on the surface 
is a hot research topic for polymer science, bioinformatics 
and other aspects [1-3]. The adsorption of polymers is 
complex and is influenced by many factors. The 
adsorption mechanism is still not well explained by the 
research achievements. The studies are often carried out 
by means of computer modeling. The simplest model is a 
linear polymer chain which is made up of a large number 
of monomers with the same structure as concatenation. 
The monomers move or rotate for their thermal motion 
which changes the conformation constantly. The 

molecular weight of the polymer chain is always large, so 
the number of conformations is also very large for long 
polymer chain. Hence, the conformation statistics of a 
single polymer chain is a complex computational problem 
and is often performed by computer simulation. The 
conformation and the shape of the chain depend on the 
solvent, and the environmental factors such as the 
temperature, which increases the complexity of the chain 
conformation. 

The behavior of the polymer chains on the interface 
can be applied to many fields, such as water treatment, 
solid-liquid separation and pharmaceutical materials. The 
study of polymer adsorption has important scientific and 
application value for life sciences, pharmaceutical 
sciences, materials science and other fields. The behavior 
of the polymer chains in the interface is an important 
research direction of material science, information 
science, biology and other fields [4-12]. 

The conformation of polymer is not only related to the 
structure of the molecule itself, but also related to 
external conditions, such as solvent, temperature, and the 
surface material. In this paper, self-avoiding walk method 
is used to simulate the polymer chain. And then we use 
the bond fluctuation model to simulate the random 
thermal motion of monomers. The monomer in contact 
with the surface has an attraction interaction, which is 
related to the temperature. Monte Carlo method is used to 
simulate the conformational properties of self-avoiding 
chain in different temperatures. We analyze the computer 
simulation data and calculate the critical adsorption 
temperature by the improved EKB (Eisenriegler, Kremer, 
and Binder) scale algorithm [6]. We interpolate some 
values between the simulation sample data and then do 
linear fit to calculate the critical adsorption temperature 
and the crossover exponents. We found that two 
exponents can be better to represent the surface contact 
number near the critical adsorption point than that of one 
exponent. 
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II.  ALGORITHM OF SIMULATION CHAIN 

A. Three-dimensional Lattice Space Model 
Three-dimensional space Lx × Ly × Lz is presented as 

the cubic grid space G (x, y, z) by the simple cubic lattice. 
In this cubic lattice model, each lattice point can be 
occupied by one monomer. The space coordinates (x, y, z) 
of monomers are confined at the lattice point. The 
periodic boundary conditions are performed in the x, y 
directions. An infinite large surface is placed at z = 0, and 
is not to be crossed by chain. All monomers in the chain 
are located above the surface (z> 0). 

B. Chain Growth Model 
Polymer chain is made up of many monomers that are 

joined together one by one. The chain length N means the 
polymer chain with N repeating monomers. If all the 
repeating monomers belong to one type, the polymer 
chain is referred as a homogenous polymer. In this paper, 
we consider only homogenous polymer chain. Linear 
polymer chain is the simplest structure without any 
branches. The monomers are joined together with the 
bond length and the rotation angle. From the perspective 
of the computer simulation, the polymer chain, which 
contains N repeating units, is generated by walking N step 
as shown in Fig. 1.  
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Figure 1 The sketch of a self-avoiding chain in 3D space. 
 
Each lattice point can only be occupied by one 

monomer in the lattice chain model, so the monomer 
walking method is known as self-avoiding walk (SAW). 
At some time, the conformation of polymer chain is 
completely random. So Monte Carlo method is 
performed as follows: 

Step 1: Initialize all the grid space G (x, y, z) = 0 (x, y, 
z for the coordinate of space lattice). The first monomer 
of the chain is fixed at the grid points (0,0,1), i.e. G (0,0,1) 
= 1, then the chain grows step by step using self-avoiding 
walk in the cubic lattice space with the walking step unit. 

Step 2: The n-th monomer walking direction kn is 
generated randomly according to  

kn=INT[（b-a+1）*rn]+a                  (1) 
from the integer sequence among [a, b]. Each lattice has 
six nearest neighbors in three-dimensional cubic space, so 
we set a = 1 and b = 6. Then an integer kn generates 
randomly among [1, 6] as a walk direction and the 

pseudo-random number rn belong to (0, 1). INT is  a 
rounding function. 

Step 3: The position of ( n + 1 )-th monomer is decided 
by the n-th monomer position and the direction to walk. 
The coordinate position of ( n + 1 )-th monomer is 
presented as (xn+1, yn+1, zn+1) = (xn+Δx, yn+Δy, zn+Δz), 
where (xn, yn, zn) is the n-th monomer coordinate, (Δx, Δy, 
Δz) is the shift of the n-th monomer. The walking 
direction kn is corresponding to the shift as shown in 
Table I. 

 

Step 4: Overlap is ascertained by whether the lattice is 
occupied by more than one monomer, which can be 
described as the follows: 

if (G(xn+1, yn+1, zn+1) == 0)  
{ / * walking success* / 
G(xn+1, yn+1, zn+1) = n+1;  
n = n + 1; 
ntry = 0; 
} 

else  
{/ * walking failure* / 
ntry = ntry+1; 

if (ntry > 2*b) 
 {   G(xn, yn, zn) = 0; 

ntry = 0; 
if (n>0)  n = n-1; 

}  
Exit the loop to re-walk, skip to step 2. 

} 
Step 5: Repeat the above steps from step 2 to step 4 

until all N monomers of the polymer chain generated. The 
conformation of linear chain is generated by self-avoiding 
walk in the three-dimensional space, as shown in Fig. 1. 

 

C. Bond Fluctuation and Chain Movement 
Considering the fluctuation of the bond length, any 

nearest neighbor monomers are located at two vertices of 
one cubic lattice unit. The bond length between two 
nearest neighbor monomers may be one of three cases: 
the length of one side (1), the diagonal of one unit square 
( 2 ) and the cube diagonal ( 3 ). The coordination 
number of each lattice is z = 26. 

Every monomer does Brownian motion. The monomer 
may be to move one step at one of six coordinate axes 
directions which is selected randomly one of the 

TABLE I.   
THE WALKING DIRECTION AND THE SHIFT VALUE. 

kn (Δx, Δy,Δz) 
1 (1, 0, 0) 
2 (-1, 0, 0) 
3 (0, 1, 0) 
4 (0, -1, 0) 
5 (0, 0, 1) 
6 (0, 0, -1) 
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directions. Each monomer in contact with the surface, 
where the distance of the monomer from the surface is 
one unit, has an energy E. The trial move is accepted if 
all the following conditions are satisfied: 

(a) The r-th monomer is selected randomly, ],2[ Nr∈ . 
(b) Six nearest neighbor lattices of the r-th monomer 

are detected whether they are free. And all the free 
lattices are recorded. 

(c) The direction k is randomly selected from the free 
nearest neighbor lattices of the r-th monomer. The self-
avoiding walking condition is satisfied after the trial 
move whether each lattice is occupied by up to only one 
monomer, which can be described as  

if (G(xr+Δxk, yr+Δyk, zr+Δzk)! = 0) 
         { Skip to (a) and re-select the trial monomer. } 
(d) Whether the new position of the r-th monomer is 

located above the surface is satisfied, which can be 
described as the follows: 

if ((zr+Δzk) <= 0) 
{Skip to (a) and re-select the trial monomer.} 

(e) Whether the bond between the r-th monomer and 
its nearest neighbors meets the allowable conditions of 
the bond length (1, sqrt (2), sqrt (3)) where | ... | indicates 
the distance between two points, which can be described 
as the follows: 
if (r > 1 and ( |G(xr+Δxk, yr+Δyk, zr+Δzk)- G(xr-1,yr-1,zr-1)| 
< 1 or |G(xr+Δxk,yr+Δyk,zr+Δzk)-G(xr-1,yr-1,zr-1)| > sqrt(3))) 

{Skip to (a) and re-select the trial monomer.} 
if (r < N and (|G(xr+Δxk, yr+Δyk, zr+Δzk)- G(xr+1,yr+1,zr+1)| 
<1 or |G(xr+Δxk,yr+Δyk,zr+Δzk)-G(xr+1,yr+1,zr+1)| > 
sqrt(3))) 

{Skip to (a) and re-select the trial monomer.} 
(f) ΔE is the energy shift before and after the move. 

The following conditions are satisfied. 
If ( (ΔE > 0) and (exp(-ΔE/kBT) > rn) ) 

{Skip to (a) and re-select the trial monomer.} 
rn is a random number among (0, 1). kB is the 

Boltzmann constant. 
 (g) At each trial movement, the counter may be auto-

incremented once, which can be described as  
counter = counter+1; 
G(xr+Δxk, yr+Δyk, zr+Δzk) = r; 
G(xr, yr, zr) = 0. 

A Monte Carlo time step (MCS) means each monomer 
of the chain which attempts to move once. 

If (counter == N)  
{t = t +1, count = 0}. 

The Monte Carlo Step is unit of movement time. 
Repeat (a) to (g) until the movement time t reaches the 
required time. 

D. Model Parameters 
In this paper, physical properties of self-avoiding chain 

are studied at the different temperature T. The program is 
performed from high temperature T = 6 to low 
temperature T = 0.1. The temperature is reduced with step 
ΔT. In this article, ΔT is taken near at the critical 
adsorption point ΔT = 0.05, but ΔT slightly larger at other 
temperature. The conformation changes with MCS time. 

Each sample runs the first time τ = 2.5N2.13MCS for 
relaxation and then runs 100τ MCS for statistic in which 
the physical properties are recorded at every 0.1τ. 

III. SCALING ALGORITHM OF CRITICAL ADSORPTION  

A. Preliminary Estimates of the Critical Point Tc  
In the previous study, the critical adsorption point 

(CAP) can be roughly estimated by the mean square end-
to-end distance <R2> and the mean square radius of 
gyration <Rg

2> that reaches a minimum near at the CAP 
[4-5]. We found 10.065.1 ±=cT  where there is a 
minimal value of <Rg

2>, as shown in Fig. 2. The 
calculation method of the mean square gyration radius 
<Rg

2> can be expressed as  

])()()[(1 22
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 ,     (2) 

where (xi, yi, zi) is the coordinate of the i-th monomer and 
(xc, yc, zc) is that of the center of polymer chain.      
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Figure 2 The dependence of the mean square radius of gyration 

<Rg
2> on the temperature T. 

B. Scaling Method 
The relation between the adsorption energy E and the 

number of monomers contacting with the surface M 
exists scaling relation E ~ M. The scaling relation is 
proposed between the energy E and the chain length N by 
Eisenriegler (EKB) [6], which can be expressed as 

      
⎪
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⎧
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>>
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)(    
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TTN
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TE φ  .                  (3) 

At the critical adsorption point Tc, there is a 
relationship φNM ∝  between the surface contact 
number M and the chain length N. So the scaling relation 
between M and N is almost applicable at near Tc. To 
further determine the relationship among M, N near Tc, 
we improve the algorithm based on EKB. We take five 
temperatures in the vicinity of the critical adsorption 
point Tc: T = 1.55, 1.60, 1.65, 1.70, and 1.75. At cTT = , 
the dependence of the surface contact number M on the 
chain length N can be expressed as 
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       φNaM 0= .                        (4) 

 
The surface contact number M(T, N) is enumerated for 

different chain length N at the different temperature near 
Tc in Table II. The first row represents the chain length N, 
which means that the temperature T lies in the first 
column. The other data in the table means the surface 
contacts number M(T, N). The dual logarithmic 
relationship diagram between M and N is shown in Fig. 3.  
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1

10

50

                         T = 1.55 
 T = 1.60  T = 1.65 
 T = 1.70  T = 1.75

 

 

M

N
 

Figure 3 The dependence of the surface contact number M on the 
chain length N. 

 
The two different situations are apparent in Fig. 3. It 

can be seen that the curve is concave upward when T ∈ 
(1.55, 1.60), but downward convex curve when T ∈ (1.70, 
1.75). Therefore, the critical adsorption point Tc can be 
further determined in the interval T ∈ (1.60, 1.70). The 
above phenomenon can be explained that the M - N curve 
is showing different when T is greater or less than Tc. The 
relationship between M and N can be expressed as  

)))((()((N 2
c1c10 TTcOTTccM −+−+= φ .      (5) 

Since the second item )( c1 TTc −  in the right of (5) 
changes the sign when T changes from cTT >  to cTT < . 

  

C. Interpolation Method 
In the interval [1.55, 1.75], we want to get the surface 

contact number M with the temperature step ΔT = 0.001. 
However, it takes a very long calculation time to simulate 
such a multi-temperature sample. In order to reduce the 

simulation time, values of M at different temperatures are 
using quadratic interpolation to approximate from the five 
temperatures T = 1.55, 1.60, 1.65, 1.70, and 1.75. 

We use the equidistant interpolation for different chain 
length N = Nj included in the range [10, 400]. The values 

),( jiM NTfM =  are known at the n equidistant 

temperatures, ),,(  1-n , 1 0i ihTT 0i =+=  where T0 = 
1.55, h = 0.05, n = 5. The surface contact number M is 
calculated by using the parabolic interpolation formula 
for T ∈  (1.55,1.75) with ΔT = 0.001.  In order to 
distinguish between the previous variables Ti, we use 
another symbol T′ to present the temperature, which 
means that the calculated temperature values Tk′ to be 
interpolated, )/)(,,(  TT-T , 1 0k T kTT 01-n0k Δ=Δ+=′ , 
where T0 = 1.55, Tn-1 = 1.75, ΔT = 0.001. In order to 
calculate an approximation of M at temperature T = Tk′, 
the three temperatures are selected near the interpolation 
point T = Tk′. In the case of 1iki TTT +<′< ,  if 

1iTTTT +−′>′− kki
, three temperatures Ti, Ti+1, and Ti+2 are 

selected and if 
1ikki TTTT +−′<′−  , three temperatures Ti-1, 

Ti, and Ti+1 are selected. Then the approximation of the 
surface contact number M is calculated by parabolic 
interpolation formula, which can be described as 

if ( 1iki TTT +<′< ) 

{if ( 1ikki TTTT +−′>′− ) 
 t = k; 

   else  
t = k - 1; 

 ∏∑
+

≠=

+

=

−−′=
2t

ij,tj

2t

ti
i )]/()[()( jijk TTTTTMM  

}. 
 

D. Fitting Curve M=a0Nφ 
When cT  = kT ′ , there is a relationship φNaM 0= . For 

every temperature kT ′ , there are a set of corresponding 
data (

jN , ),( jkM NTf ′ ). For these data (N, M), we fit 

the curve φNaM 0= . If we set lnMM = , 00 lnaa =  and 

lnNN = , the curve is changed to linear fitting 
NaM 0 φ+= . We use the least squares method, which 

can be expressed as  

  ∑ ′−′−′=′′′
j

k0Mk0k )ln)()(a),(l())(),(a,(g jkjkk NTTNTnfTTT φφ .  (6) 
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T
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Solution of the equation can be expressed as 

TABLE II.   
THE SIMULATION VALUE OF M (T, N) 

 10 50 100 150 200 250 300 400

1.75 3.63 7.56 9.99 11.72 12.95 13.98 14.77 16.07
1.70 3.69 7.99 10.91 13.21 14.53 15.79 17.11 18.97
1.65 3.76 8.48 11.88 14.44 16.52 18.4 20.22 22.97
1.60 3.83 9.06 13.15 16.34 19.19 21.79 23.98 28.6
1.55 3.92 9.7 14.71 18.84 22.53 25.98 29.13 35.48
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 )(
0 kTa ′ can be obtained from (9), which can be 

expressed as 
 ))(exp()( k00

TaTa k ′=′ .               (11) 
Fitting formula can be expressed as 

 )(
0 )(),(g kT

jkjkM NTaNT ′′=′ φ  .            (12) 
 

E. Variance (between Interpolation and Fitting value), to 
Determine Crossover-exponent 

    We calculate the variance between the interpolation 
value and the fitting value, which can be expressed as  

∑∑
==

′−′==′
n

1j

2
n

1j

2
jk

2 ))()(()( jkMjkM ,NTg,NTfT σσ  . (13)  

The temperature where the variance is a minimum is 
the critical adsorption point, as shown in Fig. 4. 
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Figure 4 The variance between the interpolation value and the fitting 
value. 

 
We get Tc = 1.625, φ = 0.52 calculated respectively by 

the formulas, which are expressed as 

))}((   where| { k
2

/)(

0k
k min TTT

TTT

c

0n-1

′′=
Δ−

=

σ  ,     (14) 

and 

φ = }|)({ k ck TTT =′′φ .       (15) 

 

F. Another Ciritical Exponent  δ 
φ−MN  can be obtained from (5) divided by Nφ on both 

left and right sides, which can be expressed as 
2

c2c10 TTcTTccMN )()( −+−+=−φ .   (16) 

The dependence of MN-φ on (T-Tc) is listed for chain 
length from N = 10 to N = 400 near the critical adsorption 
point Tc in Fig. 5. Near at Tc, the curves can be expressed 
by a second order polynomial which is defined as 

 2
2c10 TTNTTNMN ))((c))((ca cjjj −+−+=−φ .   (17) 
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Figure 5 The relationship between MN-φ and T-Tc 

 
We can calculate the coefficient c1(Nj) using (17) to fit 

the curves between the relationship (T-Tc) and MNj
-φ. The 

dependence of c1(N) on N is shown in Fig. 6. We can get 
c1(N)=a1N1/δ. Then we calculated another critical 
exponent δ = 1.63. There is only one critical exponent in 
EKB scaling method [6], which is equivalent to our 
scaling method δ= 1 /φ. However, we found that 1/δ is 
not close to φ  in the scaling method. Whether it is 
efficient that we get two critical exponents φ, δ and the 
critical adsorption point Tc. 
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Figure 6 The relationship between the coefficient c1 and the chain 
length N. 

 
The dependence of MN-φ on δ/1)( NTT c−  is calculated 

for chain length N ∈ [10,400] near Tc, as shown in Fig. 7. 
These curves are satisfied by the relationship which can 
be expressed as 

 ))N)(((N)((N 2 1 δδφ /
c

1/
c10 TTOTTaaM −+−+=− .    (18) 

We obtain  

 ))N)(((N)((N 2 1 δδφ /
c

1/
c10 TTOTTaaM −+−+=      (19) 

by multiplying N-φ  on both sides of (18) near the critical 
adsorption point Tc. We found that two critical exponents 
present well the properties near at Tc. 
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Figure 7 The dependence of MN 

-φ on (T-Tc) N 
1/δ. 

IV. CONCLUSIONS 

The polymer chain is generated by self-avoiding walk 
in the simulation. The chain movement is simulated by 
bond-fluctuation model. The attraction interaction 
between the polymer chain and the surface is related to 
the temperature T. The critical adsorption point Tc is 
calculated by scaling between the surface contact number 
M and the chain length N. Using the interpolation method 
replace simulating large samples, which is to ensure 
highly accurate and to reduce the computation time. Our 
scale algorithm represents well properties of the polymer 
chain by two critical exponents φ and δ near at the critical 
adsorption point Tc. The scaling algorithm provides a new 
method to determine the critical adsorption point and the 
critical exponents. 
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Abstract—Recently, Islam and Biswas proposed an efficient 
and secure ID-based remote mutual authentication with key 
agreement scheme. We have analyzed the security and 
performance of Islam and Biswas’s scheme and showed that 
their scheme has some pitfalls. In order to solve these 
problems, we have constructed an enhanced ECC remote 
mutual authentication with key agreement scheme and 
proven that the proposed scheme is a secure authenticated 
key agreement protocol in the random oracle and can 
survive against the known session-specific temporary 
information attack, channel attack and replay attack, and 
the user can freely choose and change his password without 
any hassle of contacting the remote server. As compared 
with Islam and Biswas’s scheme, our scheme has better 
performance in term of the computation cost, security, 
communication overhead and communication round. Thus, 
our scheme is suitable for resource-constrained wireless 
communication networks. 
 
Index Terms—elliptic curve; certificateless cryptography; 
authentication; key agreement; random oracle 
 

I.  INTRODUCTION 

To consider security services in wireless 
communications, mutual authentication and key 
agreement are very important mechanisms for preventing 
server impersonation attack, unauthorized network access 
and malicious attacks of the subsequent session message. 
The general approach to construct authentication and key 
agreement schemes is to adopt the Public Key 
Infrastructure (PKI). However, the PKI approach is costly 
to use since it involves certificate revocation, distribution, 
storage and verification. In order to eliminate the above 
problem, identity-based cryptography (IBC) was 
introduced. The main benefit of IBC is in greatly 
eliminating the need for the public key certificates. But 
the trusted authority called PKG in IBC can generate the 
private keys of all its users, so private key escrow 
becomes an inherent problem in IBC. Moreover, private 
keys must be sent over secure channels, and this makes 
secret key distribution a daunting task. 

To avoid the problems of conventional PKIs and IBC, 
a new concept called certificateless public key 

cryptography (CL-PKC) was introduced by Al-Riyami 
and Paterson [1]. In CL-PKC, a trusted authority called 
Key Generation Centre (KGC) issues a partial private key 
for each user, and each user generates the other part of 
private key, so when the two parts of private keys are 
known some cryptographic operations can only be 
performed. Therefore, CL-PKC not only eliminates the 
use of certificates, but also solves the key escrow 
problem. Recently, several certificateless key agreement 
or authentication schemes were proposed [2,3]. 

Considering the traditional public-key systems require 
many expensive communication costs and the weak 
computing capability of mobile devices. In 2006, Das et 
al. [4] proposed an efficient ID-based remote user 
authentication scheme with smart cards using bilinear 
pairings. Goriparthi et al. [5] showed that their scheme is 
insecure against forgery attack resulting in an adversary 
can always pass the authentication. Subsequently, Fang et 
al. [6] proposed an improvement to withstand the 
mentioned forgery attack. However, Giri and Srivastava 
[7] pointed out that the Fang et al.’s scheme cannot 
overcome off-line attack and they proposed an improved 
scheme. Unfortunately it was shown by Tseng et al. [8] 
that the Giri and Srivastava’s improvement has too 
expensive computational cost for smart cards with limited 
computing capability. In addition, they showed that both 
[4] and [7] do not provide mutual authentication and key 
exchange between the user and the server and proposed a 
solution. In 2009, Goriparthi et al. [9] proposed an 
improved bilinear pairing based remote client 
authentication protocol based on Das et al.’s schme. 
However, Wu and Tseng [10] showed that schemes 
[4,6,7,9] do not provide mutual authentication and key 
exchange between the user and the server, and they 
proposed a solution using bilinear pairings. As compared 
with the above client authentication schemes, Wu and 
Tseng’s scheme provides both mutual authentication and 
key exchange. However, almost all of the above schemes 
have the bilinear pairings operations, which is not 
efficient in wireless communications system devices with 
limited computing capability. 
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To avoid the problems of bilinear pairings operations, 
some Identity-based authentication schemes without 
bilinear pairings on ECC are proposed [11,12]. However, 
Yang and Chang [13] point out some of these schemes do 
not provide the mutual authentication [11] or the key 
agreement [12] between the user and the server, also they 
proposed a more efficient ID-based scheme on ECC.  
Nevertheless, Yoon and Yoo [14] found Yang and 
Chang’s protocol is vulnerable to an impersonation attack 
and does not provide perfect forward secrecy, and then 
they proposed an improved scheme which is claimed to 
offer more security attributes. In 2010, Chen et al. [15] 
found that the Yang and Chang’s scheme is vulnerable to 
insider attack and impersonation attack, and an 
improvement was made to remove the above drawback. 
Recently, Islam and Biswas [16] pointed out that the 
schemes [13,14,15] suffer from replay attack/clock 
synchronization problem, known session-specific 
temporary information attack many logged-in users’ 
attack, inability to protect user’s anonymity, does not 
provide the session key forward secrecy and does not 
define how to revoke the authentication key with same 
identity. To resolve such problems, Islam and Biswas 
proposed a more efficient and secure ID-based remote 
mutual authentication with key agreement scheme for 
mobile devices on ECC, also they claimed that they 
scheme is against the known session-specific temporary 
information attack.  

However, in this paper, firstly, we find that Islam and 
Biswas’s scheme is vulnerable to the known session-
specific temporary information attack and has some 
practical security and performance pitfalls including a 
secure channel needed between the user and the server, 
the somewhat inefficient three-way challenge-response 
handshake technique, the relatively inefficient replay 
attack detection mechanism, no choice of selecting the 
users’ own password. To overcome the security and 
performance flaws of Islam and Biswas’s scheme, we 
propose an enhanced ECC remote mutual authentication 
with key agreement scheme for mobile devices using 
certificateless public-key cryptography. Compared with 
Islam and Biswas’s scheme, the proposed scheme is more 
secure, efficient, and practical for mobile devices because 
the proposed scheme not only eliminates the security 
flaws of Islam and Biswas’s scheme but also reduces the 
computational costs and communication overheads 
between the user and the server. 

The remainder of this paper is organized as follows. 
The preliminaries for elliptic curve group and security 
definitions are given in the next section. Islam and 
Biswas’s scheme is described in Section 3. Section 4 
points out the demerits of Islam and Biswas’s scheme. 
The enhanced scheme is presented in Section 5. In 
Section 6, security and performance analysis of our 
scheme is presented. Section 7 gives our conclusions. 

II.  PRELIMINARIES 

In this section, the mathematical preliminaries required 
to understand the following remote mutual authentication 
with key agreement scheme are introduced. Let the 

symbol Ep(a, b) be an elliptic curve E over the prime 
finite field Fp, defined by an equation: y2 mod 
p=(x3+ax+b) mod p with a, b ÎFp and  4a3+27b2≠0 mod 
p. The points on Ep(a, b) together with an point O known 
as “point at infinity” form a additive elliptic curve group 
defined as Gp={(x, y) : x, y ÎFp, E(x, y)= 0}∪ {O}.  

Gp is a cyclic group under the point addition defined as 
follows: Let X, Y ÎGp, l is the line containing X and Y 
(tangent line to Ep(a, b) if X=Y), and Z be the third point 
of intersection of l with Ep(a, b). Let l’ be the line 
connecting Z and O. Then X+Y is the point such that l’ 
intersects Ep(a, b) at Z and O. Given a point P ÎEp(a, b) 
and an integer sÎFp, the scalar multiplication over Ep(a, 
b) can be defined as follows: sP = P + P + · · · + P(s 
times). A point P has order n if n · P=O for smallest 
integer n>0. 

The following computational problems defined over Gp 
are assumed to be intractable within polynomial time and 
those are frequently used to construct secure 
cryptographic schemes. So far, the probability of any 
polynomial-time algorithm to solve the following 
computational problems is negligible. 

Elliptic Curve Discrete Logarithm Problem (ECDLP): 
Given two elements P, QÎGp, the ECDLP in Gp is to 
compute x Î [1, n-1] given (P , Q=xP) 

Computational Diffie–Hellman problem (CDHP): 
Given a generator P of Gp and (aP, bP) for unknown a, 
bÎ [1, n-1], the task of CDHP is to compute abP.  

III.  REVIEW OF ISLAM AND BISWAS’S SCHEME 

In this section, we briefly review Islam and Biswas’s 
scheme. 

A.  System Initialization Phase 
1) The server S chooses a k-bit prime number p and a 

base point P with the order n over Ep(a, b). 
2) The server S chooses a random number qS (the 

server’s master secret) from [1, n-1] and computes his 
public key QS=qS · P. 

3) The server S selects two one-way hash functions 
H1:{0, 1}∗ × *

pZ → Gp, H2:Gp×Gp→ *pZ  and a secure key 
derivation function kdf : {0, 1}∗ ×Gp×Gp→{0, 1}k. 

4) The server S publishes the system parameters {Ep(a, 
b), P, QS, H1, H2, kdf } and keeps his master key qS in 
private. 

B.  User Registration Phase 
1) The user U selects his identity IDU and sends it to 

the remote server S with some personal authentication 
information through a secure channel. 

2)  The server S verifies the user U’s identity IDU. If 
the value IDU already exists in the database of the server, 
S asks the user U for a new identity. Thereafter details of 
registration message will be checked by the remote server 
S and computes the authentication key AIDU = 
qS · H1(IDU||X), where XÎ *

pZ  is randomly chosen by the 
server S. The remote server S stores the registration 
information <IDU, X, status-bit> about the user U to a 

JOURNAL OF SOFTWARE, VOL. 8, NO. 12, DECEMBER 2013 3207

© 2013 ACADEMY PUBLISHER



secure database. The remote server S sets the status-bit to 
“1” if the user is already logged in, otherwise sets to “0”. 

3)  The server S sends the authentication key AIDU to 
the user U through a secure channel. 

C.  Mutual Authentication With Session Key Agreement 
Phase 

1) Initially, the user U enters his identity IDU and 
authentication key AIDU and chooses a random number 
rU from [1, n-1], then computes N=R+AIDU, M=rU · QS 
where R= rU · P and computes the dynamic identity 
information CIDU=IDU⊕H2(R||AIDU) and submits the 
authentication message <CIDU, N, M> to the remote 
server S. 

2)  Upon receiving the authentication message <CIDU, 
N, M>, the remote server S computes R∗ = 1

sq - · M and 
AIDU=N−R∗ . Then, S computes the user’s identity 
IDU=CIDU⊕H2(R∗ ||AIDU) and verifies the identity IDU. 
If the value IDU is invalid, the server S rejects U’s login 
request, otherwise performs the next step. 

3)  Then, the remote server S computes 
*UAID =qS · H1(IDU||X) and checks the equation 
*UAID =?AIDU, where IDU and X are obtained from 

server’s database.  If it does not hold the remote server S 
rejects the user’s login request, otherwise randomly 
selects a number rS from [1, n-1], and computes T=R∗ +S 
(S=rS · P) and HS=H2(S|| *UAID ). Next, the server S sends 
the authentication message <T, HS> to the user. 

4)  When receiving the authentication message <T, 
HS>, the user U computes S∗ =T-R and 

*SH =H2(S∗ ||AIDU), then checks the equation *SH =?HS. If 
it holds the user U sends the authentication message 
<HRS>, where HRS=H2(R||S∗ ). The user U obtains the 
session key by computing SK=kdf(IDU||AIDU||K), where 
K=rU · S=rU · rS · P. 

5)  When receiving the authentication message <HRS>, 
the remote server S computes *RSH =H(R∗ ||S) and checks 
the equation *RSH =?HRS. If it holds the server S obtains 
the session key by computing SK=kdf (IDU||AIDU||K), 
where K= rS · R =rS · rU · P. 

D.  Leaked Key Revocation Phase 
Assume that an adversary illegally obtains the user U’s 

authentication key AIDU, so the user U should send a 
request message to the server S for a new authentication 
key. The user U sends the identity IDU, the old 
authentication key AIDU and some personal 
authentication information to the remote server S. Next, 
the server S first verifies the identity IDU. After 
successfully validating user’s credential, the remote 
server S randomly chooses another number *pX Z∈  and 
computes the new authentication key 

UAID =qS · H1(IDU|| X ) with the same identity IDU. It is 
to be pointed out that the authentication key revocation 
does not need a new identity of the user U, only the value 
X will be modified in each revocation phase. The server S 
sends the fresh authentication key UAID  through a 

secure channel to the user U. The remote server stores the 
database same identity IDU except that X is exchanged 
by X . 

IV.  DEMERITS OF ISLAM AND BISWAS’S SCHEME 

In this section, the security and performance of Islam 
and Biswas’s scheme are analyzed carefully. Islam and 
Biswas state that the known session-specific temporary 
information (KSSTI) attack is infeasible in their scheme. 
However, in this section, we show that their scheme is 
insecure against the KSSTI attack. Also we find some 
security and performance pitfalls including a secure 
channel needed between the user and the server, the 
somewhat inefficient three-way challenge-response 
handshake technique, the relatively inefficient replay 
attack detection mechanism, no choice of selecting the 
users’ own password. 

A.  Known Session-Specific Temporary Information 
Attack 

Known session-specific temporary information attack 
means if the session short-lived secrets are leaked but 
from this disclosure, secrecy of generated session key 
should not be compromised. In the Islam and Biswas’s 
scheme, the server and the user compute the same session 
key SK=kdf(IDU||AIDU||K), where K=rU · S= 
rS · R=rU · rS · P. Now if the session ephemeral secrets rU 
and rS are disclosed to an adversary by some means then 
he can compute the session key SK through the 
followings steps.  

1) In the mutual authentication with key session 
agreement phase, we assume that the adversary, 
eavesdropping on the channel, has obtained all the 
messages exchanged in that session phase including 
<CIDU, N=R+AIDU, M> and <T=R∗ +S, HS>, where R= 
rU · P and S=rS · P. 

2)  The adversary can computes R= rU · P and 
AIDU=N-R with knowing the session ephemeral secrets 
rU and N, or he can computes S=rS · P, R =T-S and 
AIDU=N-R with knowing the session ephemeral secrets rS, 
T and N. 

3)  The adversary can computes K=rU · rS · P and the 
session key SK=kdf(IDU||AIDU||K). 
Hence, we conclude that the Islam and Biswas’s scheme 
does prevent the known session-specific temporary 
information attack. 

B.  Secure Channel Needed Between The User And The 
Server 

In the user registration phase of the Islam and Biswas’s 
scheme, the user U chooses his identity IDU  and submits 
it to the server S with some personal secret information 
through a secure channel, and the server S returns the 
authentication key AIDU to U through secure channel. In 
the leaked key revocation phase of the Islam and 
Biswas’s scheme, the server S returns the new 
authentication key UAID  to the user U through a secure 
channel. Thus, the authentication key escrow and 
distribution become a daunting task in they scheme. 
Moreover, using this secure channel will be facing some 
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security risks, such as if this secure channel is broken, the 
adversary can obtain the user’s identity IDU, 
authentication key AIDU and some personal secret 
information, which makes the Islam and Biswas’s scheme 
does not preserve the anonymity of the user and the 
security of the user’s authentication key. 

C.  Three-Way Challenge-Response Handshake 
Technique 

The Islam and Biswas’s scheme follows the three-way 
challenge-response handshake technique to provide the 
mutual authentication with session key agreement. This 
technique is not efficient, since the two-way challenge-
response technique can be used to achieve this security 
target. Moreover, in their proposed scheme, the user 
authenticates the server first then the server authenticates 
the user, which is not a case in real-life applications. 
Usually, the server authenticates the user first then the 
user authenticates the server. 

D.  Inefficient Replay Attack Detection Mechanism 
Assume that an adversary may replay the old message 

<CIDU, N, M> in the step 1 of mutual authentication 
phase to impersonate a legal user U for the Islam and 
Biswas’s scheme. However, only when the mutual 
authentication phase is performed to the fifth step, this 
attack can be detected. That is to say, the unwanted 
computational costs of four steps need to be performed in 
mutual authentication phase before the replay attack is 
detected. 

E.  No Choice Of Selecting The Users’ Own Password 
In Islam and Biswas’s scheme, the user’s 

authentication key is entirely generated by the remote 
server S and the user has no choice of selecting his own 
password, this situation is not a sound case in real-life 
applications, e.g. digital library, M-commerce, online 
banking, etc. Secondly, the user’s authentication key 
AIDU chosen by the remote server could be random and 
long (for example, 512 or 1024 bits), which could be 
difficult for a user to key correctly this value into the 
mobile device and remember these numbers easily. 
Thirdly, when a user wants to change its secret key, he 
can only submit the key change request to the remote 
server S through a secure channel, which brings some 
inconveniences to the user and server. 

V.  PROPOSED SCHEME 

In this section, we propose an enhanced ECC remote 
mutual authentication with key agreement scheme for 
mobile devices using certificateless public-key 
cryptography to overcome the weaknesses of Islam and 
Biswas’s scheme. 

A.  System Initialization Phase 
1) The server S chooses a k-bit prime number p and a 

base point P with the order n over Ep(a, b). 
2)  The server S chooses a random number qS as its 

own private key from [1, n-1] and computes the 
corresponding public key QS=qS · P. 

3)  The server S selects four one-way secure hash 
functions H1:Gp×Gp→ *pZ , H2: {0, 1}∗ ×{0, 1}∗ →Gp, H3: 
{0, 1}∗ ×Gp×Gp→ *pZ , H4: {0, 1}∗ ×Gp×Gp×Gp→ *pZ , a 
one-way secure key derivation function: kdf : ({0, 
1}∗ )3×(Gp)4→{0, 1}k and a one-way secure key 
confirmation function: MACk(m): the secure message 
authentication code of m under the key k. 

4) The server S publishes the system parameters {Ep(a, 
b), P, QS, H1, H2, H3, H4, kdf, MACk(m)} and keeps his 
master key qS in private. 

B.  Password Generation Phase 
This phase is executed by the user U with the system 

parameters. The user U selects a random number sU as his 
password from [1, n-1] and computes the corresponding 
public information PKU= sU  · P. 

C.  User Registration Phase 
In order to avoid the authentication key escrow and 

distribution problem, and preserve the anonymity of the 
user and the security of the user’s authentication key in 
an open channel, we design a more secure user 
registration phase by introducing some modifications to 
the Islam and Biswas’s scheme. In the following, we 
explain the user registration phase in four steps. 

1) The user U first selects his identity IDU={0, 1}p, 
computes K1=sU  · QS and RGU=IDU⊕H1(K1, PKU), then 
submits the register information <RGU, PKU> to the 
server S through an open channel.  

2)  The server S computes K1= qS·PKU and 
IDU=RGU⊕H1(K1, PKU), verifies the user U’s identity 
IDU. If the value IDU already exists in the database of the 
server, S asks the user U for a new identity. Thereafter 
details of registration message will be checked by the 
remote server S and computes the user U’s public key 
QU=H2(IDU, X) and private key DU=qS ·QU, where X 
∈ *

pZ  is randomly chosen by the server S. The remote 
server S stores the registration information <IDU, X, 
status-bit> about the user U to a secure database. The 
remote server S sets the status-bit to “1” if the user is 
already logged in, otherwise sets to “0”. 

3)  The server S computes RQU=(X||QU||DU)⊕H1(K1, 
PKU) and returns it to U through an open channel. 

4)  The user U computes (X||QU||DU)=RQU⊕H1(K1, 
PKU), and obtains his public/private key pair (QU, DU). 

D.  Mutual Authentication With Session Key Agreement 
Phase 

In order to achieve the mutual authentication with key 
session agreement, the Islam and Biswas’s follows the 
three-way challenge-response handshake technique, but 
the proposed scheme follows the more efficient two-way 
challenge-response handshake technique. Assume that the 
message communication is over an open channel in this 
phase. Initially, the user U enters his identity IDU and the 
password sU into the mobile device, the device computes 
Q’=H2(IDU, X) and PK’=sUP, and then checks if Q’=QU 
and PK’=PKU. If they are incorrect, terminates the 
operation, otherwise, the mutual authentication with 
session key agreement phase is performed as follows. 
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1) The device acquires the current time stamp TU, then 
randomly selects a number x from [1, n-1], and computes 
R=(x+1)QU, S=xDU, N=S+sU·QS=S+K1, 
CIDU=(IDU||N)⊕H3(TU, R, DU), k=H4(TU, R, DU, K1) and 
sends the authentication message <CIDU, TU, R, S, 
MACk(CIDU, TU, R, S)> to the server S. 

2)  As receives the authentication message <CIDU, TU, 
R, S, MACk(CIDU, TU, R, S)> at time T1, the server S first 
verifies the time interval between TU and T1. If (T1-TU)≦
△ t, S continues to verify the authentication message. 
Otherwise, the authentication message is rejected. Here  
△ t denotes the expected valid time interval for 
transmission delay. Then, S computes DU=qS ·R-S, 
(IDU||N)=CIDU⊕H3(TU, R, DU), K1=N-S and k=H4(TU, R, 
DU, K1). Then, S checks the integrity of MACk(CIDU, TU, 
R, S) with the key k. S will quit the current session if the 
check produces a negative result. Otherwise, S chooses a 
random number y from [1, n-1], and computes 
T=(y+1)QU, K2=(y+1)R=(x+1)(y+1)QU and the session 
key MK=kdf(IDU, TU, TS, R, T, K1, K2), where TS is a 
timestamp denoting the current time. Then S sends the 
authentication message <TS, T, MACk(IDU, TS, T)> to the 
user U.  

3)  Upon receiving the authentication message <TS, T, 
MACk(IDU, TS, T)> at time T2. The user U verifies the 
validity of the time interval between TS and T2 for 
transmission delay. If TS is valid, the user authenticates 
the service server S by checking the integrity of 
MACk(IDU, TS, T) with the key k. U will quit the current 
session if the check produces a negative result. Otherwise, 
the user U computes K2=(x+1)T=(x+1)(y+1)QU and the 
session key MK=kdf(IDU, TU, TS, R, T, K1, K2). 

E.  Password Change Phase 
The password change phase does not need any 

interaction with the remote server. This phase can be 
invoked whenever the user U wants to perform this 
operation and works as following steps: 

1) The user U enters his identity IDU and the password 
sU into the mobile device. The device device computes 
Q’=H2(IDU, X) and PK’=sUP, and then checks if Q’=QU 
and PK’=PKU. If they are incorrect, it terminates the 
operation, otherwise, continues next step,. 

2)  The mobile device allows user U to submits a fresh 
password 'Us , then the device computes '

UPK = '
Us P and 

K1= '
U Ss Q . Finally, the device stores new key information 

sU’ , '
UPK and K1. 

F.  Leaked Key Revocation Phase 
Assume that an adversary illegally obtains the user U’s 

private key DU, so the user U should send a request 
message to the server S for a new private key. The user U 
computes RGU=(IDU||DU)⊕H1(K1, PKU) and submits the 
register information <RGU, PKU> to the server S through 
an open channel. After receiving the register information, 
the server S computes (IDU||DU)=RGU⊕H1(K1, PKU) and 
verifies the identity IDU. After successfully validating 
user’s credential, the remote server S randomly chooses 
another number *pX Z∈  and computes the new public 

key UQ =H1(IDU, X ) and private key UD =qS · UQ  with 
the same identity IDU. It is to be pointed out that the 
public/private key pair (QU, DU) revocation does not need 
a new identity of the user U, only the value X will be 
modified in each revocation phase. The server S 
computes URQ =( X || UQ || UD )⊕H1(K1, PKU) and 
returns it to U through an open channel. The remote 
server stores the database same identity IDU except that X 
is exchanged by X . 

VI.  SECURITY ANALYSIS 

A.  Security Analysis 
In the security model of certificateless public key 

cryptography defined by Al-Riyami and Paterson, there 
are two kinds of adversaries: 

Type I Adversary: A1 cannot obtain the master private 
key of server but can replace the public information PKU 
of any entity with a value chosen by himself. 

Type II Adversary: A2 can obtain the master private 
key of server but cannot perform public information 
replacement. 

Here, we show that the proposed scheme is a secure 
authenticated key agreement protocol under the random 
oracle model in Theorem 1.  

Theorem 1. The proposed scheme is a secure 
authenticated key agreement protocol under the random 
oracle model, Specifically, suppose the adversary Ai(i=1,2) 
against the scheme with non-negligible probability Adv(Ai) 
and in the attack kdf has been queried qh times at most 
and qn oracles have been created. Then there exists a 
challenger C solve the CDH problem with an 
advantage 2 ( ) / ( ( 1))i h n nAdv A q q q× × - . 

Proof. Given an instance of the Computational Diffie-
Hellman problem (P, aP, bP). The goal of challenger C is 
to compute abP. At the beginning of the game, the 
challenger C sends the system parameters {Ep(a, b), P, QS, 
H1, H2, H3, H4, kdf, MACk(m)} to Ai and sends the 
server’s master secret qS  to A2. 

The challenger C chooses two random integers ,τ υ  
(assuming τ < υ ) from {1,2, …, qn} and works by 
interacting with Ai as follows: 

Create-User: C maintains a list Lu of tuples (IDU, sU, 
PKU). On a new Create-User query for user U, C selects a 
random number sU ∈ *

qZ as U’s password and computes 
the corresponding public information PKU= sUP. Then, C 
adds (IDU, sU, PKU) into the list Lu and returns PKU to Ai. 

Password-Extract queries: On a Password-Extract 
query of IDU, We assume that Create-User query for IDU 
has been asked. C searches a pair (IDU, sU, PKU) 
corresponding to IDU in the list Lu, then return sU to Ai . 

Public-Information-Replace queries: For the Type I 
adversary, A1 can request to replace public information 
PKU of a user U with new public information 

'
UPK chosen 

by A1 itself. C replaces the original public information 
PKU with '

UPK if IDU has been created. Otherwise, C 
executes Create-User query to generate (IDU, sU, PKU), 
then sets PKU= '

UPK and adds (IDU, sU, '
UPK ) to the Lu. 
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Here, to replace public information, the password value 
corresponding to the new public information is not 
required. For the Type II adversary, he cannot perform 
this query. 

Private-Key-Extract queries: On a Private-Key-
Extract query for IDU, We assume that H2 query for IDU 
has been asked. C searches an element (IDU, X, w) 
corresponding to IDU in the list L2, then computes DU = 
wQS and returns DU as the answer. For the Type II 
adversary, he doesn’t need to perform this query.  

H1 queries: C maintains a list L1 of tuples (K1, PKU, 
h1).On a H1 query of (K1, PKU), C searches an element 
(K1, PKU, h1) in the list L1. If such an element is found, C 
answers h1, otherwise, C chooses a random number 
h1∈ *

pZ , then C will puts the element (K1, PKU, h1) in list 
L1 and answers h1. 

H2 queries: C maintains a list L2 of tuples (IDU, X, w). 
Upon receiving a H2(IDU, X) query, C first searches L2 for 
the tuple with (IDU, X, w). If the requested input is 
already on the list, then the corresponding QU= wP is 
returned, otherwise C chooses a random number 
w∈ *

pZ and sets QU=wP, then C will puts the tuple (IDU, X, 
w) in list L2 and answers QU..  

H3 queries: C maintains a list L3 of tuples (TU, R, DU, 
h3). Upon receiving a H3(TU, R, DU) query, C checks if 
there exists (TU, R, DU, h3) in L3. If such an element is 
found, C answers h3, otherwise he answers Ai with a 
random binary sequence h3∈ *

pZ  and puts the (TU, R, DU, 
h3) into L3. 

H4 queries: C maintains a list L4 of tuples (TU, R, DU, 
K1, h4). Upon receiving a H4(TU, R, DU, K1) query, C 
checks if there exists (TU, R, DU, K1, h4) in L4. If such an 
element is found, C answers h4, otherwise he answers Ai 
with a random binary sequence h4∈ *

pZ  and puts the (TU, 
R, DU, K1, h4) into L4. 

kdf queries: C  maintains a list Lk of tuples (IDU, TU, 
TS, R, T, K1, K2, kdf). Upon receiving a kdf(IDU, TU, TS, R, 
T, K1, K2) query, C checks if there exists (IDU, TU, TS, R, 
T, K1, K2, kdf) in Lk. If such an element is found, C 
answers kdf, otherwise he answers Ai with a random 
binary sequence kdf ∈ *

pZ  and puts the (IDU, TU, TS, R, T, 
K1, K2, kdf) into Lk. 

Send queries: On a Send query, we have three cases to 
consider as follows. 

Case 1: On a Send( ,
n
U SP ,M) query (M is an empty 

message),  C performs the step 1 of mutual authentication 
with key session agreement algorithm and responses with 
the authentication message M0 =<CIDU, TU, R, S, 
MACk(CIDU, TU, R, S)>. At the t -th Send( ,U S

tP , M) 
query, C lets R=aP and S=qS · (R-QU) (For the Type I 
adversary’s query, C can not compute S=qS · (R-QU) , he 
just consider S=qS · (R-QU) ), then C obtains the password 
sU  corresponding to IDi by running the Password-Extract 
query algorithm, computes N=S+sUQS,  
CIDU=(IDU||N)⊕H3(TU, R, DU) and k=H4(TU, R, DU, 
sUQS), finally C responses with the authentication 
message M1=<CIDU, TU, R, S, MACk(CIDU, TU, R, S)>.  

Case 2: On a Send( ,
n
S UP ,M0)  query, C performs the 

step 2 of mutual authentication with key session 
agreement algorithm and responses with the 
authentication message M2=<TS, T, MACk(IDU, TS, T)>. 
At the υ -th Send( ,S U

υΠ , M) query, if M≠M1, C stops and 
fails (Event 1); Else, C checks the freshness TU. Then, C 
obtains S=qS · (R-QU) from Case 1, computes 
(IDU||N)=CIDU⊕H3(TU, R, DU), K1=N-S, k=H4(TU, R, DU, 
K1) and checks the integrity of MACk(CIDU, TU, R, S) 
with the key k. C stops if the check result is false. 
Otherwise, C lets T=bP and K2= δ (where δ  is C 
candidate for the CDH problem), computes the session 
key ð=kdf(IDU, TU, TS, R, T, K1, δ ) and  puts the (IDU, 
TU, TS, R, T, K1, δ , ð) into Lk. Finally C responses with 
the authentication message M3=<TS, T, MACk(IDU, TS, 
T)>. 

Case 3: When receiving Send( ,
n
U SP ,M2) query, C 

performs the step 3 of mutual authentication with key 
session agreement algorithm and responses with the 
session key MK. When receiving Send( ,

n
U SP ,M3) query, C 

checks the freshness TS. Then, C checks the integrity of 
MACk(IDU, TS, T) with the key k. C stops if the check 
result is false. Otherwise, C responses with the session 
key ð=kdf(IDU, TU, TS, R, T, K1, δ ).  

Reveal queries: On a Reveal query, C responses with 
the appropriate session key, except if Ai asks the oracle 

,U S
tP  or ,S U

uP  to ask the Test query, then C stops and fails 
(Event 2). 

Test queries: On a Test query, If Ai does not select the 
guessed oracle ,U S

tP  or ,S U
uP  to ask the Test query, then C 

stops and fails (Event 3); otherwise, C chooses a random 
value β=kdf from Lk and responds with β to Ai. 

Output: Finally, Ai outputs its guess. 
Solving the CDHP: C chooses a tuple (IDU, TU, TS, R, 

T, K1, δ , ð) from Lk and returns δ  as the answer to the 
CDHP challenge.  

Now we estimate the probability that C does not fail, 
namely Event 1, 2 and 3 do not happen. As can be seen 
from the above game, if the test session is between the 
t -th and υ -th oracle, then the game goes through. The 
probability that the game has chosen the right session is 
1 / ( ( 1))n nq q× - , since a randomly chosen oracle is 1/qn 
and the other randomly chosen oracle in remaining 
oracles is 1/(qn-1). We have: Adv(C does not 
fail) >1 / ( ( 1))n nq q× -  

Let Ĥ be the event that δ =abP  has been queried to 
kdf. Because kdf is a random oracle, we have Pr[Ai 
wins|¬Ĥ] = 1/2. Then  

Pr[Ai wins] 
= Pr[Ai wins|¬Ĥ]Pr[¬Ĥ]+Pr[Ai wins|Ĥ]Pr[Ĥ]  
≤ Pr[Ai wins|¬Ĥ]Pr[¬Ĥ]+Pr[Ĥ] 
=1/2(Pr[¬Ĥ])+Pr[Ĥ]=1/2+1/2(Pr[Ĥ])   
It follows that Pr[Ĥ]≥2Adv(Ai).Combining all the 

above results, we have that C solves the CDHP with 
probability at least 2 ( ) / ( ( 1))i h n nAdv A q q q× × - . 
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B.  Other Security Properties 
Next, we will heuristically argue that enhanced ECC 

remote mutual authentication with key agreement scheme 
for mobile devices using certificateless public-key 
cryptography satisfies the following security properties. 

1) Known session-specific temporary information 
attack: Compromising the ephemeral private keys of a 
session does not enable an attacker to compute the 
session key. Specifically, obtaining the keys x and y in 
any session between user IDU and server S, allows the 
attacker to compute K2=xT=yR=xyQU. However, in order 
to compute MK=kdf(IDU, TU, TS, R, T, K1, K2), the 
attacker needs to obtain K1= sU  ·QS=qS  ·PKU , hence he 
must know at least one long-term private key sU or qS. 
Given PKU=sUP or QS=qSP, it is hard to compute sU or qS 
under the assumption of DLP. Therefore, known session-
specific temporary information attack is infeasible in our 
proposed scheme.  

2)  Channel attack: In our scheme, user and server do 
not need a secure channel to transmit the exchange 
messages in the user registration phase, password change 
phase and leaked key revocation phase. Moreover, our 
scheme eliminates the key escrow and distribution 
problem, also the anonymity of the user and the security 
of the user’s authentication key can be achieved in the 
open channel. Therefore, the proposed scheme can 
survive against the channel attack. 

3)  Replay attack: Our scheme can withstand replay 
attack and this type of attack can be detected in the first 
step of the mutual authentication with key agreement 
phase between the user and server because the 
authenticity of two authentication messages MACk(CIDU, 
TU, R, S) and MACk(IDU, TS, T) is firstly verified by 
checking the freshness of time stamps TU and TS , 
respectively. 

4)  Secure password change: In the presented scheme, 
the mobile device holder can freely choose and change 
his password without any hassle of contacting the remote 
server S. Also, the password chosen by user is easier to 
remember than the authentication key chosen by server. 
Any other person, even having stolen or get the mobile 
device cannot change or update the password without 
knowing the corresponding valid IDU and sU of the 
mobile device. 

5)  Mutual authentication: Suppose that an attacker 
wants to deceive server S into thinking he is the user IDU, 
he needs to know k=H4(TU, R, DU, K1) to compute 
MAC=MACk(CIDU, TU, R, S), but he can’t compute the 
K1=sU  ·QS=qS  ·PKU without user’s password sU or server’s 
private key qS under the assumption of CDHP, thus none 
other than server S and user IDU can compute the value 

MAC and thus server S can authenticate user IDU by 
verifying the value MAC, Similarly, user IDU can 
authenticate server S in the same way. So, our scheme 
achieve mutual authentication between user and server 
with the two-way challenge-response handshake 
technique, where the server authenticates the user first 
then the user authenticates the server. 

C.  Performance Analysis 
In this section, we compare the efficiency of our 

scheme with Islam and Biswas’s scheme in terms of 
computation cost (not including precomputation cost), 
security, communication overhead and communication 
round in Table 1. We use the following notations to 
analyze the efficiency. 

• PM, PA is the computation cost for point 
multiplication and point addition/subtraction respectively. 

• KSSTIA, CAK, SPC is the abbreviation for known 
session-specific temporary information attack, channel 
attack and secure password change respectively. 

• Y and N denote that whether satisfy this security 
property. 

As shown in the Table 1, Islam and Biswas’s scheme 
cannot survive against the known session-specific 
temporary information attack and channel attack, and 
cannot achieve secure password change. Our scheme 
eliminates these security shortcomings. Although Islam 
and Biswas’s scheme has less computation cost in the 
registration phase, their scheme needs a secure channel to 
transmit the exchange messages and does not consider the 
anonymity of the user in this phase, and they scheme 
requires one additional point multiplication computation 
than ours in terms of the total computation cost. 
Compared with their scheme, our scheme not only enjoys 
less computation cost, communication overhead and 
communication round, but also has higher security level. 
Hence, consider the communication security and mobile 
devices with limited computing capability it may be that 
our enhanced ECC remote mutual authentication with key 
agreement scheme is more applicable. 

Ⅶ.  CONCLUSIONS 

In this paper, we have analyzed the security and 
performance of Islam and Biswas’s scheme and showed 
that their scheme has some security and performance 
pitfalls. In order to solve these problems, we have 
constructed an enhanced ECC remote mutual 
authentication with key agreement scheme for mobile 
devices using certificateless public-key cryptography and 
proven that the proposed scheme is a secure authenticated 
key agreement protocol in the random oracle and can 

TABLE I.  
COMPUTATION, COMMUNICATION AND SECURITY COMPARISON 

Scheme 
Computation cost Communication Security 

Registration phase Authentication phase overhead round KSSTIA CAK SPC 

Islam’s scheme [16] 1PM 7PM+4PA 3P+2H 3 N N N 

Our scheme 2PM 6PM+3PA 2P+2H 2 Y Y Y 
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survive against the known session-specific temporary 
information attack, channel attack and replay attack, also 
satisfies mutual authentication and the mobile device 
holder can freely choose and change his password 
without any hassle of contacting the remote server in our 
scheme. By exploiting the certificateless public key 
cryptography system, our scheme successfully eliminates 
the key escrow issue which is inherent in identity-based 
cryptography. As compared with Islam and Biswas’s 
scheme, our scheme has better performance in term of the 
computation cost, security, communication overhead and 
communication round. Thus, our scheme is more suitable 
for resource-constrained wireless communication 
networks. 
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Abstract— With the increasing demands on software 
functions, the software systems are becoming larger and 
more difficult to be managed. 
The damages caused by system failures are more serious, so 
the software trustworthiness has become a focus that the 
international experts and scholars pay close attention to. In 
the paper, the intension of software trustworthiness has 
been discussed, and an evaluation method based on fuzzy 
sets is presented. Finally, a case study is made and the result 
shows that the designed evaluation method helps to solve the 
problem about trust evaluation of software resources in 
open and dynamic environment. 
 
Index Terms—software trustworthiness, trust evaluation, 
trust evidence model, trust requirement model, fuzzy sets 
 

I.  INTRODUCTION 

The information infrastructure centered on 
communication, storage and computation has 
been applied to political, economic, cultural and all 
aspects of social life. It has become a powerful motive 
force for development of modern productivity and the 
progress of human civilization. Software is the soul of the 
information infrastructure. Along with the increasing 
demands on software functions, the software systems are 
becoming larger and more difficult to be managed. It is 
also difficult to avoid the defects and loopholes, which 
makes the systems more fragile. The frequent failures 
directly or indirectly cause loss to users. That is to say, 
the software systems are not always trusted. This is 
the so-called software trustworthiness problem. 

The concept of software trustworthiness was first 
proposed by Anderson in the early 1970s, which drew 
wide attention from the field of academia and industry [1]. 
In papers [2-7], the intension of software trustworthiness 
is mainly discussed in two aspects: One is the 

objectivity, referring to the quality of service (Qos) of the 
software system with excellent characteristics of safety, 
reliability and availability. The other is the subjectivity, 
referring to subjective identification of users to the 
software. In a word, software trustworthiness means not 
only the comprehensive evaluation of those 
characteristics, but also the degree of consistence 
between behaviors of the software and expectations of 
users. However, how to evaluate the trustworthy level of 
software resources is a hot issue.  

At present, some solutions to the trustworthy 
evaluation of software resources has been put forward. 
The trust management proposed by M.Blaze has been 
defined as adopting an unified method to describe and 
explain the security strategy, security certificates 
and trust relationship used to directly authorize key safety 
operation. Based on this definition, the trust management 
includes the definition of security policy, the access to 
security certificate, and the judgment on the 
safety certification set complying with the relevant 
security policy [8]. Meanwhile, many other trust 
management systems have also been developed, such as 
PolicyMaker, KeyNote and REFEREE [9]. The trust 
management is based on the rational judgment, namely, 
the safety certification. However, it is obviously difficult 
to meet the application demand of large-scale resource 
sharing and integration in Internet. It involves lots 
of anonymous and mobile software resources when 
the resources are shared and integrated in the open 
coordination environment.  

The other solution is the trust evaluation, which argues 
that the trust is a kind of subjective and irrational 
behavior and the presentation of experiences. 
Therefore, the trustworthy level of software resources can 
be evaluated by constructing the scientific trust model 
based on the  past collaborative experiences. This 
method is more suitable for practical application of 
current Internet. The method of trust evaluation needs to 
solve the following key problems. Firstly, how to get 
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collaborative data of the software comprehensively and 
accurately in the past? Secondly, how to construct the 
scientific trust model and evaluate the objective trust 
level based on these collaborative data? Thirdly, how to 
compare  the behaviors of software resources with 
expectations of users? 

Currently, some institutes have proposed some trust 
models used to evaluate the trust level of software 
resources, typically including Beth model [11], Jøsang 
model [12], and SSTEM model [13], etc. But these 
models are mainly based on the probability 
statistics or arithmetic statistics. It means that the 
subjectivity and uncertainty of trust is regarded as 
randomness, and this is obviously inconsistent with 
the inherent characteristics of trust. According to the 
definition by Tyrone Grandison, the trust means the 
confidence of independent, safe and reliable executing 
ability in a particular context [14]. So the trust is a kind of 
subjective judgment and expectation of possibility, and 
has features of subjectivity, uncertainty and fuzziness.  
Although [15] takes the subjectivity and fuzziness of trust 
into consideration, it doesn’t reflect the expectation of the 
user and the endorsement of software quality. 

Therefore, the paper proposes a trust evaluation 
method of software resources based on fuzzy set theory. 
The theory was proposed by L.A.Zadeh in 1965, which 
had the features of describing and solving fuzzy concepts 
and objects [16]. The fuzziness of trust can be analyzed 
quantitatively by using the membership and fuzzy 
linguistic variables in fuzzy sets, which makes the trust 
model more realistic. In addition, the paper describes the 
detail of how to acquire the collaborative information in 
past and how to compare with the expectation of the user.  

II.  DESCRIPTION OF TRUST 

Software trustworthiness refers to the trust level of 
software resources and has features of fuzziness and 
uncertainty. So it can be described by using the 
membership and fuzzy linguistic variables in fuzzy sets. 
Definition 1 Let the domain be a non-empty set X , and 

x  is the element in X . For each ∈x X , mapping is 
given as follows: 

[ ] ( ) [ ]0,1 , 0,1AX x xμ→ ∈           (1) 

    Then for each ∈x X , the sequence pair 

set ( ){ }AA x xμ=  is called the fuzzy sub-set in X , or 

fuzzy set. ( )A xμ  is called the membership function of 

x  to A . For a specific x , ( )A xμ  is called the grade of 

membership of x  to A . 

If ( )A xμ  is closer to 1, it means that the extent of x 

belonging to A is higher. If ( )A xμ  is closer to 0, it 
indicates that the extent of x belonging to A is lower. 

 
Definition 2 The fuzzy linguistic variable regards the 
words or sentences of natural or artificial language as 
the variable of value domain. Although the words or 
sentences aren’t more accurate than number, the fuzzy 
linguistic variables can be used to describe these 
concepts which are fuzzy, complicated, or uncompleted in 
definition, or unable to be described in precise 
terminology. 

Let L  be the name of linguistic variables, such as age 
and deviation, LU  be the domain of L, ( )S L  be the 

value set of  linguistic variable L , LG  be the grammar 

rules used to generate the value of L, and LM  be the 
semantic rules used to generate the membership function 
of the fuzzy subsets, then the fuzzy linguistic variables is 
descripted as a five tuples 

( )( ), , , ,L L LL S L U G M  [17]. 

According to the above definition, the fuzzy linguistic 
variable trust can be described in table I: 

TABLE I. 

DEFINITION OF FUZZY LINGUISTIC VARIABLE TRUST 

Linguistic Variable T  Trust 

Domain TU  { 1,2,3 } 

Linguistic Variable 
Value Set ( )S T  {Distrust, Basic Trust, Trust} 

Grammar Rules TG  
The rules of connecting the fuzzy 

linguistic variable trust with the qualifiers 
denoting level such as not, basic etc. 

Semantic Rules TM  
Determining the membership function of 
fuzzy set represented by each linguistic 

value. 
   Among them, the domain TU  represents the different 
levels of trust by using the discrete numerical value set, 
and the numeric relationship of size in TU  reflects the 
degree of trust levels. The linguistic value set can 
be endowed with linguistic variables T intuitive and 
practical implication. 

Because the fuzzy linguistic variable trust has three 
subsets, which means it is unable to accurately 
judge ascription relationship among them, namely the 
relationship among sub sets is not the exclusive 
relationship of one or the other, the trust vector consisting 
of membership degree of each fuzzy set can be used to 
represent this object. Formal trust vector can be expressed 
as V={ v0,v1,…,vM }, where vj denotes the membership 
degrade of xi to Tj. 

Ⅲ. COLLECTION OF TRUST EVIDENCES  

Trust is an embodiment of experience, and the 
experience is based on the interaction in the 
past. The interaction is also known as trust evidence. The 
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trust evidences are the basis of the trust evaluation on 
software resources. Only when the comprehensive and 
accurate trust evidences are obtained, the objective 
evaluation result can be guaranteed. Trust evidences can 
be obtained from various sources [18]. For example, the 
evidences of software resources according with setting 
goal are collected from the standardized process of 
the production, designation and management during the 
development procedure; the evidences of credible 
features are collected from analysis, testing and 
verification tools after submitting the software; the 
evidences of evaluation and feedback are collected in the 
process of using software resources, etc. But the paper 
focuses on the evidences during using the software, 
including the quality of service (QoS) information in 
runtime and the user feedback information. The former 
can objectively reflect the real situation of software in 
runtime, but the information that can be obtained is 
limited. The latter mainly depends on the subjective 
judgment of users, but it is uncertain whether these 
feedbacks can reflect the quality of software accurately 
and objectively. Therefore, it helps to be complementary 
mutually and evaluate the software more objectively and 
accurately if the objective and subjective evidences are 
introduced simultaneously. 

In order to describe the collected evidence 
information, it is necessary to define the evidence model, 
which helps to provide uniform management mechanism 
for evidence collection. The evidence model includes two 
aspects. One is about evidence attributes contained in the 
model. Different users and applications have different 
requirements to the trust evidences, with the application 
area of software resources constantly enlarging, the trust 
attributes from users will also be expanded. So it is 
difficult to construct a model containing all requirements. 
The other is about the methods of collecting the 
evidences for each attribute. The collection methods are 
different for different evidence attributes. For example, 
the QoS information must be collected in real time, and to 
be necessarily quantized through the formulas. At present, 
the quantitative methods about reliability, availability, 
throughout, response time and reusability have been 
studied in papers [19-26]. However, the subjective 
evidence information is generally evaluated through the 
scoring method. To specify the value range of relevant 
attributes from 0 to 100, users can make evaluation 
according to the software being used. Furthermore, due to 
the influence of time, environment or user, there can be  
several quantitative methods for the same QoS attribute. 
For example, the quantitative method of availability 
includes the method based on the time repairing [24], 
calling numbers [25] and time range [26] etc. Each of 

these methods can be applied to different scenarios. So 
the most important thing is not to list quantitative 
methods of all attributes, but to provide an extended 
method which allows users to customize the quantitative 
methods according to the requirement. Therefore, an 
evidence model is described as a three tuples: < 
Attributes, Rules, Values >. 

·Attributes represents evidence attribute, and is 
described by three tuples <id, name, parentId>. Among 
them, the id and name are respectively used to identify 
the uniqueness and name of evidence attribute. The 
parentId illustrates the parent attribute of this evidence 
attribute, thus a hierarchical relationship among attributes 
is formed. 

·Rules represents the collection rule of attribute 
evidences, and is described by the four tuples <id, name, 
attrId, rule>. Among them, the id and name are 
respectively used to identify the uniqueness and name of 
collection rule. The attrId means the evidence attribute 
this rule belongs to. The rule represents the specific 
collection method of this rule. 

·Values represents the storage manner, and is 
described by the seven tuples <id, name, rulesId, 
attrId ,softwareId, time, value >. Among them, the id and 
name are respectively used to identify the uniqueness and 
name of collected evidences. The rulesId means the 
collection rule of the evidence. The attrId means the 
evidence attribute the collected data belongs to. The 
softwareId means the software that the collected evidence 
belongs to. The time means the collection time of the 
evidence. The value means the collected instance value of 
the evidence attribute. 

The model allows users to extend the evidence 
attributes and quantitative methods according to the 
requirement, and obviously has good scalability. 

III. MODEL OF TRUST REQUIREMENT 

After collecting the trust evidences, it is necessary to 
evaluate these evidences. A standard of evaluation is 
required. Because there are different requirements in trust 
evidences for different applications, it is necessary to 
allow users to define the standard of evaluation, including 
the evaluated attributes, evaluation standard of every 
attribute, namely the expectation of user for the attribute, 
and the weight of every attribute. It is also known as the 
trust requirement of users. 

In order to better describe the trust requirement and the 
divergence caused by the differences in application fields 
and tasks, a customizable trust requirement model is 
presented in the paper as follows. 
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Figure 1. The model of trust requirement 
 
As shown in figure 1, the model has an extended and 

hierarchical tree structure and can be described as the 
following ways: 

 
<Model>::=(<Requirement_Attribute>)*|(<Requiremen
t_Characteristics>)* 
<Requirement_Characteristics>::=<Characteristics_Id
><Characteristics_Name> 
(<Requirement_Attribute>)*|(<Requirement_Sub-
characteristics>)* 
<Requirement_Sub-characteristics>::=<Sub-
characteristics_Id><Sub-characteristics_Name>  
(<Requirement_Attribute>)* 
<Requirement_Attribute>::=<id><name>< 
Attribute_Id>< Weight> <Expect_Value_Low> 
<Expect_Value_Up> 

 
Each of the trust requirement models can contain zero 

or more requirement attributes and zero or more 
requirement characteristics which are uniquely identified 
by Id. The requirement attribute is atomic and indivisible, 
while the requirement characteristics can contain zero or 
more requirement attributes and zero or more requirement 
sub-characteristics. The requirement sub-characteristic 
may contain one or more requirement attributes. As the 
indivisible atomic attribute, the requirement attribute also 
contains Weight, Expect_Value_Low and 
Expect_Value_Up apart from Id. Among them, Weight 
represents the weight of the attribute in the requirement 
model, Expect_Value_Low indicates the floor of expected 
value for the attribute, and Expect_Value_Up indicates 
the ceiling of expected value. 

Because users can not only customize the requirement 
attributes according to their application requirements, but 
also can specify weights and expected value of the 
attribute, therefore, the model has 
good customizability and flexibility. 

However, the model is constructed from the 
perspective of users and reflects the expectation of users 
for the software, while the evaluation basis of software is 
from evidence model. It is necessary to establish the 
relationship between requirement model and evidence 
model. The relationship is mainly reflected in the 
attributes of requirement model which must be contained 

in the evidence model. Otherwise, it is impossible to 
collect the evidence instance data, or to evaluate the 
attribute. Therefore, Attribute_Id is added to the 
requirement model, indicating the attribute corresponding 
to which attribute of evidence model. 

V. EVALUATION OF TRUST 

In order to help users to exactly find the right software, 
it is necessary to establish a comprehensive evaluation 
system of software trustworthiness, which is used to 
classify the software with the same model. In the paper, 
the fuzzy comprehensive evaluation method is used to 
analyze the trust quantitatively. The method is a 
quantitative evaluation model on the basis of fuzzy 
mathematics. It makes a comprehensive evaluation on the 
software using the fuzzy set theory and considers 
the comprehensive influence on trust from all the factors 
associated with the software. The basic steps of the 
method are as follows: 

Step1 Determining the evaluation factor set of trust, 
E={e1,e2,…,en}. Because there are different requirements 
on software resources for different users and applications, 
the number and type of evaluation factors should be 
determined according to specific requirements. 

Step2 Determining the evaluation set of trust, 
D={d1,d2,…,dM}. The subscript of M can be set to three, 
which means to define three sub-sets as {trust}, {basic 
trust}, {distrust}. It also can be redefined according to 
actual requirement. 

Step3 Establishing the factor evaluation matrix. By 
building the fuzzy map between factor set E and 
evaluation set D, the matrix element rij can be gotten. 

Step4 Determining the weight allocation of various 
factors, W={ w1,w2,…,wn }. Different weights must be 
given under the influence of various factors at the extent 
of the object. The weight should comply with the 
objectivity, orientation and measurable principles. 

Step5 Executing the fuzzy comprehensive evaluation, 
and getting the trust vector. The formalized 
representation is as follows: 

(v0, v1,…, vM)=(w1,w2,…,wn)。(rij)n×M          (2) 
Where “。” represents the fuzzy transformation. 

Operators can be determined according to the 
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specific situation, and common operators include Zadeh, 
Einstein operator, etc. 

VI CASE STUDY 

There is a component providing air ticket subscription 
service in software resource base, and the user wants to 
reuse the component. Therefore, the user puts forward a 
trust requirement model, as shown in figure 2. The weight 
and expected value of each trust attribute is shown in 
table Ⅱ. 

 
Figure 2.  The trust requirement model of air ticket subscription component 

 
TABLE Ⅱ. 

THE WEIGHT AND EXPECTED VALUE OF TRUST ATTRIBUTES 
Attribute Name Weight Expected Value 

Floor 
Expected Value 

Ceiling 

Performance Response Time 0.2 0.9s 1s 
Throughput 0.2 36 times/min 40 times/min 

Reliability Fault Tolerance 0.05 80% 90% 
Availability 0.1 90% 98% 

Satisfaction 0.2 80 90 
Security 0.15 90 98 
Usability 0.1 80 90 

In the past reused situations of this component, the 
collected evidences of the related trust attributes are 
shown in table Ⅲ. 

In the example, the trust levels of software are 
classified as three fuzzy sets: {Trust}, {Basic Trust} and 
{Distrust}. If the collected value of evidence attribute is 
between the floor and ceiling of expected value of user, 
the value is classified to the fuzzy set of {Basic Trust}. If 

the value is worse than the floor of expected value, value 
is classified to the fuzzy set of {Distrust}. If the value is 
better than the ceiling of expected value, the value is 
classified to the fuzzy set of {Trust}. According to the 
method, the statistical number belonging to each of the 
fuzzy sets is shown in table Ⅳ. 

 
TABLE Ⅲ. 

COLLECTED VALUE OF EVIDENCE ATTRIBUTES 
Attribute Name Value 

Performance Response Time 1.03 1.08 0.83 1.05 0.86 0.89 0.95 0.92 
Throughput 33 35 38 37 41 36 45 42 

Reliability Fault Tolerance 80% 95% 93% 77% 76% 92% 89% 91% 
Availability 93% 99% 88% 90% 100% 99% 100% 95% 

Satisfaction 86 98 93 97 88 96 90 100 
Security 93 100 96 99 100 99 97 99 
Usability 77 88 86 90 83 94 93 91 

 
TABLE Ⅳ. 

STATISTICS OF EVERY FUZZY SET 
Attribute Name Trust Basic Trust Distrust 

Performance Response Time 3(C11) 2(C12) 3(C13) 
Throughput 3(C21) 3(C22) 2(C23) 

Reliability Fault Tolerance 4(C31) 2(C32) 2(C33) 
Availability 4(C41) 3(C42) 1(C43) 

Satisfaction 5(C51) 1(C52) 2(C53) 
Security 5(C61) 3(C62) 0(C63) 
Usability 3(C71) 4(C72) 1(C73) 

 
Then the trust level of the air ticket subscription 

service can be evaluated as follows by taking advantage 
of the fuzzy comprehensive evaluation method. 

Step 1 Determining the evaluation factor set of trust, 
E={e1,e2,…,e7}={ response time, throughput, fault 
tolerance, availability, satisfaction, security, usability}.
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Step 2  Determining the evaluation sets of trust ,  
D={d1,d2,d3}= { trust, basic trust, distrust }. 

Step 3 Cij(i=1,2,3,4,5,6,7; j=1,2,3) indicates the 
numbers of ei(i=1,2,3,4,5,6,7) belonging to dj(j=1,2,3). 

   rij= )7,6,5,4,3,2,1(3

1

=

∑
=

i
Ci

Ci

j
j

j
 

Thereby, establishing the factors evaluation matrix 
as follows: 

R=

0.375 0.25 0.375
0.375 0.375 0.25
0.5 0.25 0.25
0.5 0.375 0.125

0.625 0.125 0.25
0.625 0.375 0
0.375 0.5 0.125

⎡ ⎤
⎢ ⎥
⎢ ⎥
⎢ ⎥
⎢ ⎥
⎢ ⎥
⎢ ⎥
⎢ ⎥
⎢ ⎥
⎢ ⎥⎣ ⎦

 

Step 4 Determining the weight allocation of various 
factors , W={ w1,w2,…,w7 }={0.2, 0.2, 0.05,0.1,0.2, 
0.15, 0.1}. 

Step 5 Executing the normalization, and getting the 
final trust vector: 

V=W。R={v1,v2, v3 }=（0.48, 0.31, 0.21） 
The result of the calculation means that the extent of 

trust is 48%, that of basic trust is 31%, and that of 
distrust is 21%. According to the principle of 
maximum membership, the component can be trusted.  

VII. IMPLEMENTATION FRAMEWORK OF TRUST 
EVALUATION METHOD 

According to the evaluation method of trust above, 
an implementation framework is provided, just as 
shown in figure 3. The framework includes the user 
interface layer, the evaluation and the monitoring layer 
and the running platform of online software resources. 
Among them, the user interface layer provides the  

 
Figure 3. Implementation Framework of Trust Evaluation Method 

 

services of customizing trusted requirement and 
scoring for the subjective attributes of software 
resources for the users, and submits the scores to the 
software resources base management system. 
Meanwhile, the layer also receives the result of trust 
evaluation from lower layer, and selects out the 
software resources from running platform of online 
software resources on base of the results. The 
evaluation and monitoring layer includes the modules 
of trust requirement customization, trust evaluation 
implementation, online software resources monitoring 
and software resources base management. The trust 
requirement customization module provides extended 
functions of customizing trust requirement such as 
trusted attributes selection and weight assignment for 
users. The trust evaluation module obtains the related 
evidence information from software resource base 
management system according to the customized 
model of trust requirement. Then it evaluates the 

trustworthy level of software resources according to 
the specific method of trust evaluation and returns the 
evaluated results to the user by the user interface layer. 
The software resources base management system is 
responsible for managing and monitoring collected 
evidence information. The online software resource 
monitoring module is responsible for collecting the 
runtime status information of software resources in 
running platform. Then it quantizes the information 
based on the defined quantitative rules in evidence 
model and provides the quantitative evidence 
information to the software resources base 
management system for storage and management. 

CONCLUSION 

Now the software resource bases provide the reused 
software resources for the software developer with the 
openly, publicly accessed and highly dynamic form. 
However, due to the lack of an effective software 

(3) 
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evaluation mechanism, the users may download the 
incompetent software resources from the bases and 
therefore damage their interests.  

Thus, the paper proposes a method supporting the 
trust evaluation of software resources and makes a 
detailed analysis of the method, such as the 
customization of trust requirement model, the 
collection of the trust evidence instances and the trust 
evaluation method based on the fuzzy sets etc. In 
addition, the paper also demonstrates how to use the 
method through the case and provides an 
implementation framework of the method. The method 
helps to solve the problem about trust evaluation of 
software resources in open and dynamic environment. 
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Abstract—For a Chinese speech synthesis system, 
hierarchical prosody structure generation is a key 
component. The prosodic word, which is the basic prosodic 
unit, plays an important role in the naturalness and 
intelligibility of Chinese Text-To-Speech system. However, 
obtaining human annotations of prosodic words to train a 
supervised system can be a laborious and costly effort. To 
overcome this, we explore active learning techniques with 
the goal to reduce the amount of human-annotated data 
needed to attain a given level of performance. In this paper 
Active Maximum Entropy Markov Model(AMEMM) is 
used to predict Chinese prosodic word boundaries in 
unrestricted Chinese text. Experiments show that for most 
of the cases considered, active selection strategies for 
labeling prosodic word boundaries are as good as or exceed 
the performance of random data selection. 
 
Index Terms—Prosodic Word, Text-to-Speech System (TTS), 
Active Learning, Maximum Entropy Markov Model 
 

6B6B6B6B6BI.  INTRODUCTION 

In Mandarin speech, the prosodic word is the basic 
rhythmic unit rather than lexical word. In real speech, 
prosodic words should be uttered continuously and 
closely without breaks, which play an important role in 
the naturalness and intelligibility of Chinese Text-to-
Speech (TTS) system. Prediction of prosodic word from 
the text has become a key component in the prosodic 
analysis module of the TTS system. The Experiments 
show that using the prosodic word as the basic prosodic 
units improves naturalness over using lexical words[1]. 
Because the prosodic words greatly influence the rhythm 
of synthetic utterances, proper prediction of the prosodic 
word boundaries will directly affect the naturalness and 
correctness of TTS directly. 

At present, from existing research in the field there 
have been some effective methods put forward. The 
existing methods for prosodic words prediction fall into 
two categories. 

Earlier work usually adopted rule-based methods, 
beginning from Gee and Grosjean's work on performance 
structures [2]. Jianfen Cao [3,4] and Hongjun Wang [5] 
have also carried out the similar investigation for Chinese. 
The common idea of all these methods is to find some 
rules that could recreate the prosodic structure of a 
sentence from syntax, by way of a large number of 
experiments and empirical observation. The method is 
easily explicable and understandable, but it has its 
limitations. It poses strict demand for the system 
developer to summarize these rules. Moreover, it is hard 
to update and improve in practical applications, and the 
set of rules is domain specific, which hinders its general 
applicability [6]. 

With the rapid development of statistical machine 
learning, machine learning approaches have been more 
and more widely investigated for prosodic boundary 
prediction. Many different statistical methods have been 
tried, including Classification and Regression Tree 
(CART) used by Wang and Hirschberg [7], and Hidden 
Markov Model proposed by Paul and Alan [8]. Zhao has 
described methods for automatically predicting prosodic 
phrase by combining decision tree and TBL [9]. In Li’s 
experiment, he attempted to predict prosody phrase break 
based on Maximum Entropy(ME) Model [10]. In [11], a 
statistical model based on word length, part of speech 
(POS) and current word was introduced for prosodic 
word tagging. In this model, each prosodic word 
boundary will not affect the next boundary. In [12], a 
SVM based method was proposed. An HMM based 
statistical method for prosodic word prediction was used 
in [13]. In [14], Zhao has described methods for 
automatically predicting prosodic word by combining 
MEMM [15] and TBL [16]. 

However, automatically predicting prosodic word 
boundaries with high precision and recall ratio requires a 
large amount of hand-annotated data, which is expensive 
to obtain. Meanwhile unlabeled data may be relatively 
easy to collect, but there have been few ways to use them. 
Active learning overcomes this problem by using large 

3222 JOURNAL OF SOFTWARE, VOL. 8, NO. 12, DECEMBER 2013

© 2013 ACADEMY PUBLISHER
doi:10.4304/jsw.8.12.3222-3228



 
Figure 1.  HMM(a) and MEMM(b)[15] 

amounts of unlabeled data together with the labeled data, 
to build better classifiers. 

In this paper, we propose an alternative active learning 
strategy based on MEMM [15] for the prosodic word 
boundary prediction task. Without large-scale labeled 
data, the proposed method greatly reduces the training 
time and gets similar or better results when compared to 
the conventional supervised learning model. 

Active learning has been studied in the context of 
many natural language processing (NLP) applications 
such as information extraction [17,18], text classification 
[19,20], word segmentation [21-23], named entity 
recognition(NER) [24]  and chunking [25]. Active 
learning has also been applied to support-vector machines 
[26,27].  In the language processing framework, 
uncertainty-based methods have been used for automatic 
speech recognition [28]. To the best of our knowledge, 
active learning has not been used for prosodic word 
prediction. 

The paper unfolds as follows: Section 2 describes 
MEMM; the principles and mathematical representation 
of MEMM are introduced. Section 3 presents the MEMM 
based method to predict the prosodic word boundary in 
detail. Section 4 gives the description of the active 
learning model. Section 5 gives the evaluations on each 
method. And the experiment results and discussion are 
made in Section 6. Section 7 presents the conclusion and 
the view of future work. 

7B7B7B7B7BII.  MAXIMUM ENTROPY MARKOV MODEL 

The Hidden Markov model (HMM) is a powerful tool 
for predicting sequential data, and has achieved great 
success in the last decade.  

However, HMM assumes that features are  
independent. As a generative model, HMM defines a 
joint distribution over label and observation sequences 
means that all possible observation sequences must be 
enumerated; as a result, richer features are not easily 
added. The second problem is that it sets the HMM 
parameters to maximize the likelihood of the observation 
sequence; however, it is inappropriately uses a generative 
joint model to solve a conditional problem in which the 
observations are given. 

Compared with HMM, maximum entropy Markov 
model(MEMM) and other discriminative finite-state 
models can easily use more features. As an alternative to 
HMM, we offer MEMM to address two HMM problems. 
First, MEMM maximizes the conditional probability of 
the sequential data rather than the joint probability, as 
HMM does. As sequence labeling task is usually taken as 
a problem of conditional probability, MEMM is the more 
appropriate tool to use. Second, MEMM can exploit 
overlapping features by estimating the probability under 
the maximum entropy framework.  

MEMM is a conditional probability model in which 
the HMM transition and observation functions are 
replaced by a single function 1( | , )i iP s s o−  that provides 

the probability of the current state is  given the previous 

state 1is −  and the current observation o . In contrast to 
HMM, in which the current observation only depends on 
the current state, in this model the current observation 
may also depend on the previous state, as shown in 
Figure 1[15]. 

 
MEMM estimates the probability for 1( | , )i ip s s o−  

under the ME principle in order to utilize the overlapping 
features. The ME principle assumes that the trained 
model is consistent with certain constraints derived from 
the training data, and it makes the fewest assumptions 
about the data. To predicate the current state s, the 
context information of s is extracted from the training 
data and represented as the feature function [29]: 

* *1
( , )

0
if h h and s s

f h s
otherwise

            =  =
=  

         
             (1) 

where h  is the context information of s , and *h  (or 
*s ) is the concrete instance of h  (or s ).The following 

constraints are imposed so that the expectation for each 
feature in the learned model is consistent with its 
empirical value in the training corpus. More formally, the 
constraints can be expressed as [29]: 

( ) ( )p pE f E f=                                                       (2) 

where   ( )pE f  is the empirical expectation defined as 




,
( ) ( , ) ( , )p

h s
E f p h s f h s= ∑                                    (3) 

( )pE f  is the expectation model defined as 

,
( ) ( , ) ( , )p

h s
E f p h s f h s= ∑                                    (4) 

( , )p h s is further decomposed according to the 
multiplication rule: 

( , ) ( ) ( | )p h s p h s h= ×                                            (5) 
For efficiency, the following modification is usually 

made: 
( , ) ( ) ( | )p h s p h p s h≈ ×                                        (6) 

The expectation model is then reformulated as 


,
( ) ( ) ( | ) ( , )p

h s
E f p h p s h f h s= ∑                          (7) 
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西方 很 程度 忽视 非洲 债务国家 在 上 了 的大

PW PW PW PW PW PW PW

PP PP PP

U

 
Figure 2.  Prosodic structure tree (U for intonation phrase, PP for 

prosodic phrase, PW for prosodic word) 

Under these constraints, the ME principle guarantees a 
learned model that is as uniform as possible. It can be 
obtained by maximizing the conditional entropy of the 
training data [29]: 


,

( ) ( ) ( | ) log ( | )
h s

H p p h p s h p s h= −∑                (8) 

So it defines each state-observation transition function 
to be a log-linear model: 

'
1( | ) exp( ( , ))

( , ')s i i
i

P s o f o s
Z h s

λ= ∑                (9) 

In Formula(9), ( , ')Z h s is a normalization factor. iλ is 
the multiplier parameter with respect to each feature 
function which can be estimated by Generalized Iterative 
Scaling (GIS), Improved Iterative Scaling (IIS) [30] or L-
BFGS[31] algorithms. 

Finally the Viterbi dynamic programming algorithm is 
used to search for the best sequence of states. 

8B8B8B8B8BIII.  MEMM BASED METHOD FOR PREDICTION OF PROSODIC 
WORD BOUNDARIES 

0B0B0B0B0BA.  Prosodic Words 
Experiments show that Chinese utterance is structured 

in a prosodic hierarchy. As proposed by Cao [32], 
prosodic word(PW), prosodic phrase(PP) and intonation 
phrase(IP) are the three prosodic units, which are in a 
hierarchical relation, utilized in the prosodic scheme for 
our Mandarin speech synthesis system. An utterance can 
contain several IPs, an IP can contain several PPs, and a 
PP can contain several PWs respectively. It is shown that 
the prosodic word is more likely to be two syllables long 
and very few prosodic words will have more than 3 
syllables. Figure 2 shows the prosodic structure of a 
Chinese sentence. 

In the prosodic hierarchy tree, the lexicon word is the 
smallest unit. The task of building prosodic structure 
could be reduced to deciding the type for each syntactic 
word boundary, which is actually a classification problem. 

For automatic prediction of prosodic word boundaries, 
the sentences in training corpus are labeled with follows: 

XiFang/s/S GuoJia/n/S Zai/p/B Hen/d/I Da/a/E 
ChengDu/n/B Shang/m/E HuShi/v/B Le/u/E 
FeiZhou/ns/B De/u/E ZhaiWu/n/S。/w 

(Western Countries have ignored African’s debt to a 
large degree) 

Here ‘B’(Beginning) represents the beginning of a 
prosodic word, ‘E’(End) is the end of a prosodic word, 
‘I’(Inside) represents the middle of a prosodic word. 
‘S’(Single) means that the prosodic word includes one 
lexicon word or the prosodic word is only a part of a 
lexicon word. 

Therefore, the prosodic word prediction converts to a 
sequence data labeling problem. Due to the achievement 
of the MEMM, MEMM  is adopted to model this labeling 
process. 

1B1B1B1B1BB.  Feature Selection in Prosodic Word Prediction 
Like Li [9], a semi-automatic approach is used for 

feature selection in the paper. Features are obtained by 
two steps, the first of which is to establish feature 
templates, and the second is to extract features from 
training corpus according to the feature templates. 

Feature templates are established manually from 
context information. For our specific application, most 
commonly used features include the part-of-speech(POS), 
the length in syllables and the word itself of the words 
surrounding the boundary. The neighbor words are 

restricted to two words before the boundary and one word 
after the boundary. 

The features used in the model are shown in Table 1. 
Because prosodic word prediction is a complicated 

labeling problem, atomic features of words and POS tags 
are not sufficient to describe actual language 
phenomenon. Based on the atomic features, combined 
features are created to describe the context relationship. 
Some examples of combined templates are shown in 
Table 2. 

TABLE I.   
ATOMIC FEATURES USED IN MEMM 

Feature tag Feature explanation 

W-1 previous lexicon word 

W0 current lexicon word 

W+1 next lexicon word 

P-1 Part-of-speech of the previous lexicon word 

P0 Part-of-speech of the current lexicon word 

P+1 Part-of-speech of the next lexicon word 

WL-1 The length of the previous lexicon word, in Chinese 
characters 

WL0 The length of the current lexicon word, in Chinese 
characters 

WL+1 The length of the next lexicon word, in Chinese 
characters 

 

TABLE II.   
 EXAMPLES OF COMBINED FEATURES USED IN MAXIMUM 

ENTROPY MARKOV MODEL 

Combined 
features 

P-1P0P+1,W-1W0W+1, W-1W0,W0W+1,W-1W+1,W-
1P+1,P-1P+1,P-1W+1, P0P+1,W0P+1,W0P0,P-

1W0,P0W+1 
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9B9B9B9B9BIV.  ACTIVE LEARNING ALGORITHM 

Using the supervised learning methods, large number 
of labeled data is required for training these models. 
Labeling-required training data is a time-consuming job. 
Reduction of the dependence on large amount labeled 
training data relies on great growth of learning ability. 
Active learning is a solution for the problem with scarce 
labeled data and rich unlabeled data in supervised 
learning. 

In the active learning framework, the statistical 
learning model iteratively selects the instances on which 
it is going to be trained on. In the widely used pool-based 
approach, we start with a small labeled training set L and 
a large pool of unlabelled dataU . In each round, a model 
is trained on L and it is used to select a batch n of 
instances fromU which are considered to be informative. 
Then these selected samples are annotated by domain 
expert, added to L and the loop is repeated. The iteration 
becomes halt when the stopping criterion is met. The 
active data selection is expected to improve the system 
accuracy compared with the random data selection. 

Generally an active learning approach consists of two 
independent parts: ( ,f q ), where f denotes the learning 
machine, namely some model as mentioned before, and 
q denotes the query function ,i.e. selection function 
which implements the selection to select the most 
informative samples from U . So the most important part 
in active learning method is the query function q which 
mainly decides an algorithm performance of active 
learning. 

2B2B2B2B2BA.  Selection Algorithm 
Unlabeled samples which a classifier labels with low 

confidence are considered to not have been learned well 
enough and considered good candidates for labeling in 
order to refine the classifier’s expertise. We utilize the 
probabilistic confidence of the MEMM to assign the 
degree of uncertainty to an example. In the case of a 
probabilistic classifier, such as the MEMM employed in 
this work, confidence can be directly assessed via the 
posterior probability assigned to an observation by the 
following Equation. 

* *
1arg max(1 ( | , )x P y x λ= −                            (10) 

Let x be some observed input data sequence, such as a 
sequence of words in training data, where *

1y  is the most-
likely label sequence obtained by the Viterbi decoder. 

The entropy criterion can be approximated instead over 
the set N of N -best sequences, leading to the following 
expression: 

* arg max ( )
arg max ( | ; ) log ( | ; )

arg max ( | ; ) log ( | ; )
y

y N

x x
P y x P y x

P y x P y x

ϕ
λ λ

λ λ
∈

=
     = −

     ≈ −

∑
∑

 (11) 

But the function mentioned above has its limitation 
[33]. In our study, we prefer not only the most 
informative example in terms of uncertainty measure, but 
also the most representative example in terms of density 
measure. The density measure can be evaluated based on 
how many examples there are similar or near to it. 

To address these issues, we propose a modified 
information density query strategy based on MEMM, 
which is formulated as (12). 

1

1( *) cos( , ) ( ( | ; ) log ( | ; ))U u
u

DS x x x P y x P y x
U

λ λ
=

= × − ×∑ ∑ (12) 

An example with larger value *( )DS x means the 
node has the larger uncertainty and is more useful 
information for the system. The density uncertainty 
measure is used to rank the unlabeled instances and select 
a certain number of unlabeled instances to update the 
training instance set for the next iteration. 

10B10B10B10B10BV.  EXPERIMENT 

3B3B3B3B3BA.  The Experiment Corpus 
In our experiments, a speech corpus for training and 

testing are used. 11000 sentences are randomly selected 
from the People’s Daily corpus read by a 
radiobroadcaster. The sentences with three-level prosodic 
boundaries are labeled manually by listening to the record 
speech. 

To check consistency of annotation across different 
people, an exploratory experiment was carried out. Three 
annotators were first trained on the same 100 sentences. 
At this stage, they were required to discuss criteria for 
annotation so that they could achieve agreement on most 
of the annotations in the 100 sentences. Then they were 
asked to annotate a small subset of the corpus. All three 
annotators achieved agreement on 85%. That is to say 
pretty good consistency existed among the three 
annotators. 

The sentences of the corpus are also processed with a 
text analyzer, where Chinese word segmentation and 
part-of-speech tagging are accomplished in one step using 
a statistical language model. The segmentation and 
tagging yields a gross accuracy rate over 96.5%. 

4B4B4B4B4BB.  The Evaluation Criteria 
The precision, recall ratio and F1-score are adopted as 

the evaluation criteria. The precision and recall are 
defined as: Pre= 1 2/C C , Rec= 1 3/C C . 1C  is the number 
of prosodic phrase boundaries correctly recognized, 2C  is 
the total number of prosodic phrase boundaries 
recognized, and 3C represents the total number of real 
prosodic phrase boundaries in the test corpus. 

The F1-score is calculated 
as: 2 Pr Re /(Pr Re )F e c e c= × × + . 

11B11B11B11B11BVI.  RESULTS AND DISCUSSION 

Two factors may influence the performance of active 
learning. One is the size of the initial labeled instance set, 
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and the other one is the number of classified unlabeled 
data selected for the next iteration. 

A set of experiments are developed for active learning 
with different sizes of initial labeled instance sets. The 
testing size is the same. The stopping point is 100. During 
each iteration, the top 100 most informative samples were 
picked up, labeled by annotators and added into the 
training set. The experimental results of F1-score are 
shown in Table 3. The second column shows the 
performance of the MEMM using just the initial data. 
And the performance after active learning is shown in the 
third column in Table 3. 

Then, we design the experiments of active learning 
with different numbers of selected unlabeled data for the 
next iteration. In the experiment, the size of initial 
training set L  is 100.The experimental results of F1-
score are shown in Table 4. 

In order to show the effective of active learning, the 
results on the active learning method for MEMM are 
compared with the results when the instance is chosen 
randomly from the training corpus in Table 5. The results 
are also obtained based on MEMM when the instance is 
chosen randomly from the training corpus. It is easy to 
see that the active learning approach outperforms the 
random sampling, in spite of the result of active learning 
is lower than the result of the general MEMM with total 
10,000 sentences. 

Due to difference in the corpus and evaluation metric, 
these results may not be comparable in all respects. Yet 
from the statistics above, we could safely say that 
MEMM model combined with active learning method is 
more efficient to resolve prosodic word prediction 
problem. 

 

A. Results 

 
 
 
 
 
 
 
 
 
 

 

12BVII.  CONCLUSION 

In this paper, we introduce an active learning method 
to solve the task of prosodic word prediction. To the best 
of our knowledge, the presented work is the first to apply 
AMEMM to Chinese prosodic word prediction. 
Experiments show that the method can achieve 
comparable performance to the supervised learning 
models for prosodic word prediction. 

Our future work is to incorporate more contextual 
information into the models. How to integrate that 
information into MEMM and further improve the 
performance of prediction in terms of the precision, recall 
and F1-score is one of the directions in the future. 
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Abstract— Teaching and learning have recently been 
influenced by the fast growing of sophisticated mobile phone 
technologies. On the other hand, in ensuring the developed 
devices are usable to the users, it is insufficient to merely 
rely on advanced educational device itself. This paper hence 
presents a proposed mobile learning management system 
(MLMS) namely MobileSchool for secondary schools in 
Malaysia. For the purpose of MobileSchool development, an 
initial study had been conducted to achieve three main 
objectives: to determine the target users’ familiarity level on 
Learning Management System (LMS) usages, to identify 
target users’ readiness level of utilizing to-be developed 
MLMS in their daily teaching and learning activities; and to 
get users’ proposed functions that need to be included in the 
system. This study employed two approaches for the data 
collection which included questionnaire and interview. The 
questionnaire instrument involved 575 students from 
secondary schools in Perak. The data were then triangulated 
through interviews that involved 10 teachers and 10 parents 
using similar questions developed in the questionnaire. Both 
data were compared with the results that have been 
produced by three similar studies. The results show that 
students were quite familiar with LMS and they gave 
positive feedbacks on utilization of the system that will be 
developed. Besides, the results were also in line with 
produced results of three similar studies. Finally, 
MobileSchool has been developed based on the functions 
proposed by respondents.  
 
Index Terms—mobile phone technology, mobile learning 
system, familiarity level, readiness level 

I.  INTRODUCTION 

 Mobile Learning Management System (MLMS) is the 
use of mobile device technologies to manage teaching 
and learning of the institutions [1]. This system is 
achievable because of rapid improvements being 
undertaken to the mobile devices by developers. Here, 
mobile devices refer to cellular phones, smartphones and 
tablet PCs [2]. Usually, MLMS consists of several basic 

functions such as course enrolment, upload/download 
learning materials, online assessment, online discussions 
and student’s record management [3].  

The integration of sophisticated technology with a 
system itself is insufficient to ensure the system is usable 
to the target users. It has to be incorporated with user 
requirements and needs [4]. According to Gunda [5], lack 
of emphasis in gathering requirements to develop an 
information system (IS) leads to waste, loss and users are 
unable to operate the system well. Consequently, 
developer and researcher have to consider user 
requirements, perspectives and needs in producing a 
useful system or application [6].  

The main objective of this study is to develop an 
MLMS namely MobileSchool that incorporates users’ 
requirements and needs. Due to the abovementioned 
problem of producing a system, an initial study has been 
performed to identify user’s familiarity with Learning 
Management System (LMS) practices in their schools, to 
determine their readiness in using the MLMS that will be 
developed and to identify the functions that need to be 
included based on their requirements. User existing 
technological knowledge, user readiness in changing to 
the new system and user requirements are important 
components in ensuring the developed system is usable to 
the users and can be an effective tool [7] for secondary 
education. MobileSchool is aimed at providing students 
and teachers teaching and learning medium which can be 
performed via mobile devices. Moreover, it also will 
provide a communication medium with school 
community including school administrators, teachers, 
students and parents to communicate effectively in 
improving students’ academic achievements.   
 The conducted initial study focuses only on students, 
teachers and parents of secondary schools in Perak.   

This paper is organized into five sections; section I for 
introduction of the study; related literature studies will be 
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presented in section II, section 3 will explain on the 
method of conducting the initial study and, software and 
tools used to develop MobileSchool; results and analyses 
of initial study and the proposed initial MobileSchool 
system will be discussed and presented in section IV; and 
finally the completion of study objective will be 
summarized in section V. 

II.  LITERATURE REVIEW 

 Learning Management System (LMS) is a web-based 
application used to plan, implement, and evaluate a 
specific learning process of an institution [8].  Generally, 
an LMS provides instructors with guidelines to construct 
and deliver the course content, monitor student’s 
involvement, and evaluate performance of the students 
[9]. The instructor and student can also utilize its 
interactive features such as video conferencing and 
discussion forums provided by LMS [10]. In the simplest 
idea, LMS provides educational organizations with a 
useful technology to manage the activities of teaching 
and learning as well as organizes student’s records [8].  
 Brown & Johnson [11] have identified three 
advantages which are relevant to the LMS utilization in 
the educational institution. One of the advantages is LMS 
provides a centralized learning environment in ensuring 
the consistency of course content and messages given to 
the users. The LMS can be accessed by multiple users at 
any given point in time. The LMS ensures the delivery 
and evaluation consistency since all users see the same 
material in the same manner. Secondly, LMS allows 
instructors to review student’s record and performance to 
enhance student’s academic achievement. Finally, LMS 
provide instructors and students with interactive 
discussion space to encourage students to participate 
actively in learning the courses offered. Generally, 
discussion space is one of the important requirements to 
fulfill the collaborative type of learning theory [12]. 

Mobile learning (m-learning) is a current technology 
that can be implemented in LMS to enhance the existing 
LMS as it provides more dynamic mobility to the system 
[13].  Nowadays, mobile internet-enabled devices are 
very popular in student society. Almost each sold phone 
enables usage of internet services via networks like 
GRPS, UMTS, WiFi, WAP or HSDPA. Mobile devices 
such as iPhone and Android-based systems increase the 
popularity of smartphones for private users [14]. 

In this section, literature studies also have been 
conducted to two important elements; importance of 
requirement study in developing a system and mobile 
learning systems (MLS) that have been developed by 
previous researchers in their studies. 

A. Importance of Requirement Study for System 
Development 

Requirement gathering is very important in the 
development of a system so that the system is utilizable 
by the target users [15]. Usually, the requirements of the 
system are obtained from the target users based on 
specific situation and needs of a business process [16].  
There are various requirement gathering techniques that 

can be used in obtaining requirements of the system; 
questionnaire; interview; observation; video recording; 
joint application development; prototyping; and many 
more [17].  As mentioned by [5], misunderstanding 
during requirement gathering affects the quality of system 
and increases the system cost production.  

Since the last five decades, the computer-based 
systems development faced so many problems that 
caused delayed projects and over budget [18, 19]. The 
systems that have been developed did not meet the 
requirements and fulfill the intended objectives and 
purposes of the systems. The main factor of this issue is 
the difficulties that have been faced in gathering the user 
requirements and lack of analysis skills in analyzing user 
requirements during the formulation of system 
requirements [18, 20]. 

Wrong requirement determination leads to improper 
objectives in system development phase. The developed 
system with wrong or inaccurate specification will never 
fulfill users’ expectations. In addition to that, the changes 
and modification to the requirements in the middle of 
project development results to the delay and cost 
increment [5, 20].  

Therefore, it is very clear that user requirements are 
very important in producing a useful, efficient and 
effective system or software to the target users.     

B. Existing Mobile Learning Systems (MLS) 
Seong [21] developed an MLMS named Mobile 

Learning Course Manager (MLCM).   MLCM   consists   
of   three   main   options   which   are   “Announcement”, 
“Assessment” and “Timetable”. For the “Announcement” 
option, an instructor can post any announcement to the 
students by submitting it to the server and the students 
will get the updated announcement messages in each of 
their respective MLCM system. Besides that, the 
instructor can also upload quiz questions by choosing the 
“Assessment” option. After a quiz has been uploaded, the 
students will be notified via a message in the MLCM 
system. Students need to complete the quiz in 15 minutes. 
By having this option, it eases  the  instructor  in  
assessing  students  at  any  time  and  any  place.  Lastly, 
the “Timetable” option is provided to alert students 15 
minutes before the class begins. It will help students in 
reminding them of the upcoming class period. 

The other  example  of  MLMS  is  Wireless  
Classroom  (WC)  which  has  been developed by 
Devinder and Zaitun [22]. The system can be accessed 
using Pocket PC, notebook and mobile phones. This 
system implements the collaboration characteristic of 
mobile devices whereby it provides a medium to the 
students in communicating and discussing about the 
courses taught through the classroom chat section which 
is provided in the system. Students can also ask questions 
by typing the questions using the system and asking 
either to repeat, slow down the speed of presentation, or 
inform the lecturer if the students do not understand any 
of the topics presented. Other than that, the system also 
provides a function that can be used for group exercise. 
Finally, the system is also equipped with online 
assessment whereby students can perform quiz. 
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III. METHODOLOGY 
Figure 1 presents the flow of this study. For this study, 

mixed methods; quantitative and qualitative have been 
chosen. The main method for this study is questionnaire; 
meanwhile the interview method has been used to support 
the results of questionnaire. A total number of 575 
students from seven secondary schools in Perak have 
participated in the study [23].  

 

 
Figure 1. Research Flow 

 
 The objectives of the questionnaire are to get the 
information on familiarity of currently used LMS 
technology in the schools and to get opinions and 
perceptions of to-be developed MLMS, MobileSchool. 
The information is very important to determine the 
familiarity of learning technologies and readiness level of 
using the new system. As mentioned in [24], LMS has 
been categorized in eight main modules; student 
management and reporting, learning event, resource 
management and reporting, online course delivery 
infrastructure, course authoring tools, skills assessment, 
professional development management, knowledge bases 
and learner centric. Basically, it is not possible to conduct 
the study on fully LMS utilization in secondary schools 
since there are no secondary schools that are utilizing it 
based on an online search that was conducted with 247 
secondary schools in Perak. Therefore, the conducted 
questionnaire focuses on the utilization of e-learning 
system as one of the LMS categories. Finally, the 
questionnaire asks on the readiness of utilizing the new 

MLMS and their perceptions toward the integration of 
mobile phone technologies with LMS.  

Students need to rate the statements based on the 
Likert scale of 1 to 5 (1=strongly disagree, 2=disagree, 
3=neutral, 4=agree, 5=strongly agree). For LMS section, 
it consists of six statements. The statements include 
benefits of Internet technologies to the studies, familiarity 
with e-learning, frequent use of e-learning in the studies, 
the availability of Internet in schools, the encouragement 
of using Internet by teachers, school management and 
parents and learning activities that the students used using 
the e-learning. Meanwhile, for MLMS section, it includes 
the familiarity with mobile phones applications, the 
perceptions of the MLMS utilization in secondary schools 
and the proposed important functions that need to be 
included in the system.  

The interviews were conducted with 10 teachers and 
10 parents who have been selected in random. Similar 
questions have been asked and qualitative data has been 
collected to support the quantitative results. The summary 
of the qualitative results will be presented in Section IV. 

 The qualitative results were used to support the 
quantitative results on the familiarity of currently used 
LMS technology and, readiness and perceptions of using 
to-be developed MLMS. Then, both results were 
compared with the existing studies conducted by previous 
researchers in the similar field.   

Finally, a MobileSchool system is developed based on 
the functions that have been proposed by the respondents 
of the questionnaire and interview studies.  

IV. RESULTS & DISCUSSIONS 

A. Initial Study 
 The questionnaire is divided into two sections: current 
utilized LMS and to-be developed MLMS. Table I 
presents the mean score of each statement from LMS 
section. 
 Based on the mean score of statements in LMS section, 
most of the respondents strongly believe that Internet 
technology gives them many benefits in conducting their 
learning activities (4.2052). However, for the other 
statements, it can be seen that the mean scores were only 
a little bit higher than the mean score of Likert scale 
which is 3.00 (fair). 

 
TABLE I.   

   MEAN SCORE OF EACH STATEMENT IN LMS SECTION [23] 
No Statement Mean score Standard 

Deviation 
1 Internet technologies give many benefits to me in conducting my learning 

activities. 
4.205 0.8571 

2 I am very familiar with electronic learning (e-learning) system. 3.233 0.9706 
3 I frequently use the Internet technologies in accessing the learning materials. 3.628 1.0295 
4 Many assignments that have been given by my teachers require me to use 

Internet. 
3.510 1.2309 

5 The Internet is always available for me at anytime as I want to use it. 3.609 1.2543 
6 School management, teachers, parent-teacher association and parents really 

support the use of Internet in my study in this school. 
3.407 1.1221 
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Therefore, it can be said that the students are quite 
familiar with e-learning, there were sometimes use the 
Internet technology to access learning materials as some 
assignments that have given by their teachers required 
them to use the Internet, the Internet is sometimes 
available for them when they want to use it and school 

management, teachers, parent-teacher association and 
parents support the use of Internet in the school.  
 In this section also, the learning activities that is 
frequently conducted using e-learning have been 
identified. Figure 2 illustrates the percentage of 
frequently used e-learning functions by the respondents. 

 
 

Learning Activities Conducted by Students using Internet 
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Figure 2. Learning Activities Conducted by Students using Internet [23] 

 
 Based on Figure 2, the top four learning activities were 
conducted by respondents are education general 
knowledge (70.3%), accessing learning materials (63%), 
educational news (36.3%) and online quizzes (35.3%).   

 For MLMS section, the data on familiarity of mobile 

phones application among secondary school students, 
perceptions on to-be developed MLMS and readiness of 
using MLMS are gathered. Table II presents the mean 
score of each statement in MLMS section. 

 
 

TABLE II.   
MEAN SCORE OF STATEMENTS IN MLMS SECTION [23] 

No Statement Mean Score Standard Deviation 
1 I am very familiar with mobile phones applications. 3.930 1.0765 
2 MLMS will give me more benefits as compared to the current use of e-

learning. 
3.555 0.9948 

3 MLMS will give me more positive outcomes rather than negative 
outcomes. 

3.621 0.8669 

4 MLMS will give the opportunity to my parents to get involve in my 
studies (observe the academic performance and communicate with 
teachers and school management). 

3.650 1.0499 

5 I am willing to use the MLMS in conducting my learning activities. 3.804 1.0466 

Based on Table II, the mean score of each statement in 
MLMS section is between average of Likert scale, 3.00 
(fair) and 4.00 (agree with the statements). Therefore, for 
the familiarity of mobile phones applications, it can be 
concluded that the respondents were familiar with the 
technologies since the mean score is almost 4.00. Other 
than that, it can be concluded that they believed the 
MLMS can give them some benefits as compared to the 
current use of e-learning, the system can give them 
positive outcomes against negative outcomes, MLMS can 
give the opportunity to their parents to get involved in 
their children’s studies and they are willing to use the 
MLMS in conducting their learning activities. 

Similar to LMS section, this section requires 
respondents to identify the proposed functions that need 
to be included in the to-be developed MLMS, 
MobileSchool. Figure 3 demonstrates the percentage of 
proposed functions. Based on Figure 3, the top five 
proposed functions that need to be included in 
MobileSchool are learning materials (75.8%), academic 
report (64.3%), academic achievement analysis (62.8%), 
school announcement (54.8%) and student’s registration 
(54.1%). 
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Figure 3. Proposed Functions for MLMS [23]

   As mentioned in section III, this study also 
involves interview. The interview sessions have been 
conducted randomly with 10 teachers and 10 parents. 
Similar result as quantitative questionnaire data has been 
obtained and all teachers and parents have similar point 
of views regarding the asked questions. The opinions can 
be summarized as follows [23]: 
1.  Currently utilized Information Technology (IT) such 

as computer-based learning and e-learning in 
education gave positive impacts to the students’ 
academic achievements. Therefore, they believe that 
to-be developed MLMS will improve students’ 
academic performance much better. Most of them 
encouraged the utilization of Internet in secondary 
educations studies. However, teachers admitted that 
not all assignments require students to use the Internet. 
Examples of courses that require the usage of Internet 
are Science, Geography, Mathematics and some from 
language courses.     

2. They also believed that by having such system, it can 
improve communication among teachers, parents and 
school management. The to-be prepared functions like 
academic achievements and academic achievement 
analysis will ease parents to keep track on their 
children’s academic performance. Teachers claimed 
that parents and teachers generally met at most once 
or twice a year to discuss on their children’s studies. 
By having such system, they believed that the 
relationship between teachers, students and school 
management can be strengthened.  

3.  Even though they agreed with the benefits that can be 
obtained from the system, they are still worried with 
the misuse of mobile phones in schools. Teachers 
claimed that the negative impacts of bringing mobile 
phones to schools include theft, pornographies and 
other social problems. However, they believed that 
MLMS will give more benefits as compared to the 
negative outcomes. 

 Based on quantitative and qualitative results, it can be 

concluded that the target users were familiar with 
currently utilized LMS and users are ready to utilize the 
system that will be developed (MobileSchool). The 
familiarity with currently implemented LMS and mobile 
phones technologies are very important to ensure that the 
new system is easy to be accepted.  
 In relation to that, the results that have been obtained 
were compared with similar studies that have been 
conducted by previous researchers. For mobile learning 
utilization, it can be seen that the perceptions of proposed 
MLMS is in line with three similar studies that have been 
conducted [25-27].  
 In [25], the conducted study was on the perceptions of 
Mathematics learning using mobile phones. The result 
showed that the students believed the utilization of 
mobile phone technologies in learning system can give 
the benefits for them in learning Mathematics in seven 
ways: exploring mathematics independently, learning 
mathematics through collaboration, learning mathematics 
in societal environment, learning mathematics in real life 
solution, visualizing mathematics dynamically, carrying 
out diversified mathematical actions using new and 
advanced technologies,  and learning mathematics easily 
and efficiently. In [26], the studies of perceptions towards 
the utilization of mobile education has been carried out to 
the sample of 467 teachers from 32 schools in Cyprus. 
Based on the results, teachers exhibited above medium 
levels of perception towards implementation of mobile 
learning. The same goes to [27] whereby the conducted 
study concluded that there were strong positive 
arguments for employing mobile technology in Perak 
schools.  
 Finally, the study on perceptions of MLMS also 
produced positive results in which the respondents 
believe that the system will give them more benefits as 
compared to currently utilized e-learning system, give 
parents wider communication medium with teachers and 
school management and most of respondents were willing 
to use the system once it is developed. 
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B. Proposed MobileSchool System 
As highlighted in Figure 3, the top five proposed 

functions that need to be included in MobileSchool are 
learning materials, academic report, academic 
achievement analysis, school announcement and 
student’s registration. 

MobileSchool can be used by school administrators, 
teachers, students and parents of secondary schools in 
Malaysia. The roles of each user are presented in Table 
III. 

TABLE III.   
ROLE OF EACH USER USING MOBILESCHOOL SYSTEM 

User Activity 
School Administrator Manage users’ accounts, post school’s announcements, manage feedbacks from users, send academic 

reports, and online chat. 
Teacher Manage course, update profile, create course announcement, manage feedbacks from students and 

parents, create online course discussion, and online chat. 
Student Update profile, enroll course, access learning materials, create and participate in online course 

discussion, view academic report, send feedback either to course teacher or school administrator, and 
online chat. 

Parent Update profile, view enrolled course by his/her child, participate in course discussion, view academic 
report, send feedbacks either to course teacher or school administrator, and online chat.  

 

Learning Material Function 
 For learning material function of MobileSchool, 
teacher is allowed to upload two types of learning 
materials which are course notes and course exercise. 
Figure 4 presents teacher’s page to upload learning 
materials. 
 

 
Figure 4. Teacher’s Page for Learning Materials Upload 

 
 Then, learning materials can be accessed and viewed 
by students using their own account. The materials will 
be listed either under notes or exercises. Figure 5 
illustrates student’s page of learning material. There are 
two methods of accessing learning material which include 
downloading the materials by tapping on red-circled icon 
and saving the materials in mobile phone and run the file 
using any mobile phone software that can run PDF file 
format; and accessing material in the web browser by 
tapping on file name of learning material. Figure 6 
demonstrates learning material that is being accessed 
using mobile web browser. Students can scroll up and 
down, and zoom in and out in helping them view the 
content better.  
 

 
Figure 5. Student’s Page for Learning Material 

 
Figure 6. Learning Material Accessed in Mobile Web Browser 

 

Academic Report 
 School administrators are responsible in preparing and 
posting the academic reports into the system. There are 
three different types of academic report: overall, course 
and individual report. Figure 7 illustrates the 
administrator’s page in posting the academic report. 
 

 
Figure 7. Administrator’s Page for Academic Report 

 
Overall academic report can be viewed by all school 
communities including teachers, parents and students. 
Meanwhile, course academic report can only be viewed 
by teachers, students and parents who enrolled in that 
course and individual academic report can be viewed by 
the students and his/her registered parents.  

3234 JOURNAL OF SOFTWARE, VOL. 8, NO. 12, DECEMBER 2013

© 2013 ACADEMY PUBLISHER



 
Figure 8. Student’s Page to View Academic Report 

Figure 8 presents student’s page in accessing the 
academic report. Similar to the learning material, 
academic report can be viewed using two methods which 
are, download and view from mobile web browser. 

Announcement 
 MobileSchool allows two types of announcements 
that can be made which are school announcement and 
course announcement. School announcement is made by 
administrators whereas course announcement can be 
made by teacher who is teaching a particular course. Both 
announcements will appear in the main page of all users’ 
screen. Figure 9, Figure 10 and Figure 11 demonstrate the 
administrator’s page in posting the announcement, 
teacher’s page to post the course announcement and 
student’s page in viewing the announcement. 
 

 
Figure 9. Administrator’s Page to Post Announcement 

 

 
Figure 10. Teacher’s Page to Post Course Announcement 

 
Figure 11. Student’s Main Page 

 

Account Registration 
 School administrators are responsible for managing 
all users’ accounts. It involves create new account, update 
account and delete account. Different fields have to be 
filled for registering different types of users (either school 
administrator, teacher, student or parent). Figure 12 
illustrates the school administrator page to create new 
account for teacher. 
 

 
Figure 12. Administrator’s Page to Create New Account for Teacher 

 
 Based on the presented MobileSchool functions that 
have been proposed by respondents, the system can be a 
very useful tool in managing teaching and learning 
activities for Malaysian secondary schools.  

V. CONCLUSION & FUTURE WORK 
An initial study for the development of MLMS namely 

MobileSchool has been conducted to 575 secondary 
school students, 10 teachers and 10 parents. The results 
showed that the target users of the system (students, 
teachers and parents) were familiar with Internet 
utilization in learning (e-learning). This information is 
very important in order to propose the new system that 
involves the integration of mobile phones technologies 
with the currently employed system. Besides, the results 
also showed that the target users were very familiar with 
mobile phones technologies and they believed the 
proposed to-be developed MLMS will benefit them in 
conducting the daily teaching and learning activities. 
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Parents and teachers also believe that the system will 
encourage them to actively participate in their children’s 
studies and majority of target users are willing to use the 
system in the future. From this study also, some functions 
have been proposed by target users to be included in the 
system. Finally, MobileSchool has been proposed that 
integrates the proposed functions including learning 
materials, academic reports, announcements and user 
registration.  
 For future work, this study can be expanded by using 
different target respondents as sample size. The study can 
involve sample size representing total secondary school 
population in Malaysia. Since Malaysia is one of the 
developing countries, a comparative study on perception 
towards mobile learning system implementation can be 
conducted with the developed countries. The developed 
system also can be expanded by including other functions 
such as online chat in order to give better medium of 
communication among school administrators, teachers, 
students and parents. Other functions that can be added 
into MobileSchool include feedback, course online 
discussion, course registration and others. Some tests can 
also be conducted to identify the effectiveness and 
usability of the system in real implementation.  
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Abstract—There have been many studies conducted on 

online discussion sites (ODS) but studies related to the user 

interface of ODS is lacking. User interface design of ODS 

plays an important role in increasing user experiences. Thus 

this study aims to propose a suitable methodology for 

designing ODS for emotional user experiences. Emotional 

user experiences towards a design generally use a single 

investigation method. Using more than one investigation 

method for gathering emotional user experiences will help in 

overcoming weaknesses and problems in a single method.  

Thus a triangulation method is proposed to increase the 

credibility and validity of emotional user experiences related 

to the design of ODS. Implementation of the Kansei 

methodological triangulation approach will be able to 

quantify and qualify user’s emotional responses in ODS 

design and hence investigate the user responses gathered 

from self reported and eye movement methods. This will 

provide some fundamental findings on using the self 

reported and eye movement data for identifying emotional 

user experiences in ODS design. 

 

Index Terms—kansei methodological triangulation, online 

discussion site (ODS), emotional user experiences  

 

I.  INTRODUCTION 

Online discussion site (ODS) is a general term used for 
online bulletin boards. It is also sometimes referred to as 
a web internet, internet forum or message board for 
having asynchronous discussions in an online 
environment. ODS has become a common place where 
people communicate online. It is being used in many 
higher learning institutions for conducting academic 
discussion among students. Higher education institutions 
have put efforts to encourage students to participate in 
discussion boards because students will learn through 
posting and reading message postings [1]. A user 
experience study towards ODS design reveals that user 
interface needs to be looked into for increasing user 
satisfaction [2]. Thus, a design that contributes to 

students’ positive experiences during posting and lurking 

messages in ODS design needs to be investigated for 
learning to take place.  

Previous studies in ODS design  assessed promotion of 
collaborative learning [3];  improving students’ 

classroom learning [4]; allowing students participation in 
knowledge construction [5], [6]; fostering critical 
thinking [7]; increasing student interaction [8]; promoting 
collaboration [9–11]; investigating message quality [12], 
[13] and studying for user  experiences [14], [15]. In 
designing the ODS, the user interface that contributes to 
user’s positive experiences are ignored.  

Emotion plays an important role in the designing of  
products, games, websites and systems [16–38]. In 
Human Computer Interaction (HCI), emotion was 
promoted by [39] and able to help in the evaluation of 
certain situations. The user’s emotional responses provide 
essential information to understand their experiences 
[40].  

Therefore designing ODS requires considering the 
emotional aspect of users’ experience and needs a method 
on how to design for emotions [41]. In order to address 
this issue, our study proposes a methodology using the 
Kansei Engineering approach to identify design 
requirements for supporting positive user experiences in 
ODS. 

II.  INTIAL STUDY 

A.  Background 

The most familiar current online discussion in 
education is the ODS or forum in the learning 
management system (LMS). The ODS is widely used by 
higher education institutions to increase student-student 
and student-lecturer interaction. The forum is an ODS 
that is controlled by an administrator who manages online 
discussions for the e-learning course and also keeps track 
of students’ performance. ODS is a web- based 
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technology which facilitates  the distribution of a 
particular learning process [42]. Besides that, ODS also 
offers possibilities for changing and developing new 
methods in education as well as facilitating flexibility for 
higher education institutions.  

The ODS is accessible via the internet where lecturers 
could access the system to establish online collaboration 
with students. Students can also access the system from 
anywhere to collaborate online. Therefore, the design 
interface of the ODS is important as its plays a vital role 
in user interface interaction. In the online environment, 
students will utilize the computer to access the content 
and interact with other students and lecturers. The ODS 
must be designed in an appropriate way so that users 
would not face any trouble when using it [42]. The 
problem in ODS design would decrease user satisfaction 
when using the portal. Thus, a simple ODS user interface 
must be included for easing the interaction between the 
user and the system [43]. 

A user satisfaction evaluation of the ODS design in 
the i-learn portal, LMS used in Universiti Teknologi 
MARA (UiTM) was carried out. A questionnaire was 
used to identify current design issues concerned with the 
ODS design [2]. Four main design components were 
studied. There were issues related to learner’s interface, 

learning community, information and personalization of 
the ODS. The data collected from the questionnaire was 
used to identify the design components that the students 
were less satisfied with in the current design. Based on 
the finding, a methodology was proposed to design a user 
interface for further improvement.  

B.  Data Analysis 

86 responses were collected from the questionnaire 
distributed among full time UiTM students who use the 
ODS for establishing online discussions for their courses. 
The questionnaire consisted of 24 items related to 
learner’s interface, learning community, information and 

personalization of the ODS. The responses were analyzed 
using the Rasch model based software, WINSTEPS 
version 3.68.2. 

C.  Finding and Discussion 

The output from the data analysis for this study is 
concerned with the design component that the users are 
least satisfied with. The findings indicate that the 
underlying hierarchy order of item difficulty to endorse 
by respondents. The item hierarchy were arranged from 
least difficult to endorse (bottom) to most difficult to 
endorse (top) according to their corresponding logit 
measures.   

The item hierarchy is illustrated in Table I in 
descending order of item difficulty. The results revealed 
that the top three items; “Operational Stability” (1.01 

logits), “Layout” (0.95 logits) and “Ease of Use” (0.48 

logits) were the most difficult items to be endorsed by the 
respondents. This finding shows that the least satisfaction 
towards the ODS design is commonly from items 
belonging to the learner interface. Therefore, an 
appropriate methodology is required to fully explore the 

elements in the ODS user interface to provide better 
student learning experiences.  

 
Table I 

Item hierarchy in Rasch Analysis of 24 items (n=86) 

Item 
No Item Measures 

Item 
Difficulty 

(logits) 
23 Operational Stability 1.01 
12 Layout    0.95 
5 Ease of Use    0.48 

19 Records Learning Performance 0.37 
20 Sufficient Information      0.37 
16 Hyperlink Connotation 0.18 
21 Guidance 0.18 
4 Control Learning Progress 0.13 

13 Learn Required Content 0.12 
14 Exact Required Information 0.12 
17 Discuss with Student 0.12 
24 Rely on Information 0.12 
2 Structured 0.06 
8 Access Content 0.06 

10 User Friendliness  0.06 
22 Up-to-date Information 0.06 
9 Easy to Understand -0.06 

15 Choice of Learning -0.06 
6 Information Clearly Presented  -0.13 

18 Ease of Finding -0.43 
7 Choice of Language -0.45 

11 Discuss with Lecturer -0.71 
3 Useful Information -1.25 
1 Share Learning -1.32 

III.  LITERATURE REVIEW 

A.  Evaluation Methods for User Experiences 

User experience can be defined as “how people feel 

about a product and their pleasure and satisfaction when 
using it, looking at it, holding it, and opening or closing 
it” [44]. User experiences can be positive or negative 
subjective qualities. Some examples of user experiences 
are enjoyable, motivating, satisfying, helpful, fun, 
frustrating, boring and etc. These are user’s feeling 

towards a design or system. These feelings are evaluated 
by various quantitative and qualitative methods. Table II 
reveals some of the identified methods that influence user 
experiences in various studies.  

User experience studies   are widely found in e-
learning systems [45–54], whereas only a few studies are 
found to be related to user experiences  in ODS [14], 
[15]. This is due to the ODS for academic discussions 
being usually embedded in the e-learning system. Thus 
the measure for user experience in e-learning system 
includes the ODS. User experience studies for e-learning 
systems mainly focus on usability and its functionality. 
But recently the user experience focus has shifted to 
emotional user experiences in e-learning [55–57].   

Students who were positive towards the use of ODS 
and their user experiences reported a higher perception of 
learning from the ODS [58]. The reason for using a ODS 
is for learning and knowledge sharing. Most of the time 
students have their formal and informal discussion in 
social networking sites. But some effort is always needed 
to get the students into discussion in ODS for educational 

JOURNAL OF SOFTWARE, VOL. 8, NO. 12, DECEMBER 2013 3239

© 2013 ACADEMY PUBLISHER



purposes. We need to identify what is lacking for students 
participation in ODS. Technology is one of the factors 
that contributes to online knowledge sharing [59]. It is 
essential that the tools used in ODS support online 
discussions.      

 
Table II 

User Experiences with its Evaluation Methods 

User Experience Methods Used  Study Reference 
Motivating 
Enjoyable 

Interview Web 
Content 

[60] 

Simplicity  Questionnaire, 
Observation 

Mobile 
System 

[61] 

Engaging Survey, 
Log Analysis 

Blog [62] 

Anxiety  
Satisfaction 
Pride 
Frustration 

Questionnaire e-Learning 
System 

[63] 

Play Experience 
 

Survey Game [64] 

Readability 
Comprehensibility 
Satisfaction 

Scenario 
Simulation, 
Questionnaire 

e-Book [65] 

Satisfaction Questionnaire System [66] 
Playful Experience Interview Digital 

Games 
[67] 

Useful 
Motivating 

Observation 
Interview 
Questionnaire 

Virtual 
Word 

[68] 

Playing Questionnaire Digital 
Games 

[69] 

Satisfaction Survey LMS [70] 
Survey, 
Pre and Post 
Knowledge Test 

e-Learning 
System 

[71] 

 
Therefore the user interface design of ODS should be 

able to provide positive user experiences and thus 
adopted by the students for discussion to share their 
knowledge. In this case, the user interface design 
requirement that contributes to positive user experiences 
need to be identified and engineered into the ODS. To do 
so, the user’s emotional responses in the ODS user 
interface need to be investigated. Through the literature 
the emotion aspect was identified in product, games, 
websites and systems design. However there is no 
indication in the literature on user's emotional responses 
towards the  ODS user interface design.  

The user experiences study is usually used for 
evaluation purposes only. It is seldom used as a design 
requirement. If user experience is used as a requirement 
for design, the engineering of user experiences into a 
design is done using a single measurement method [72]. 
But a combination of measurement methods is more 
suitable when exploring a design [61]. Therefore a 
triangulation approach is needed for a better 
understanding of user's emotional responses towards 
ODS user interface design.  

B.  Kansei Measurement in Designing 

Kansei is a Japanese term used to describe users’ 

feelings and images thought in their mind towards certain 
artefacts, the environment or situations using all the 
senses of sight, hearing, feeling, smell, taste as well as 
their cognition [73], [74]. Kansei Engineering (KE) is 

used to identify emotional user experiences in a design. It 
is a technology related to the development of a product 
by combining psychology and engineering [75]. The KE 
approach was introduced by Nagamachi in 1992 for the 
product designing process.  It was used to study user’s 

psychological feelings towards a product when 
interacting with it. Using the KE approach a user’s 
emotional response towards a product design can be 
investigated. KE translates the Kansei technology (user’s 

emotion) into design requirements using statistical 
analysis and engineering methods. Figure 1 shows the 
flow in Kansei Engineering. 
 
 

 
 
 
 
 
 
 
 
 
 
 
 

 
Figure 1: Kansei Engineering Flow (adopted from [76]) 

 
The user’s Kansei can be measured by using various 

methods. Some of the methods are user’s behavior and 
actions; words; facial and body expressions; and 
physiological responses such as brain wave (EEG), 
electromyography (EMG), heart rate, eye movement and 
etc. [77]. A study of user’s Kansei will adopt 

physiological methods or psychological methods such as 
self reporting or a combination of both methods [78]. 

  The widely used method for investigating user’s 

emotional response  towards an application design is a 
psychological method using Kansei words [78], [79]. It 
describes user’s feelings towards the design in a list of 
opposite adjectives, nouns or short sentences. Some of 
the examples of paired Kansei Words are “confusing-
clear”, “beautiful-ugly”, “organized-disorganized” and 

etc. Semantic Differential (SD) in the form of Kansei 
words is the most popular technique. The SD is a 
measuring technique that was developed by Osgood in 
1957 for recognizing a space of word meaning [80].  It is 
a rating scale designed initially to obtain user response 
towards objects, events and concepts.  

Later the SD rating scale was adapted for emotional 
evaluation [74]. This rating scale uses an unknown level 
of measurement for each of the paired Kansei Word. 
These words are analyzed in an ordinal scale where the 
neutral response is the middle alternative on the SD rating 
scale. The outcome is the user’s emotional responses 

towards a design. These responses may be unreliable due 
to desire to provide positive responses. Thus to obtain 
reliable emotional user experiences a combination of self-
reported and actual user’s responses is needed. 

Kansei 
Investigation 

User’s Kansei towards a design will be 

investigated using a suitable Kansei 
method 

Kansei 
Analysis 

Product  
Design 

Data collected from Kansei investigation 
will be analyzed to measure emotional 
responses towards product or design 

elements 

Design requirement based on data 
analyzed from user’s emotional responses 

will be created 
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IV.  PROPOSED METHOD 

 A methodological triangulation approach is proposed 
for examining user’s emotional responses in ODS user 
interface design. Methodological triangulation is a mixed 
measurement method approach that can increase 
robustness of measurement and reduces hesitation in 
using one method for measurement [69]. The proposed 
method will be employing a combination of qualitative 
and quantitative analysis for emotional measurement. 
Figure 2 show the proposed emotional measurement 
methods for ODS user interface design. 

 
 
 
 
 
 
 
 

Figure 2: Emotional Measurement Methods 
 

A. Quantitative Analysis 

For the quantitative analysis, a self reported method is 
adopted. This technique uses rating scales defined with 
contrasting adjectives at each end to measure emotion 
[81]. An example of SD scale shown in Figure 3. 

 
  Easy               Hard 

 
Figure 3: Example of SD Scale 

 
The 5 point scale is proposed because it is the best in 

giving the highest degree of correct responses [82]. The 
result obtain from the SD technique are correlations 
between user’s experiences and overall positive and 

negative user experiences with the design. Using the SD 
technique, student’s emotional responses towards the 

ODS user interface design can be identified. 
But the issue in using the SD rating scale is the 

properties of the level of measurement is unknown. So 
for the purpose of analysis the positive side will be 
weighed with 5 points and decreased by one point when 
moving towards the negative side. The neutral responses 
will the middle option on the SD scale. This approach is 
similar to an ordinal scale.  

The data obtained for the user’s response can be 
analyzed using statistical procedures. The statistical 
procedures are linear regression, General Linear Model 
(GLM), QT1, Neural Networks, Genetic Algorithm and 
Rough set analysis [74].  

But there are shortcomings in earlier statistical 
procedures to measure the emotional responses and as 
such the  Rasch model is proposed to measure emotional 
responses towards the product design [83]. The common 
problem for measuring emotional responses is the 
calculation for user’s and item agreeability. The user’s 

agreeability is performed by producing the mean score 
for the user’s responses. These mean score represents the 
user’s agreeability towards the product design or design 
elements.  

The average value for each of the Kansei words is also 
calculated by using the mean score. Each of the Kansei 
word mean score will provide their agreeability order. If 
the mean score is higher, then agreeability for the Kansei 
words is also higher. The data placed in agreeability 
order is not linear but in reality is a continuum. There are 
no equal intervals available for statistical analysis. Thus, 
this research is aimed to adopt the Rasch Model for 
quantitative analysis of the users’ emotional responses 

towards design elements in ODS user interface.  
 

Rasch Measurement Model 

The Rasch model can be applied to measure latent 
traits (e.g., ability or attitude) in various disciplines. 
Latent traits are usually assessed trough the responses of 
a sample of users to a set measurement scale.  

Location of items and users along the measurement 
scale is estimated by the model from the proportion of 
responses of each user to each item. The total response or 
raw score is converted into a success to failure ratio or 
odds. The probability of success depends on the 
differences between the ability of the person and the 
difficulty of the item. According to the Rasch model a 
user who  is more developed (higher agreeability level) 
has  greater likelihood of endorsing all the items and 
easier tasks are more likely to be endorsed by all users 
[84]. 

These measurement model represents the relative 
distances between the raw score by converting a raw 
score (ordinal scale) summary to its natural logarithms 
(interval scale) in the form of log odds. Figure 4 shows 
the scale used for the Rasch model. 

 

 
Figure 4: Scale for Measurement in Rasch Model 

 
The scale resulting from the Rasch analysis of ordinal 

responses has the properties of an interval scale. This 
scale is linear and the numbers tell how much more of the 
attribute of interest is present.  

The basic assumptions of the Rasch model  are each 
user is categorized by their ability; and each item by a 
difficulty; user and item can be presented by numbers 
along one line and lastly the probability of observing any 
particular scored responses can be computed from the 
differences between the numbers [84]. 

 
B. Qualitative Analysis 

Eye movement is used to conduct the qualitative 
analysis. This method is used to capture actual user’s 
emotional response towards interface designs [85]. The 
eye-tracking technique will be used to collect data from 
student’s eye movements to measure their emotional 

response towards the ODS user interface design. The 
function of eye tracking to record user’s eye movements 

while performing a task provides information about the 

SELF REPORTED 

METHOD 

(Quantitative Analysis) 
Instrument Development 

Pilot Study 
Emotional Measurement 

Analysis 

EYE MOVEMENT 

METHOD 

(Qualitative Analysis) 
Procedure Development 

Pilot Study 
Emotional Measurement 

Analysis 
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nature, sequence and timing of the cognitive operation 
that takes place [86]. The hardware that is used to capture 
the eye movement is called an eye-tracker. The data 
collected from an eye-tracker will be analyzed using an 
eye tracking software.  

Thus the methodological triangulation approach is 
aimed to identify the design requirement and emotional 
design issues associated with the user interface design of 
ODS.  

V.  CONCLUSION 

We propose a triangulation method as a reliable 
measurement of emotional responses. A triangulation 
method will be used to evaluate the emotional user 
experiences towards the ODS user interface design using 
quantitative and qualitative analysis. We propose a 
statistical procedure; the Rasch model for quantitative 
analysis and eye movement for qualitative analysis to 
measure user’s emotional responses. Using these 
methods, student’s actual and self reported responses can 

be identified. Combining positive user responses from 
actual and self reported finding provides the emotional 
design requirement for ODS user interface. 

VI.  FUTURE WORK 

 The proposed Kansei methodological triangulation 
approach will be tested for ODS user interface designs. It 
is hoped that the design requirement for positive 
emotions can be identified using the Kansei 
methodological triangulation approach. Later the 
identified emotional design requirements for positive user 
experiences will be engineered into a new ODS user 
interface design. 
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Abstract—Text clustering belongs to the unsupervised 
machine learning, the discriminability of class attributes 
cannot be measured in clustering. And the traditional text 
feature selection methods cannot effectively solve the 
high-dimensional problem. To overcome the weakness in 
existing feature selection, this paper proposes a new method 
which introduces the cloud model theory into feature 
selection, constructs the clouds filter for clustering 
documents. The distribution of document words is 
constructed in a microcosmic level. By employing the cloud 
model digital characteristics we can better compute the 
separability between feature words. Experimental results 
with K-means algorithm show that our method can 
remarkably improve the accuracy of text clustering.  
 
Index Terms—feature selection, cloud model, TF-IDF,       
K-means algorithm 
 

I.  INTRODUCTION 

Clustering is an important data mining technique which 
groups the data objects into multiple classes according to 
the similarity information; the data object set has high 
similarity within the same cluster and the differences 
between data objects in different clusters as large as 
possible. Text clustering technology produces along with 
the large-scale text data; it is commonly used in 
information retrieval field. It is different from the 
traditional clustering in this point that clustered objects are 
unstructured text data. In order to form mathematical 
model that the computer can deal with, the document 
needs to be processed as 1) word segmentation, 2) 
removing the stop words, 3) feature selection and so on, 
finally some appropriate clustering algorithms can be used 
on the reduced-dimensional feature space. 

Text data is usually described with the vector space 
model. After preprocessing, each document is transformed 
into a feature vector; each word is viewed as one 

dimension in the feature space. Since a document contains 
several different words, which makes the text vector space 
dimension very high and sparse. The high-dimensional 
and sparse features bring great noise to the text clustering 
and make clustering performance fall dramatically, so 
there is an urgent need for dimension reduction. So far the 
most direct dimension reduction way is feature selection. 
Feature selection means selecting a small part of the most 
effective features from the original set[1,2], it focuses on 
studying the word importance of evaluation function. The 
process of feature selection consists of two steps, first, 
calculating the importance value for each word, and then 
select the words whose with the more importance value  
than a certain threshold. There are many traditional feature 
selection methods such as Document Frequency, 
Information Gain, Mutual Information, Chi Square 
Statistics etc. These traditional methods cannot be 
effectively used in clustering [3]. Many scholars deeply 
studied the feature selection, George Kingsley Zipf put 
forward the famous Zipf's law [4] on the basis of making 
large-scale statistics on word in the English literature and 
studying the law in them. In 2009, Estevez, P.A.[5] 
proposed the normalized mutual information feature 
selection method (NMIFS) which is proved superior to the 
traditional. Purdue university's Jennifer G.Dy [6] proposed 
an unsupervised learning feature selection method which 
used packaging framework for feature selection. Salton[7] 
used TF-IDF method to evaluate the importance of a 
feature word in a document of the corpus set. Yu Fang [8] 
combined the TF-IDF and mutual information methods for 
feature selection and got a better result. Lou Haifa etc. 
Ref.[9] used the CHI and TF two methods at the same time 
in the feature selection, this method makes up for the 
deficiency of the CHI which ignores the word frequency of 
feature word itself. 

This paper makes a deeply study on feature selection in 
text clustering, our method employed the uncertainty of 
cloud model theory [10], and combined fuzziness and 
randomness in the concept of uncertainty. Our method is 
designed in three steps: First, the cloud model theory is 
used to map the feature words into clustering word cloud 
droplets. And then, the word cloud droplets will be 
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transformed into clustering document cloud. Finally, we 
will build document clustering cloud filter, which can 
select the feature words with high separability. 
Experiments results show that the proposed method is 
effective, the clustering result is more accurate than the 
traditional feature selection methods with K-means 
clustering. 

II.  ANALYSIS OF TRADITIONAL FEATURE SELECTION 
METHODS 

To improve the accuracy of text classification, classical 
feature selection methods such as mutual information (MI), 

2χ Statistic, information gain (IG) and TF-IDF are studied, 
these methods are briefly described as follows. 

A. Mutual Information 
Mutual information is the result of information theory 

[11]; it is used for measuring correlation of two objects 
[12]. In text feature selection, mutual information refers to 
correlation degree between a certain word and a class. 
When mutual information between a word and a class is 
greater than a certain threshold, then we think the word is 
well associated with the class; otherwise, the word is not 
associated with the class. Mutual information is defined as 
following: 

        
( / )

( ) ( ) log
( )

i j
i j

j i

p t C
MI t p C

p t
=∑             (1)   

In formula (1) , ( )jp C represents the prior probability of 
class jC  in the whole training set, ( / )i jp t C  represents 
proportion that documents containing item it  in class jC , 
while ( )ip t  represents proportion that documents 
containing item it  in the whole training set. 

B. 2χ   Statistics 
2χ Statistic, also known as CHI, assumes the relation 

between feature word it  and the certain class is in 
accordance with 2χ distribution [13]. Like MI, CHI needs 
to quantify the correlation degree between target feature 
word it  and jC  class so as to measure the account of class 
information carried by feature words. The higher the CHI 
value is, the greater the feature word it and jC class is 
related. In feature selection, we should choose the features 
of CHI with the maximum statistic. 

   

       
2

2 ( )( , )
( )( )( )( )i j

N AD BCt C
A C A B B D C D

χ −
=
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        (2)              

In the formula (2), N refers to the documents number in 
the training corpus, A represents the number of documents 
that include it  and belong to jC  class, B represents the 
number of documents that include it  but do not belong to 

jC  class, C represents the number of documents that do 
not include it  but  belong to jC  class, while D represents 

the number of documents that neither include it  nor  
belong to jC  class. 

C. Information Gain 
Information gain (IG) is an effective feature selection 

method, and is widely used in text data mining. 
Information gain does not concern the relation between a 
certain feature word and a certain class, but treats all 
classes in training set as a whole. And the importance of a 
certain word is measured by calculating the information 
amount that each class takes. Information gain of the 
feature word t refers to the D-value between the 
information amount of the whole training set without 
regard to feature word t and that of the training set with 
regard to feature word t. It is defined as follows: 

1 1

( ) ( ) log ( ) { ( ) [ ( / ) log ( / )]
M M

i j j i j i j i
j j

IG t p C p C p t p C t p C t
= =

= − × − × × +∑ ∑

1

( ) [ ( / ) log ( / )]}
M

i j i j i
j

p t p C t p C t
=

× ×∑                                    (3) 

In the formula (3), ( )jp C represents the proportion that 
documents of jC  class take in the data corpus, ( )ip t , 

( / )j ip C t  represents the conditional probability of a certain 
document belonging to jC  class when the document does 
not contain feature word it , ( )ip t  represents the 
percentage that documents with feature word it take in the 
training corpora,  ( / )j ip C t  represents the proportion of a 
certain document without entry it belonging to jC  class, 
and M represents the total number of all the classes in 
training corpora. 

D.  TF-IDF 
According to the main idea that if one word appears 

many times in the document collection, and rarely appears 
in other documents, the word has strong class distinction 
degree. Salton[7] proposed TF-IDF method in 1988 to 
evaluate the importance of a feature word for a certain 
document in the data corpus. In TF-IDF evaluation 
standard, ( )tf t  is the frequency of feature word 
t appearing in the document collection, ( )idf t  is the 
macroscopic description of the distribution of feature word 
t  in the document collection. The calculation formula (4) 
and (5) are as follows: 

                        ( ) log( / 0.01)iidf t N n= +                         (4)  

_ ( ) ( ) log( / 0.01)itf idf t tf t N n= × +                 (5) 

For the matter of clustering, N is the total number of 
cluster- testing documents, in is the number of documents 
with feature word t in the entire testing set. In order to 
avoid the ( )idf t  is zero, we add a smoothing factor as 
0.01. TF-IDF method is to find those feature words that 
appear frequently, but the documents that contain these 
feature words is few. It is just a borrowing algorithm 
without abundant theoretical basis, but this method indeed 
reduces the dimension of the feature space[14]. 
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However, the above classical feature selection methods 
have some disadvantages. Features with low frequency are 
the main part of MI,   but we should select features with 
much mutual information. Since MI is beneficial  to the 
low-frequency features, thus it is likely to cause 
over-fitting; 2χ statistic method ignores the frequency of 
feature words in feature selection; Information gain 
considerers the situations of occurrence and absence of 
features, but it only examine the contribution of features to 
the whole system, not to a certain class; Since TF-IDF can 
directly measure the differences between feature words in 
a document without the class information, it is quite 
appropriate for feature selection of clustering documents. 
Aiming at the shortcomings of the existing feature 
selection methods, we apply the cloud theory into feature 
selection in text clustering. On the basis of the fuzziness 
and randomness of uncertain concepts, the cloud filter of 
clustering documents is used to construct clustering cloud 
space. 

III.   FEATURE SELECTION BASED ON CLOUD MODEL 

To cluster the texts, a low-dimensional feature set is 
needed to represent the content of the documents 
effectively. No matter for what kind of clustering model, 
feature selection is an indispensable step. This paper 
considers that a useful feature word should have the high 
discriminability, which indicates the ability of 
distinguishing the class that t feature word represents from 
other classes. In order to select feature words which satisfy 
this requirement, cloud model theory is used.  in this paper, 
first, we construct clustering cloud for documents to 
produce cloud feature; then,  filter each feature word in 
clustering documents; finally, we will get cloud feature 
space. The process is shown in Fig.1. 

 

Figure 1.  The process of constructing cloud feature space 

A  Cloud Model 
Cloud model [7] as a transformation model is proposed 

by Chinese prof. Li; it can make conversion between 
qualitative concepts and quantitative values. Digital 
characteristics of cloud model can reflect the overall 
properties of the concept. In order to transform the 
qualitative from to quantitative one, we can use cloud 
model to describe some phenomena existing in the natural 
language, such as randomness, fuzziness and relationship 

between them. The Cloud is defined as follows: assuming 
that U is a quantitative domain expressed by exact 
numerical, C is the qualitative concepts on the domain, x  
is a quantitative value, x U∈ and x  is stochastic 
realization of C, ( )xμ represents the certainty degree of x 
to C, ( ) [0,1]xμ ∈  is a random variable with stable 
tendency. If  : [0,1] ( )U x U x xμ μ→ ∀ ∈ →  , then, we 
call the distribution of x  on domain cloud, x  is called as 
a cloud droplet. In the cloud model, the numerical 
characteristics of cloud model are denoted as Expectation 
Ex, Entropy En and Super-entropy He, and they reflect the 
whole characteristics of the quality conception C. Ex is 
expectation which comes from the distribution of cloud 
droplets samples on domain space; En is a criterion of 
measuring the uncertainty of qualitative concept, it can 
reflect the randomness and fuzziness of qualitative 
concept; He is the second-order entropy of the entropy and 
co-determined by both the randomness and fuzziness of 
entropy. 

The formula (6), (7), (8) are as follows: 

                                  xE x=                                              （6） 

1

1
2

n

n i x
i

E x E
n

π
=

= × −∑                        （7） 

2
e nH S E= −                                  （8） 

Cloud model uses forward cloud generator and 
backward cloud generator to transform the qualitative 
concept and quantitative data, the forward cloud generator 
transforms qualitative to quantitative, Fig.2 gives the 
cloud example, the value of Ex, En, He is 0, 4 and 0.4 
respectively. Conversely, backward cloud generator is 
used. Due to this paper using the cloud model for feature 
selection, backward cloud generator [15] is needed. Fig.3 
is the transition diagram. 

 

Figure 2.  Ex=0, En=4, He=0.4 forward cloud 
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Figure 3.  backward cloud generator 

The implementation algorithm of backward cloud 
generation is shown as follows.  
Input: sample ix , and i=1, 2, 3..., n. 
Output: three digital features: Ex, En, He. 
The calculation steps are as follows: 
(1) Calculate sample mean based on ix Use(9); 

                               
1

1 n

i
i

X x
n =

= ∑                            (9) 

(2) Calculate first-order sample absolute center matrix 
based on ix , X  Use(10); 

                              
1

1 | |
n

i
i

x X
n =

−∑                                (10) 

(3) Calculate  sample variance Use(11):  

                 2 2

1

1 ( )
1

n

i
i

S x X
n =

= −
− ∑                    (11) 

(4) Using the result in step (1), (2), (3) and formula (6), (7), 
(8) calculate , ,x n eE E H . 

B  Constructing Clustering Document Cloud  
The aim of constructing clustering document cloud is to 

choose the words with high distinguishing ability in 
documents without class labeling. In the process of 
clustering, each clustering document [ ]d i  needs to be 
mapped to a single point [ ]p i in the unified feature 
space V . : [ ] [ ]V d i p i→ , id DOC DOC∈  represents 
the whole test sets. To some extent, the process of building 
space V  is the process of completing feature selection for 
clustering document. A reasonable V  can make the points 
p  through the distance between them reflect their 

similarity between the documents d they representing. In 
fact, the clustering document is distinguishing in content, 
If extracting representative features from test document to 
build the unified space V  is possible, then the document 
with similar meanings can be clustered more accurately.  

Here we use cloud model to carry out the feature 
selection, firstly document clustering cloud need to be 
built, the steps is as follows: 

Step1: Preprocess each document in test set with word 
segmentation technology, then removing the stop-words in 
documents; 

Step2: Calculate each different word in the test set, and 
then establishing the original initial feature set _V SET ; 

Step3: For each feature word t in _V SET , traverse 
each document [ ]d i  in DOC and calculate the frequency 
of t in each document d. 

Here feature word frequency consists of 
droplets [ ], ( )drop i i N DOC∈ ; meanwhile, the droplets 
all together form clustering document clouds. 

In the experiment, we choose "art", "agriculture", 
"model", "computer", "sports", "fund" as  feature  words to 
evaluate the their distinguishing ability in different 
documents. As shown in Fig. 4, the experiment result 
shows the clustering document cloud can capture feature 
words with high separability. In can be noted that the 
horizontal axis represents each document in 300 corpus, 
vertical axis represents the word frequency of the six 
feature words appear  in the 300 documents.  

 

 

Figure 4.  The cloud distribution of "art", "agriculture", "model", 
"computer", "sports", "fund" in 300  different documents  

C  Clustering Document Cloud Filter 
In text clustering, documents are often represented by 

Vector Space Model (VSM). Suppose there are two 
documents named d1 and d2, which are represented by v1 
and v2. The similarity between d1 and d2 can be measured 
by the cosine value of v1 and v2. The formula (12)  is as 
follows: 

1 2
1 2 1 2

1 2

( , ) cos( , )
v v

sim d d v v
v v
•

= =
•             (12) 

 Document vector consists of different words which 
cause the very high dimensional feature space. In this way, 
it takes a high cost to calculate similarity. Due to the 
existence of some useless features, error of similarity 
calculation can be produced. Assume document A and B 
are short documents of the same category. Document A: 
Wang Ming thinks the performance of this computer is 
excellent. Document B: Li Lei also thinks the performance 
of this computer is excellent. If we need to select effective 
features of these two short documents, there will be 
computer, performance and excellent in feature space V. 
Thus, document A is represented by (1, 1, 1), and 
document B (1, 1, 1) as well, and the number 1 refers to 
word occurrence in the document. Then the similarity 
between document A and B is 100%, but the similarity is 
much lower if we don't select features. This example 
indicates the importance of feature selection in text 
clustering. 

Furthermore, the dimension of original feature space 
_V SET  we get is too high, which seriously affect the 

clustering effect. In order to form a reasonable feature 
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space _V SET with lower dimension, we build a clustering 
document cloud filter based on the cloud model theory 
called Cluster_Filter, which can select appropriate feature 
words. Our approach is designed with these points: if 
feature words have low frequencies or keep a relatively 
stable distribution in each documents, such feature words 
do not have class attributes, and only those which satisfy 
the two conditions are the important words we prefer to 
select. 

Therefore, the Cluster_Filter must obey following 
principles: 

(1) The feature words in the whole clustering document 
DOC should possess high frequency; 

(2) The frequency of feature words in the different 
clustering document d should have obvious fluctuation. 

Based on the above two points, we use the digital 
characteristics Ex, En and He to measure the "importance" 
of a feature word, the formula (13)  as follows: 

tan ( ) _ ( ) _ ( )ximpor ce t d E t d fluctuation t= ×   (13) 

The first factor _ ( )xd E t is expectation for feature 
words, which reflects the frequency; the second factor 

_ ( )d fluctuation t is a linear combination for En and He, 
which reflects the fluctuation of feature words. The 
formula (14) as follows: 

_ ( ) _ ( ) _ ( )n ed fluctuation t d E t d H tα β= × + ×   (14) 

Formula (14) indicates that the two features are 
reflected at the same time. In the experiments, the ratio of 
a and b is 3:1, which is an empirical value. 

IV.  EXPERIMENT AND ANALYSIS 

A    Experimental Descriptions 
In order to verify the effectiveness of the new method, 

we compare the proposed method with TF-IDF by 
adopting K-means clustering algorithm. In the 
unsupervised machine learning, it is difficult to determine 
the center value (k) of clustering. In the experiments, we 
specify the same clustering initial points in the generated 
feature subset by the two methods respectively, and use the 
K-means clustering algorithm to compare with the 
clustering effect. The experimental dataset including 300 
documents is collected from Fu Dan university’ Chinese 
corpora. The dataset covers many fields such as literature 
and art, computer, history, economy, aviation, sports; we 
randomly select 50 documents in each class. 

B    Experimental steps 
Preprocessing stage: clustering has no training corpora, 

so we must carry out word segmentation and remove 
stop-words from each document, then calculate each 
different word in the dataset and establish the original 
initial feature set _V SET ; 

Feature selection stage: the main task of this stage is 
dimension reduction. Here, we use TF-IDF and 
Cluster_Filter to generate feature words respectively, the 
size of feature sets  is 10, which consists of 100, 200, 300, 
400, 500, 600, 700, 800, 900, 1000, 1500 feature words 

respectively; 
Document representation stage: calculating similarity 

between the documents is the core of text clustering 
algorithm based on K-means. So, all documents will be 
transformed into the space vector form. In the space vector, 
each dimension represents a feature word, and the value of 
each vector coordinate is the frequency of a feature word 
in this document. For instance, there are two document 
fragments: d1: ‘My favorite sport is basketball, and he 
likes playing basketball too.’  d2: ‘This basketball is great 
and feels good, I am going to play.’ After preprocessing, 
the _V SET is (sport, play, basketball, feel). Consequently, 
the corresponding vector V for d1 is (1,1,2,0), and d2 
(1,1,1,1). 

K-means clustering stage: K-means algorithm is the 
most representative hierarchical clustering algorithm by 
measuring distance between documents, and it is widely 
applied in text clustering field. K-means algorithm takes 
euclidean distance to measure the similarity of documents 
in vector space. It is considered that the closer two texts 
are, the higher similarity between them is. 

Input: the value of  k and text[n]; 
(1) Select k initial clustering points, for instance, 

t[0]=text[0],  t[k-1]=text[k-1]; 
(2)  Calculate the similarity between text[k]...text[n] 

and t[0]...t[k-1]; suppose the similarity between 
text[k]...text[n] and t[i] is the highest, then mark it as i; 

(3) For points marked as i, we need to calculate t[i] 
repeatedly, which is the quotient of the sum of all text[j] 
marked as i dividing the number of texts marked as i;   

(4)  Repeat step 2 and step 3 until the criterion function 
converges, and make the clustering center change little. 

The criterion function (15) is defined as follows: 

( )
2

1 j

k

j
i t C

f p m
= ∈

= −∑ ∑             (15) 

In the formula above, P denotes the document which 
needs to be clustered, jm is the center of cluster jC . Fig. 5 
shows the process of calculating similarity in the 
clustering,  red and yellow dots on behalf of the documents 
to judge,  a and b represent two clusters which have  been 
clustered. 

Figure 5.  The  process of  calculating similarity in the clustering 

C    Result and Analysis 
To evaluate the clustering result, we use the accuracy 

rate and recall rate as the evaluation standard. Accuracy 
rate and recall rate are two frequently referred concepts 
and indices used in data mining and search engine in 
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internet. For information retrieval, the more the contents 
that are retrieved, the higher the recall ratio is; and the 
larger the recall rate is, the better. On the other hand, 
accuracy rate requires more relevant documents that are 
retrieved and higher value of precision. Accuracy rate 
refers to the rate of documents that are correctly clustered, 
while recall rate indicats the rate of the target categories 
that are recalled from focus fields. 

Computational formula of accuracy rate and recall rate 
(16) (17) are defined as follows: 

                        Pr mecision
m n

=
+

                          (16) 

Re mcall
m o

=
+

                              (17) 

In the formula(16) (17), m represents the number of 
documents that are clustered to a certain class; n represents 
the number of documents that are clustered to a certain 
class by mistake; o represents the number of documents 
that are supposed to be clustered to the certain class, but 
are clustered to other classes by mistake. 

Both accuracy rate and recall rate are important 
criterions for evaluating the performance of models. It can 
be seen observed from the formula above that there is no 
necessary relevance between accuracy rate and recall rate, 
but they interact each other in large-scale data. Therefore, 
take all things into consideration; we need to find a 
balance point between them. We adopt the F-measure 
method proposed by Van Rijsbergen in 1979 to 
comprehensively consider the accuracy rate and recall rate 
of the clustering results, the calculation formula (18)  is as 
follows: 

2

2

( 1)
( )

precision recallF measure
precision recallβ

β
β

+ ×
− =

× +
       (18) 

By adopting TF-IDF and Cluster_Filter feature 
selection methods, we select 11 feature subsets with 
different dimensionalities, and perform the clustering 
experiment on these 11 feature sets by K-means clustering 
method, the result is shown in Fig.6. The vertical axis 
represents F-measure value, and the horizontal axis 
represents the size of feature set. 

 
Figure 6.   Comparison of F-measure values between TF-IDF and 

Cluster_Filter  

D Experimental Results 
As shown in Fig.6, the performance of Cluster_Filter 

method is superior to TF-IDF, when using K-means 
clustering algorithm on the 11 different feature sets 
respectively. Especially, for the feature sets are less than 
600 words, the F-measure score of Cluster_Filter is 
obviously higher than TF-IDF . Besides, if we choose the 
100-feature words, the former’s F-measure will reach 10.1 
percentage points higher than the latter. The F-measure 
values of the two methods increase as the increasing of the 
number features, which reaches the peak as the size of 
feature set reaches 700. The F-measure values will 
decrease when the number of feature set increases by more 
than 800; the reason is that redundant features have been 
selected as the feature set increasing.                                                         

Fig.7 shows the part of the feature words, which are 
produced by Cluster_Filter and TF-IDF method 
respectively. As far as feature words are concerned, we 
can observe that feature words produced by Cluster_Filter 
carry more class information than TF-IDF.  

 

Figure 7.   The part of the feature words produced by Cluster_Filter and 
TF - IDF (50 words) 

In the TF-IDF method, IDF utilizes the distribution 
information of the words, but it is a macroscopic 
distribution not microcosmic one. Therefore, TF-IDF 
method may be not suitable to measure the distinguishing 
ability of feature words, IDF only care about whether a 
word appears in a document, but it does not consider that 
how many times the word appears, this leads to the 
condition that some words with strong discriminability are 
filtered out since it appears in all documents. Nevertheless, 
Cluster_Filter not only considers the word frequency, but 
also makes full use of distribution ratio of feature words 
from the microscopic angle. In fact, even if a word appears 
in many documents, its frequencies in these documents 
also have great difference, and the word still has strong 
separability in the whole text data. 

Here we illustrate it with an example: 
Assume there are 10 documents needed to be clustered, 
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word Tm appears in each document on average, while Tn 
doesn’t. Table I shows the frequency distribution of  Tm 
and Tn in 10 different documents with same class. 

 
TABLE I.   

THE FREQUENCY DISTRIBUTION OF  Tm AND Tn IN 10 SAME 
CLASS DOCUMENTS 

 
 First, we calculate the values and of TF-IDF and 

importance of Tm. Obviously, the results show that the 
TF-IDF value is equal, while the importance of Tm is 
higher than that of Tn. Through comparing the value of 
TF-IDF with importance, it is easy to find the deficiencies 
of TF-IDF, while our method can effectively overcome the 
deficiencies. For example, the word "economy" has a 
strong distinguishing ability, but many non-economic 
documents also contain it. Though "economy" is a high 
discriminative word, it will be likely to be filtered out if 
using TF-IDF for feature selection. 

V.  CONCLUSIONS 

In the unsupervised machine learning process, the 
traditional feature selection methods cannot effectively 
solve the problem of feature dimensionality reduction in 
text clustering. By introducing the cloud model theory, 
this paper builds cloud filter which uses digital 
characteristics to represent the discriminative feature 
words. Since our method focuses on the word distribution 
information over documents from a microscopic view. 
Therefore, the importance of feature words can be 
described more accurately. Compared with the traditional 
TF-IDF method, feature words which are selected by 
Cluster_Filter method contain more class information. 
Finally, we apply K-means algorithm on the generated 
feature sets by two methods respectively, results show our 
method is superior to TF-IDF in performance. 
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Abstract—Aiming at all existing energy-hole repair 
algorithms for wireless sensor network must execute 
repeatedly in every round, energy-hole repair algorithm 
based on cluster (EHRA) is proposed in this paper. Before 
any common node is about to die because of exhaustion of 
energy, it sends failure message to its cluster head, and the 
cluster head activates suitable redundant node which is in 
the sensing range of failure node and has the most energy-
hole boundary nodes as neighbor nodes. Simulations present 
that the performance of EHRA is related to sensing radius 
of nodes and the size of cluster, while EHRA has an 
advantage over 3MeSH in coverage keeping, energy 
consumption and time consumption.  
 
Index Terms—wireless sensor network, energy-hole, repair, 
cluster 
 

I.  INTRODUCTION 

Prolonging lifetime of Wireless Sensor Network (WSN) 
is one of the most important objectives of WSN 
algorithms [1]. In the process of data collecting in WSN, 
one node’s dead may cause the special region including 
the dead node can’t be monitored effectively, and form an 
energy-hole. Because of the existence of energy-hole, the 
data which were transmitted through the energy-hole 
formerly must be transmitted along the boundary of the 
energy-hole. Changing transmitting path will raise the 
energy consumption of network, quicken the dead of 
boundary nodes of the energy-hole, and enlarge energy-
hole quickly, this phenomenon is called funneling effect. 
Energy-hole and funneling effect together will lead to the 
quick dead of whole network [2], so how to find out the 
energy-hole and repair it quickly become more and more 
important. 

Paper [3] presents that energy-hole can be detected by 
examining whether one node’s sensing range can 
surround its Voronoi polygon. If every node’s sensing 
range can surround its Voronoi polygon, there has no 
energy-hole, otherwise there has. On the basis, Paper [3] 
puts forward three methods to repair energy-hole, while 
all methods’ overall train of thought are adjusting all 
Voronoi polygons’ size in network and letting them more 

and more even by moving nodes. Repairing energy-hole 
based on Voronoi polygon and moving nodes can secure 
the coverage of network better in a certain time, but 
moving nodes will consume much more energy, which 
can cause the moved node die quickly, and shorten the 
lifetime of whole network. 

Paper [4] puts forward the concept of maximum 
simplicial complex in order to simplify the connectivity 
graph of network. On the basis, paper [5] proves that one 
node can be covered if it can be surrounded by its sub-
network (the network composed by its neighbor nodes) in 
a maximum simplicial complex. So energy-hole can be 
detected by examining all nodes are covered in maximum 
simplicial complex or not. Paper [5] repairs energy-hole 
by deploying new nodes. This detecting and repairing 
method can repair energy-hole better, but needs to detect 
energy-hole in every round, and consumes much more 
energy and time, too. 

Paper [6] proposes 3MeSH algorithm in order to detect 
and repair big energy-hole with at least 4 edges. 3MeSH 
algorithm judges one node is a boundary node of energy-
hole or not by examining the connectivity graph consists 
of the node and its neighbors can form a 3MeSH ring or 
not, finds out the energy-hole surrounded by several 
boundary nodes, and activates prompt redundant node. 
But 3MeSH algorithm also has two problems, the first 
one is that it selects several nodes randomly to activate, 
which can not keep the initial coverage of the network; 
the second one is that it also needs to detect energy-hole 
in every round even if there has no energy-hole. 

Clustering is an effective way to prolong the lifetime 
of WSN[7,8], this paper proposes a energy-hole detecting 
and repairing algorithm based on cluster, which only 
started when dead node occurs, so as to save time and 
energy consumption in every round. 

II.  NET MODEL 

(1) In two dimension plane, all nodes except for sink 
node have the same initial energy. Sink node’s energy is 
not limited. 

(2) Every node’s sensing range is a circle with the 
center of itself. All nodes have the same sensing radius 
named sR , and sR  is adjustable.  

(3) Every node knows its position which can be 
obtained by several methods [9, 10].  
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Figure 1.  Node position diagram. 
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Figure 2.  Nodes’ intersection angles diagram. 

(4) All nodes’ communication radius is cR , and cR  is 
adjustable. 

III.  DEFINITIONS 

Definition 1. There are two nodes called A  and S , 
),( SAd is the distance between A  and S , if 

sRSAd 2),( < , A  and S  are neighbors. 
Definition 2. As shown in Fig. 1, neighboring nodes 

A  and S  have their own sensing cycle named cycle A  
and cycle S  separately. There are two intersection points 
of cycle A  and cycle S  named LP  and RP . 
Establishing the local coordinate system of node A  with 
the origin of coordinate at the location of node A , the 

AX  axis paralleling to X axis, and the AY  axis 

paralleling to Y axis. The angle between segment APL  

and AX  axis is called intersection left angle L∂ , the 

angle between segment APR  and AX  axis is called 

intersection right angle R∂ , this paper defines RL ∂<∂ , 

and if LP  is seated in the fourth phase and RP  is seated 
in the first phase(or the second phase) of the local 
coordinate system, 0<∂ L . 

Definition 3. As shown in Fig. 2, 1S , 2S  and 3S  are 

the neighbors of node A . The intersection angles of node 
A  and its neighbors are separately { }11 RL ∂∂ ，

{ }22 RL ∂∂  and { }33 RL ∂∂ . From Fig. 2, we know 

321 LLL ∂<∂<∂ , so sort the three pairs of angles in 
ascending order by intersection left angles as 
{ }332211 ,, RLRLRL ∂∂∂∂∂∂ , we call { }11 RL ∂∂  are 

the front angles of { }22 RL ∂∂ , and { }22 RL ∂∂  are the 

next angles of { }11 RL ∂∂ . Cycle 1S  is the front cycle of 

cycle 2S , and Cycle 2S  is the next cycle of cycle 1S . 

IV. DETERMIN OF REDUNDANT NODES 

At the beginning of WSN, the network firstly finds out 
all redundant nodes, and lets them sleep, then detects 
energy-holes and repairs them by activating prompt 
redundant nodes. So the determine of redundant nodes is 
the base of energy-hole repair.  

Theorem 1. Aiming at the cycle sensing model of 
WSN, node A  is a redundant node and can go sleep if it 
has at least 3 neighbors which satisfy two conditions at 
the same time: firstly, the distance between them and A  
are all shorter than sR ; secondly, these neighbors can 

cover cycle  A  fully.  
Proof: Take three neighbors as example, as shown in 

Fig. 3. 
In Fig. 3, node 1S , 2S  and 3S  are all neighbors of 

node A , and they are all seated in cycle A . 3P  and 6P  

are intersection points of cycle A  and cycle 1S , 2P  and 

5P  are intersection points of cycle A  and cycle 2S , 1P  

and 4P  are intersection points of cycle A  and cycle 3S , 

7P  is the intersection point of cycle 1S  and cycle 2S . If 

any point H  in cycle A  is neither in cycle 1S  nor in 

cycle 2S , it is in the region surrounded by ⌒P2P3 , 
⌒P3P7 

and ⌒P2P7 . 
Supposing that H  is not in cycle 3S . 

∴ sRHS >3    (1) 

∵Segment 41PP  is the perpendicular bisector of 

segment 3AS  
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Figure 4.  The judgment of non-boundary nodes. 
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Figure 3.  Determine of redundant nodes. 

∴ Any point H  in the region surrounded by segment 

41PP  and ⌒P1P4  

 AHHS <3      (2) 

∵ sRAH <    (3) 

∴ sRHS <3   (4) 

Formula (4) is contradiction with formula (1). 

V. DETERMINING OF BOUNDARY NODES 

Supposing that redundant nodes have been scheduled, 
and the dead of any active node will cause energy-hole, 
this paper supposes that all neighbors of dead nodes are 
boundary nodes firstly, and then finds out non-boundary 
nodes of energy-hole in the case of there is a single 
failure node and there are several failure nodes. 

A.  Single failure node 
Theorem 2. If there is a neighbor node S  of node A  

satisfies two conditions at the same time, the overlap 
region covered by cycle A  and cycle S  can be covered 
by other nodes at the same time, and S  is a non-
boundary node. The first condition is that the front right 
angle of node A  and node S  is bigger than the next left 
angle of node A  and node S . The other condition is that 
one of the intersection points of the front cycle and the 
next cycle of S  named P  is in cycle A , and the 
distance between P  and S  is longer than sR .  

Proof:  Fig. 2 is redrawn as Fig. 4. 
In { }332211 ,, RLRLRL ∂∂∂∂∂∂ , there is a pair of 

angles { }22 RL ∂∂ , whose front right angle 1R∂  is bigger 

than their next left angle 3L∂ . 1P  and 2P  are two 

intersection points of the cycle 2S ’ front cycle 1S  and 

next cycle 3S , and 1P  is in cycle A . B  and D  are two 

intersection points of cycle 2S  and cycle 3S , F  is the 

intersection point of segment BD  and cycle A , C  and 
E  are two intersection points of cycle 3S  and cycle A . 

Region 1 is surrounded by ⌒EFC and segment EC , and 

region 2 is surrounded by ⌒FE , ⌒EP1B and segment BF . 
Supposing that any point in the overlap region of cycle 
A  and cycle 2S  is not in cycle 1S , it is certainly in the 

region of union of region 1 and region 2. 
Supposing that any point named 1H  in region 1 is not 

in cycle 3S  

∴ sRHS >13   (5) 

∵ Segment EC  is the perpendicular bisector of segment 
AS3  

∴ 113 AHHS <   (6) 

∵ sRAH <1   (7) 

∴ sRHS <13   (8) 

Formula (8) is contradiction with formula (5). 
Supposing that any point named 2H  in region 2 is not 

in cycle 3S  

∴ sRHS >23   (9) 

∵Segment BD  is the perpendicular bisector of 
segment 32SS  

∴ 2223 HSHS <   (10) 
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Figure 5. Determining of non-boundary nodes in the case of nodes 

density is high (case 1). 
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Figure 6.  Determining of non-boundary nodes in the case of nodes 

density is high (case 2). 

∵ sRHS <22   (11) 

∴ sRHS <23   (12) 

Formula (12) is contradiction with formula (9). 
So 1H  and 2H  are certainly in cycle 3S . 

Points in different location of cycle 1S , 2S  and 3S  
can also be proved by the same method. 

From Theorem 2 we know that in Fig. 4 if node A  
dies, node 2S  is a non-boundary node. 

If one active node dies, its all neighbor nodes are 
considered as boundary nodes of the energy-hole caused 
by the dead node, and then non-boundary nodes are found 
out based on Theorem 2. 

In the case of node density is high, there may several 
neighbor nodes of node A  covering each other, as shown 
in Fig. 5 and Fig. 6. 

In Fig. 5, B  is the intersection point of cycle 1S  and 

cycle 4S (dotted line), C  is the intersection point of 

cycle 2S  and cycle 3S , and D  is the intersection point 

of cycle 1S  and 3S . The sequence of intersection angles 

of node A  and its neighbors is 
{ }33442211 ,,, RLRLRLRL ∂∂∂∂∂∂∂∂ , there have a 

pair of angles { }44 RL ∂∂ , whose front right angle 2R∂  

is bigger than their next left angle 3L∂ , as sRCS <4 , 

4S  is a boundary node. But there are also a pair of angles 

{ }22 RL ∂∂ , whose front right angle 1R∂  is bigger than 

their next left angle 4L∂ , and sRBS >2 , so 2S  is a 
non-boundary node. If dismiss the pair of angles 
{ }22 RL ∂∂  from the sequence, the sequence of 
intersection angles of node A  and its neighbors is 
{ }334411 ,, RLRLRL ∂∂∂∂∂∂ , there have a pair of 

angles { }44 RL ∂∂ , whose front right angle 1R∂  is longer 

than their next left angle 3L∂ , and sRDS >4 , so node 

4S  is a non-boundary node, so the determine of non-
boundary nodes is interrelated. 

In Fig. 6, two intersection points of cycle 1S  and cycle 
A  are separately in the third phase and the fourth phase 

of the local coordination system, the sequence of 
intersection angles of node A  and its all neighbors is 
{ }223311 ,, RLRLRL ∂∂∂∂∂∂ , so node 2S  is a 
boundary node according to the analysis above, but in 
fact, node 2S  is a non-boundary node just from the 
figure. The sequence of  intersection angles must be 
expanded as { }11223311 22,,, RLRLRLRL ∂+∂+∂∂∂∂∂∂ ππ , 
which can secure finding boundary nodes correctly. 

So the flow of determining boundary nodes must be 
adjusted as Fig. 7. 

B.  Two nodes die at the same time 
In the process of operation of WSN, there may be two 

nodes die at the same time, if the two failure nodes are 
not neighbors, boundary nodes can be found aiming at 
every failure node alone, but there may also be two 
neighboring failure nodes as shown in Fig. 8. Node 1A  

and node 2A  are neighboring nodes. Node 1A  has 

neighbors as 1S , 2S , 3S , 4S , 2A  and 7S . Node 2A  

has neighbors as 7S , 1A , 4S , 5S  and 6S . So node 4S  

and 7S  are the common neighbors of node 1A  and 2A . 
If two neighboring nodes die at the same time, their 

common neighbors are firstly determined as boundary 
nodes, other non-common neighbors are determined as 
single failure node. 

In Fig. 8, node 4S  and 7S  are firstly determined as 
the boundary nodes, other neighbor nodes are determined 
separately as above, so all neighbor nodes except for 
node 5S  are boundary nodes. 

The process of finding out non-boundary nodes when 
there are more than two failure nodes can come down to 
the case of single failure node and two failure nodes. 
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Figure 8.  Determining of non-boundary nodes in the case of two failure 

nodes. 
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Figure 7.  Flow of determining boundary nodes in the 

case of one failure node. 

VI.  SELECTION OF REDUNDANT NODES 
The prompt redundant node B  to be activated must 

satisfy two conditions at the same time: 
(1) The distance between B  and failure node A  is 

shorter than sR . This because if B  is out of the sensing 

range of node A , the overlap region of B  and A  is 
small, the effect of repair the energy-hole is little even if 
node B  is activated. 

(2) B  has the most neighbor nodes which are 
boundary nodes of the energy-hole caused by failure node 
A . This because only the redundant node which has the 

most neighboring boundary nodes is activated, the 
energy-hole can be repaired well. 

In Fig. 8, node 1B  and 2B  are redundant nodes, when 

node 1A  failures, because 2B  has neighbors as 1S , 2S , 

3S , 4S , 2A  and 7S , while 1B  has only 4 neighbors as 

1S , 2S , 3S  and 4S , 2B  is activated. 

VII.  ENERGY-HOLE REPAIR ALGORITHM FOR WSN BASED 
ON CLUSTER 

A. Cluster forming 
This paper uses the cluster forming method like 

LEACH, every node produces a number between 0 and 1 
randomly in every round, if the number is smaller than  

)(nT , the node can be the cluster head. The computing 
method of )(nT  is as follows: 

 
⎪
⎩

⎪
⎨

⎧

∉

∈
⋅−=

Gn

Gn

P
rp

p

nT

,0

,
)1mod(1)(   (13) 

G  is the set of nodes which have not been cluster 

heads in the past 
p
1

 rounds, p  is the percent of cluster 

heads in the whole net, r  is the current round. 
After one node is elected as cluster head, it broadcasts 

its elected message with its biggest broadcast radius, 
every common node selects the nearest cluster head as its 
cluster head, and sends its ID number and position 
message to the cluster head. 

B.  Cluste head sets up nodes information table 
After one cluster head receives all joining message of 

common nodes, it fuses data from these common nodes, 
sort nodes according the ID number, and sets up the 
information table. Information table of nodes in cluster is 
shown in Table 1. 

Node status in Table 1 represents the node is active or 
not, if the status is 1, the node is active, otherwise sleep. 
At the beginning of operation, all nodes’ status are active. 

C.  Cluster head judges every node in its cluster is a 
redundant node or not 

Every cluster head judges every node in its cluster is a 
redundant node or not one by one, if one node is a 
redundant one, cluster head marks its status as 0. The 
steps in detail are as follows: 

①  Sets up the table of distance between nodes in pairs.  
Cluster head sets up the table of distance between 

nodes in pairs in order to avoid computing the distance 
repeatedly in next steps. The table of distance between 
nodes in pairs is shown in Table 2. 

Where inum  is the number of common nodes in the 

TABLE 1.   
NODES’ INFORMATION TABLE IN CLUSTER 

Node 
ordinal 

Node 
ID 

Node 
coordinate 

Current 
round status

1 12 (2,6) 1 1 

2 15 (3,5) 1 1 
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ith  cluster. 
② 1=j . 

 Cluster head finds whether there is ③ an active 
common node in the same position with the jth  node. If 
there is, the jth  node is a redundant one, and goes to ,⑥  
otherwise it is a active one, and goes to .④  

 ④ Cluster head finds active nodes in the sensing cycle 
of the jth  node. 

⑤ Cluster head judges the jth  node is a redundant 
one or not based on the method discussed in part IV. If it 
is, go to ⑥, otherwise go to ⑦. 

⑥ Cluster head marks the status of the jth  node as 0, 
and goes to ⑦. 

⑦ 1+= jj , if inumj < , goes to , otherwise ③

end. 

D.  Cluster head broadcasts nodes information table in 
its cluster 

After Cluster head judges all nodes’ status, it 
broadcasts the information table in its cluster, every node 
in the cluster checks its status in the table after it receives 
the information, if its status is 0, it sleep immediately, 
otherwise keep active. 

Steps above are the basis of repairing energy-hole. The 
steps of detecting and repairing energy-hole are presented 
as follows. 

E.  Failure node sends failure message 
Every active node has an energy threshold in order to 

has enough energy to notify other nodes its failure. If the 
dying node is a cluster head, the energy it reserves must 
be enough for sending the failure message to sink node. If 
the dying node is a common node, the energy it reserves 
must be enough for sending the failure message to its 
cluster head. 

F. Finds boundary nodes 
After receives the node failure message, cluster head 

finds boundary nodes immediately, the finding method is 
discussed in part V. 

G.  Activates redundant nodes 
Cluster head finds the prompt redundant nodes using 

the method discussed in part VI. If sink node receive 
failure message of a cluster head, it starts a new round for 

cluster head electing. 

VIII.  ANALYSIS AND SIMULATIONS 

A. Time complexity analysis 
Because the processes of cluster forming and 

redundant nodes scheduling are public portion of several 
algorithm for WSN, so this paper only analyzes the time 
complexity of repairing energy-hole. 

The complexity of every step in the algorithm is as 
follows: 

(1) If the cluster which node A  belongs to has N  
common nodes except for node A , the cluster head must 
find out all neighbors of node A , compute all 
intersection angles, and judge node A  is a redundant one 
or not, the time complexity of this step is )(NO . 

(2) If A  failures, supposing that A  has D  neighbors, 
while D′  neighbors has two intersection points in the 
first phase and the fourth phase separately in the local 
coordination system of node A , algorithm needs to judge 
all D′  neighbors are non-boundary nodes or not, the 
time complexity of this step is )2( −′+ DDO . 

(3) Cluster head finds redundant nodes satisfying 

si RBAd <),( , if there are H  redundant nodes, the 

time complexity of this step is )(HO . 
(4) Cluster head selects prompt redundant node to 

activate, if the number of redundant nodes satisfying 

si RBAd <),(  is X , the number of boundary nodes is 

Y , the time complexity of this step is )(XYO . 

B.  Simulations 
In Matlab 7.0, 150 nodes are deployed randomly in 

50m×50m square monitor area, while sink node is in the 
center with the coordination of (25, 25). The value of 
simulation parameters is shown in Table 3[11].  

This paper firstly discusses the effect of sR  on the 
performance of EHRA, and then compares the 
performance of EHRA and 3MeSH. 

(1) The effect of sR  on the performance of EHRA 

sR  has much effect on the performance of EHRA, so 

take { }mmmmRs 11,10,9,8=  to simulate the effect of 

TABLE 2.  
 TABLE OF DISTANCE BETWEEN NODES IN PAIRS 

    Node 
ordinal 

 
Node 

 ordinal 

1 2 …… inum

1 0    

2  0   

……   0  

inum     0 

 

TABLE 3. 
  THE VALUE OF SIMULATION PARAMETERS 

parameter value 

elecE  nJ50  

ampE  nJ50  

DAE (energy consumption of fusing 1 

bit data) 
nJ5  
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Figure 9.  Comparison of network lifetime in different sensing radius of 
EHRA. 

Figure 10.  Comparison of average of energy consumption of EHRA 
per round in different radius. 

Figure 11.  Comparison of average of time consumption of EHRA per 
round in different radius. 

sR  on the performance of EHRA. 
Fig. 9 is the comparison of the life time of network in 

different  value of sR . From Fig. 9 we know that the life 

time is becoming longer with the value of sR  increases. 

For one thing, with the increase of the value of sR , the 
number of redundant nodes becomes bigger every round, 
which can save much more energy. For another thing, in 
the certain region with certain nodes, the longer the 
sensing radius is, the more neighbors one node has, the 
bigger the probability of repairing energy-hole is. While 
the  probability of repairing energy-hole is also 
influenced by the size of cluster, so the difference of 
network lifetime in different value of sR  is not much in 
Fig. 9. 

Fig. 10 is the average of energy consumption of 
detecting and repairing energy-hole caused by failure of 
common node per round. From Fig. 10 we know that 
EHRA has no energy consumption in the case of no 
failure common nodes, once one common node dies, 
cluster head finds out and activates prompt redundant 
node immediately, which consumes energy. Energy 
consumption of detecting and repairing energy-hole in 
one round in different sR  are general the same, this 
because EHRA operates based on the node scheduling, 
cluster head has known all nodes information in its 
cluster, so in the process of finding boundary nods and 
redundant nodes needn’t exchange information. 

Fig. 11 is the average of time consumption of detecting 
and repairing energy-hole caused by failure of common 
node per round. From Fig. 11 we know that the time 
consumption is so small in mRs 8=  that the curve is 
covered by other curves. The time consumption in 

mRs 10=  and mRs 11=  are almost the same, and 

slightly more than in mRs 9= , this because time 
consumption of detecting and repairing energy-hole is 

influenced mainly by the number of neighbors, which is 
influenced by both number of common nodes in cluster 
and their sensing radius. When the sensing radius is short, 
with the increase of radius, the number of neighbors 
increases, the time consumption of finding boundary 
nodes also increases, but when the radius is long enough, 
the time consumption is influenced by the number of 
common nodes in cluster mainly. 

(2) Comparison of EHRA and 3MeSH 
In the simulations of 3MeSH, 20 nodes are activated 

randomly in every round, if other nodes are in the sensing 
of the active nods, the other nodes go sleep, otherwise go 
active. EHRA is operated after nodes scheduling, so in 
the simulations of 3MeSH, the starting is after nodes 
scheduling, every simulation runs 2000 rounds. 

Fig. 12 is the comparison of coverage of 3MeSH in 
different sR . As analyzed above, 3MeSH selects several 
nodes to activate randomly, with the increase of node’s 
sensing radius, the coverage of network increases, but 
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Figure 13.  Comparison of energy consumption per round in different 
sensing radius of EHRA and 3MeSH. 

Figure 14.  Comparison of time consumption per round in different 
sensing radius of EHRA and 3MeSH. 

Figure 12.  Comparison of coverage of 3MeSH in different sensing 
radius. 

can’t reach 100% all the time. This is the most important 
difference between 3MeSH and EHRA. 

Fig. 13 is the energy consumption of 3MeSH per round 
in different sR , and comparing between them and EHRA 

in mRs 10= . From Fig. 13 we know that firstly, energy 
consumption of 3MeSH in one round is more and more 
with the increase of node’s sensing radius, this because 
nodes must broadcast with the radius of sR2  in order to 
keep connectivity of network, which increases the energy 
consumption. Secondly, energy consumption of EHRA in 
one round is much less than the energy consumption of 
3MeSH in one round, this because 3MeSH needs 
exchanging message several times in order to find out 
boundary nodes and energy-hole, while EHRA only 
detects and repair energy-hole when there has node 
failure. 

Fig. 14 is the time consumption of 3MeSH in one 
round in different sR , and compares them with EHRA in 

mRs 10= . Time consumption is similar with energy 
consumption. 

IX. CONCLUSION 

Aiming at the problem of traditional energy-hole repair 
algorithms need operate repeatedly in every round, this 
paper put forward a new energy-hole repair algorithm 
based on cluster, which goes based on redundant nodes 
scheduling. Before common nodes failure, they send 
failure message to their cluster heads immediately, cluster 
heads find out boundary nodes of energy-hole caused by 
the failure nodes, and activate prompt redundant nodes. 
This paper analyzed the time complexity of EHRA, 
discussed the effect of sensing radius on EHRA, and 
compared the performance of EHRA and 3MeSH. 
Simulations illustrated that EHRA can keep the initial 
coverage of network in a certain time, and its energy 
consumption and time consumption of repairing energy-
hole in every round is much less than 3MeSH’s. 
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Abstract—Safety case has already been adopted and 
developed across many industries because it is a good means 
to demonstrate whether software safety is acceptable. 
Despite the wide requirements for safety cases across many 
industries, it is a major challenge to construct compelling 
and general software safety arguments. The general 
development framework for software safety case(GDFSSC) 
and its application method has been discussed in this paper. 
Firstly, construction principle for software safety case from 
the view of hazard is given. Secondly, the general 
development framework for software safety case is proposed. 
Then the application method for the GDFSSC based on 
GSN pattern is elaborated, and braking control software is 
chosen as experimental example for proposed approach. 
The experimental results preliminarily show the proposed 
approach is feasible and more effective to develop a safety 
argument for demonstrating the acceptability of software 
with respect to safety. 

 
Index Terms—software safety, safety case, GSN pattern, 
development framework 

I. INTRODUCTION 

Software is becoming increasingly important in 
assuring the safe operation of defense, aerospace, nuclear 
and railways and so on. Software and its associated 
computing systems (computer system hardware and 
firmware) are used in on-board and ground systems to 
support safety-critical functions such as guidance, 
navigation, and health monitoring. Software is also used 
to produce safety-critical data and to assist in mitigating 
system risks. Therefore the risk associated with the use of 
such software must be identified, characterized, analyzed 
and mitigated until the risk is reduced to the public. It is 
an important and disturbing problem for managers and 
developers how to demonstrate whether software safety is 
acceptable. Currently, safety case is a good means to 
solve this problem. 

The concept of presenting safety-related information 
and arguments in a formal report initially came from the 
nuclear industry, but the notion of ‘safety cases’ is 
originated in major industrial accident control regulations 
introduced in the process sector in the UK in 1984[1]. 
Lord Cullen, in his report on the Piper Alpha accident in 
1990[2], recommended the introduction of a safety case 

regime as part of the regulation of oil and gas facilities 
and operation. The purpose of a safety case is to 
“communicate a clear, comprehensive and defensible 
argument that a system is acceptably safe to operate in a 
particular context” [3]. 

Safety case has already been adopted and developed 
across many industries (including defence, aerospace and 
railways) and is mandated to use in many safety 
standards[4][5]. Extensive work has been done in the area 
of safety case. Adelard developed ‘Assurance and Safety 
Case Environment(ASCE)’ and ‘Safety Case Manual’ 
presents the safety case structure as a set of claims which, 
using an argument, are supported by evidence[6][7]. 
Kelly defined and demonstrated a coherent approach to 
the development, presentation, maintenance and reuse of 
the safety arguments within a safety case[8][9]. Wagner 
constructed the safety case for a cruise control system 
describe in a case study in the automotive domain with a 
special consideration of existing domain-specific 
models[10]. Yuan discussed a more recent, argument-
based approach to achieve and demonstrate computer 
system safety[11]. The challenge of evaluating 
confidence in safety cases is explored in Ref [12].  

Despite the wide requirements for safety cases across 
many industries, it is poorly understood how to construct 
a safety case. On the one hand, many of previous 
approaches primarily focused on the presentation, reuse, 
confidence and tool of safety case, and the studies about 
the development of safety case are not much. On the 
other hand, some example of safety case is applied to a 
particular software product and the features specific to a 
particular software cannot be taken into account in a 
generic application. Thus, it is a major challenge to 
construct compelling and general software safety 
arguments. This is the subject of this paper. 

In this paper, we explore the challenges of providing a 
general framework for making and justifying decisions 
about the arguments and evidence required to assure the 
safety of the software. After construction principle for 
software safety case is given, the general development 
framework for software safety case(GDFSSC) begins to 
be presented. Based on which, the method of applying the 
GDFSSC is proposed and the corresponding GSN safety 
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case pattern libraries are developed. An overarching 
motivation for this work is eventually to advance a 
framework which is possessed of stronger applicability 
and generality in order to develop software safety case 
effectively. 

The rest of the paper is arranged as follows. In section 
2, the related knowledge about safety case and its 
graphical presentation notation is introduced. In section 3, 
the general development framework for software safety 
case(GDFSSC) is proposed. In section 4, the application 
method for the GDFSSC based on GSN pattern is 
elaborated, including GSN safety case pattern for 
GDFSSC, process for constructing software case and 
experiment application. Finally, our work of this paper is 
summarized in the last section. 

II. RELATED KNOWLEDGE 

A.  Safety Case 
The definition from Defence Standard 00-56[13] is 

that ‘a Safety Case is a structured argument, supported by 
a body of evidence, that provides a compelling, 
comprehensible and valid case that a system is safe for a 
given application in a given environment’. 

The core concept is that a safety case should 
communicate a clear, comprehensive and defensible 
argument that a system is acceptably safe to operate in a 
particular context, and context-free safety is impossible to 
argue. A safety case consists of explicit safety claim, the 
evidence that the claim has been met, and the argument 
linking the evidence to the claim. The relationship 
between these three elements is depicted in Figure 1. 
Both argument and evidence are crucial elements of the 
safety case that must go hand-in-hand. Argument without 
supporting evidence is unfounded, and therefore 
unconvincing. Evidence without argument is 
unexplained--it can be unclear that (or how) safety 
objectives have been satisfied [14].  

 
Figure 1.  Structure of safety case 

B.  GSN & GSN Pattern 
Currently, the most well-known notations for 

describing safety cases are graphics-based. The Goal-
Structuring Notation (GSN) is a prototypical example of 
such a notation. The principal elements of the notation 
are shown in Figure 2. These elements are placed 
together to form a goal structure. The purpose of a goal 
structure is to show how goals are broken down into sub-

goals, and eventually supported by evidence (solutions) 
whilst making clear the strategies adopted, the rationale 
for the approach (assumptions, justifications) and the 
context in which goals are stated. For further details on 
GSN see [13]. 

 

 
Figure 2.  Principal elements of GSN 

Safety cases tend to be huge and complex, and thus 
are hard to write and verify. The concept of safety case 
patterns in GSN is introduced in order to reuse successful 
safety cases patterns. Figure 3 shows a simple goal 
structure pattern that uses these extensions. In this 
structure, the top-level goal of system safety (G1) is 
reexpressed as a number of goals of functional safety (G2) 
as part of the strategy identified by S1. In order to support 
this strategy, it is necessary to have identified all system 
functions affecting overall safety (C1) e.g. through a 
Functional Hazard Analysis. In addition, it is also 
necessary to put forward (and develop) the claim that 
either all the identified functions are independent, and 
therefore have no interactions that could give rise to 
hazards (G4) or that any interactions that have been 
identified are non-hazardous (G3). 

C1:Safety Related 
Functions of {System X}

(n=#functions)

S1:Argumen 
over all safety-

related functions 
of system

G1:{System X is Safe}

G2:{Function Y} is 
safe

G3: Interactions 
between system 

functions are non-
hazardous

G3:All system functions 
are independent(no 

interactions)

n

Indicates that element 
remains to be instantiated

Indicates a choice
1 of 2

Indicates a 1-to-
mang relationship

Indicates that element remains to be 
instantiated and then developed

Indicates that element 
remains to be developed  

Figure 3.  GSN Extensions for Pattern Description 

III. GENERAL DEVELOPMENT FRAMEWORK FOR 
SOFTWARE SAFETY CASE (GDFSSC) 
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A.  Construction Principle for Software Safety Case 
It is the process for safety engineer to fight against 

hazard. Hazard comes from the hazardous scenarios, 
which are caused when the interactions between system 
components deviate from the normal behavior. The 
unexpected results that may be dangerous arise from such 
hazardous scenarios. Some of hazardous scenarios would 
involve software because some of software failures are 
the hazard reasons or make the hazard control no action. 
Such software failures are called hazardous software 
failures in this paper. 

The system requirements that prevent system into the 
hazardous scenarios are called system safety 
requirements, and for software, are called software safety 
requirements(SSRs). There are different solutions or 
measures to avoid hazardous software failures of SSRs. 
Such solutions or measures are called software safety 
control, which is the corrective action for hazardous 
software failures. 

We will have confidence in the delivered software as 
long as safety controls are correct, sufficient and realized. 
This is the construction principle for development 
framework for software safety case, as shown in Figure 4. 

cause

Software Safety 
Control(SSC)

Software Safety 
Requirement(SSR)

Hazardous 
Scenario(HS)

Hazard
(HD)

realize

control

Correct and 
Sufficient

Hazardous 
Software Failure

Correct and 
Sufficient

is

is

User

confidence

has

 
Figure 4.  A Sketch Construction Principle for GDFSSC 

The above construction principle is further described 
as follows: 

(1) HDi, i=1,…,n, represents the ith hazard that can 
cause accident. 

(2) HSi,j, j=1,…, o, represents the jth hazardous 
scenario that can cause HDi. 

(3) SSRi,j,k, k=1,…, p, represents the kth software 
safety requirement that is derived from HSi,j. 

(4) SRCi,j,k,m, m=1,…, r, represents the mth software 
safety control that can realize SSRi,j,k. 

The following gives the conditions on basis of the 
above definition. 

Condition 1: If there is any of an unacceptable 
hazardous scenario, the system will remain in the hazard 
condition. In other word, the system will be safe if all of 
unacceptable hazardous scenarios do not happen. This 
can be expressed in (1). 

,

1

[1, ], ~ ~
o

i j i

j

i n HS HD
=

∀ ∈ ∩     (1) 

Condition 2: Software safety requirement can 
prevent the hazardous scenarios to appear, which can be 
expressed in (2). 

[1, ], [1, ]i n j o∀ ∈ ∀ ∈ ， 

, , ,

1

~
p

i j k i j
k

SSR HS
=
∩                                 (2) 

Condition 3: Software safety control can ensure the 
correct of software safety requirement, which can be 
expressed in (3). 

[1, ], [1, ], [1, ]i n j o k p∀ ∈ ∀ ∈ ∀ ∈ ，

, , , , ,

1

r

i j k r i j k
m

SRC SSR
=
∩                            (3) 

Corollary 1: The condition 1, condition 2 and 
condition 3 will be founded at the same time and the HDi 
will not occur if all of the software safety controls (i.e. 
SRCi,j,k,m, [ ] [ ] [ ] [ ]i 1,n j 1,o k 1,p m 1, r, , ,∈ ∈ ∈ ∈ ) are 
correct and sufficient. Thus, we have confidence in the 
delivered software. 
B.  General Development Framework for Software Safety 
Case(GDFSSC) 

Under the guidance of the construction principle for 
software safety case, the general development framework 
for software safety case(GDFSSC) is proposed as shown 
in Figure 5. The elements in GDFSSC are organized into 
the package, and there are seven packages altogether. 
Table 1 gives the relation between the structure of safety 
case and the packages of GDFSSC. 

TABLE I.   
THE RELATION OF SAFETY CASE STRUCTURE AND GDFSSC 

No Safety Case 
Structure the Package of GDFSSC 

1 Safety Claim 1) Software Safety Claim Package  

2 Safety Argument 

1) Software Safety Requirement Analysis 
Package 
2) Hazardous Software Failure Analysis 
Package 
3) Realization Package for Hazardous 
Software Failure Alleviation  
4) Verification Package for Hazardous 
Software Failure Alleviation 
5) Software Safety Process Package 

3 Safety Evidence 1) Software Safety Evidence Package 
2) Software Safety Process Package 
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Figure 5.  Development Framework for Software Safety Case 

 
The framework considers the construction of the 

software safety case in terms of the three primary stages: 
1) The acquisition of software safety claim 
2) The constituent of software safety argument 
3) The selection of software safety evidence 
From the concept of software safety, software safety 

claim is set ‘software can be considered acceptably safe 
in the context of a particular system’. Once the software 
safety claim has been identified, an argument is required 
to show that the software safety claim has been met. 
However this is not sufficient to demonstrate the 
acceptability of the software. In this paper we identify 
two types of evidence that are required for a complete 
software safety argument: 

(1) Validation Argument Demonstration that the set 
of argument objects is complete and “accurate”, e.g. 
cover all hazards to which the software can contribute. 

(2) Satisfaction Argument Demonstration that all 
argument objects have been met.  

Satisfaction argument is obtained based on product-
based approach, that is, explicit evidence of safety, 
directly linked to the safety requirements of the system.  

First, software contributions to system hazards are 
acquired from hazard reason and hazard control. Software 
safety requirements are developed to mitigate the 
contributions of software to system hazards. Thus, 
software is acceptably safe if all of software safety 
requirements are satisfied; Then, that software safety 
requirements are not satisfied means means software has 
failed. These failures are called hazardous software 
failures. Therefore, software safety requirements can be 

demonstrated to satisfy if hazardous software failures are 
eliminated or mitigated; Last, hazardous software failures 
will be not eliminated or mitigated if software has 
defects(i.e. hazardous failure reason). That is, there are 
not proper corrective action to avoid the occurrence of 
hazardous software failures. Program code and testing 
may verify that software has not defects to contribute to 
hazardous software failures. 

The premise of satisfaction argument is that argument 
objects are completely and correctly obtained, including 
software safety requirements, hazardous software failures, 
code and the result of testing, which can be demonstrated 
to meet by validation argument. Validation argument is 
obtained based on process-based approach, that is, 
recommendation or prescription of development 
processes and methods, including six aspects that are 
software personnel capability, software tool use, software 
process specification, software development method, 
software verification and related software environment. 
Safety is determined by an appeal to the quality of the 
process.  

IV. APPLICATION METHOD FOR THE GDFSSC BASED ON 
GSN PATTERN 

GDFSSC has identified the types of evidence that are 
required and gives guidance on the structuring of the 
argument, and it is conceptual and independent of 
approaches that could be used for its implementation. A 
suitable approach for applying the framework and 
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constructing software safety arguments based on GSN 
pattern is presented as followings. 

A.  GSN Safety Case Pattern for GDFSSC 
Safety case patterns are based upon reusable goal 

structures that can be instantiated to aid the construction 
of parts of a safety argument. First the GDFSSC is made 
an abstraction using the connotation of safety case pattern, 
and then it is described by the GSN pattern. GSN safety 
case patterns for GDFSSC consist of a collection of 
highly interrelated patterns which can be combined to 
form a software safety argument. Dependent on the 
system being assessed, a selection of patterns can be 
made. These patterns can then be instantiated and joined 
together to develop a specific safety argument. There are 
six GSN safety case patterns for GDFSSC: 

1)  System Level Safety Argument Pattern 
2) Software Contributions to System Hazards Pattern 
3) Software Top Level Safety Argument Pattern 
4) Software Safety Requirement Satisfaction Pattern 
5) Hazardous Software Failure Elimination Pattern 
6) Software Corrective Action Satisfaction Pattern 
The architecture in Figure 6 shows the interactions of 

these patterns. When instantiated, a number of patterns 
have undeveloped goals for which another pattern may 
provide a suitable decomposition. 

System Level Safety Argument PatternSystem Level Safety Argument 

Software Contributions to System 
Hazards 

Software Top Level Safety Argument 

Software Safety Requirement Satisfaction 

Hazardous Software Failure Elimination

Software Corrective Action Satisfaction
 

Figure 6.  Architecture of Safety Case Patterns for GDFSSC 

For example Software Top Level Safety Argument 
Pattern, it is used to identify the argument approach used 
for demonstrating the acceptability of a particular 
software safety requirement (SSR). It expands on the 
undeveloped goal ‘software is acceptably safe in 
particular system’ from the Software Contributions to 
System Hazards Pattern. 

As at the software level, this pattern identifies the 
primary claims for developing a software safety argument 
(validation, satisfaction). For satisfaction, the pattern 
identifies the individual software safety requirements, and 
develops an argument that each of SSRs has been 
satisfied. For each claim about an individual SSR further 
decomposition of the argument is required before specific 
items of evidence can be identified. These claims can be 
developed further using the Software Safety Requirement 
Satisfaction Pattern. For validation, the pattern identifies 

the process factors related SSRs, and specific items of 
evidence can be identified for the claims about process 
factors.  

Figure 7 describes this pattern using GSN pattern, and 
it contains nine goals, four strategies, two contexts. Two 
contexts and one goal need to be instantiated, and six 
goals need to be developed. 

 
Figure 7.  Goal Structure for Software Top Level Safety Argument 

Pattern 

B.  Process for constructing software case 
To better instantiated, the process for constructing 

software case based on GSN pattern is given as 
followings: 

Step 1: The list of system hazards needs to be 
identified, and the process factors related system hazards 
identification need to be also obtained. Then the severity 
for each of system hazards needs to be analyzed. Based 
on which, the system level safety case for specific 
software can be developed according to System Level 
Safety Argument Pattern. 

Step 2: The hazard reasons and hazard controls for 
each of system hazards need to be discussed, and then 
software contributions to system safety case may be 
constructed in accordance with Software Contributions to 
System Hazards Pattern. 

Step 3: Software safety requirements need to be 
obtained, at the same time the process factors related 
SSRs obtainment need to be considered. The safety level 
safety case can be created on the basis of Software Top 
Level Safety Argument Pattern. 

Step 4: The hazardous software failures, failure 
reasons and corrective actions need to be analyzed for 
each of software safety requirements. The safety case for 
software safety requirement satisfaction can be developed 
based on Software Safety Requirement Satisfaction 
Pattern. 
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Step 5: The safety case for hazardous software failure 
elimination or mitigation on according to Hazardous 
Software Failure Elimination Pattern. 

Step 6: The program code and the testing result need 
be obtained. The safety case for the realization of 
hazardous software failure corrective actions can be 
constructed based on Software Corrective Action 
Satisfaction Pattern. 

C.  Experiment Application 
A safety case has been constructed for safety-critical 

braking control software(BCS) as an experimental 
example for proposed approach. BCS is part of aircraft 
braking system(ABS), used to brake the wheels while 
touching the ground. 

According to the process for constructing software 
case, we first identify the ABS hazards by literature 
research, historical data, expert interviews and 
brainstorming. At the same time the severity of ABS 
hazards is analyzed. Then BCS safety requirements are 
developed after BCS contributions to the ABS hazards 
are obtained. And then we analyze the hazardous 
software failures, failure reasons and failure corrective 
actions for each SSR using FMEA method. Last we 
construct BCS safety arguments based on six GSN safety 
case patterns for GDFSSC. To space limitations, here are 

just a part of the application result. The ABS hazard and 
its serverity is shown in table 2. Table 3 gives the BCS 
contributions and SSR to the hazard ‘explosion or fire’. 
Figure 8 shows the safety level safety case for BCS. 

TABLE II.   
THE ABS HAZARD AND ITS SEVERITY 

Hazard Severity 
explosion or fire Catastrophic 
brake weakness Hazardous 

slip and deviation Hazardous 
oil pollution Major 
false alarm Minor 

TABLE III.   
BCS CONTRIBUTIONS AND SSR TO THE HAZARD ‘EXPLOSION OR FIRE’ 

Hazard Software contributions to hazards SSR 

explosion 
or fire 

BCS should have the function of grounding 
protection. ABS will not brake if there are 
the brake instructions when plane is in the 
air. The brake command is delayed when 

plane is on the ground. 

grounding 
protection

BCS should have the function of tire 
pressure monitoring. The brake is released 

when a single tire bursts. Antiskid is 
removed when more than two tires burst  

pressure 
monitoring

 

 
Figure 8.   The safety level safety case for BCS 

 
The BCS safety case developed according to the 

proposed approach in this paper has been approved by 
some stakeholders, e.g. there are designers, operators, 
managers and evidence providers. The application result 
preliminarily shows the proposed approach is feasible and 
more effective to develop a safety argument for 
demonstrating the acceptability of software with respect 
to safety. 

V. CONCLUSIONS 

Thus, it is a major challenge to construct compelling 
and general software safety arguments. 

This paper has presented a general framework that can 
identify the types of the required evidence, and its 
application method for generating software safety 
arguments. Both the underlying concepts and a method of 
implementation have been described. This framework 
including validation argument and satisfaction argument 
is a feasible approach to demonstrating the contribution 
of software to system safety, and it would help to 
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improve the demonstration of software safety. Thus their 
practical use, it is hoped, will help to produce safer 
software.  

The following work about this research is to apply 
this framework and its application method on a real 
project in order to further illustrate the effectiveness of 
the proposed approach. 
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Abstract—This paper proposes a framework of multisource 
geo-knowledge discovery with association rules. Taking into 
account spatial data exist semantic fuzziness, and the 
conversion between qualitative concept and quantitative 
description is uncertain, in our study, conceptual partition 
algorithm and membership grade judgment algorithm 
based on cloud model was used. Meanwhile, there are many 
correlations among concepts in the field of geoscience, and 
the underlying correlation also need to be found with 
different membership grade functions, therefore, a method 
of multi-level association rules mining was proposed. In 
order to enhance frequent item set discovery efficiency, 
improved FP (Frequent Pattern)-Growth algorithm was 
presented. The algorithm was used in the empirical research 
on judgment of fault property at the south of Longmen 
Mountains in Chengdu city of China. The empirical result 
shows that the improved FP-Growth model acts better in 
frequent item-set mining. 
 
Index Terms—geosciences data, multi-level association rules, 
cloud model 
 

I.  INTRODUCTION 

With the development of geophysical exploration, 
geochemical exploration, land surveying and remote 
sensing, a vast amount of associated data has been 
collected, which makes it possible for scientists to reveal 
the internal constitution of earth. Many scholars have 
contributed to the multi-source geospatial knowledge 
discovery include the research on geospatial data 
knowledge discovery and research on association rules 
algorithm. Fauvel, et al. (2012) researched on a spatial–
spectral kernel based approach for the classification of 
remote-sensing images, the proposed method deals with 
the joint use of the spatial and the spectral information 
provided by the remote-sensing images [1]. Linear 

feature of remote sensing image was recognized with the 
Bayes classifier and genetic algorithm [2]. Quintero, et al 
(2012) presented FERD, a methodology aimed to 
automatically identify, extract and describe relevant 
spatial objects contained in raster spatial datasets [3]. 
Zheng and Zhou (2011) predicted the location 
information with Warrants theory [4]. Other research on 
geospatial data knowledge discovery such as gravity flow 
among gravity anomaly with the graph theory and 
shortest path theory, the visualization technologies used 
in spatial data mining as well as typical applications, 
seismicity of the Longmen Mountains fault zone and its 
vicinity before the 12 May 2008 Wenchuan Ms8. 0 
earthquakes, etc [5]-[7]. In addition, research on 
association rules algorithm main include three aspects, 
research on efficiency of association rules algorithm, 
algorithm adaptability and geospatial uncertainty, which 
can be described as following. 

1. Research on efficiency of association rules 
algorithm. The Apriori algorithm was first proposed by 
Agrawal, he proposed the association rules based on 
candidate item set [8]. After this, many scholars proposed 
improvement based on the algorithm in order to improve 
the efficiency of operations. The classical algorithms are 
AprioriTid algorithm, AprioriHybrid algorithm, 
transaction reduction technique and so on [9]-[10]. In 
addition, the different data structures to further improve 
the efficiency of association rule discovery algorithm in 
many Chinese scholars [11]-[13].  

2. Research on algorithm adaptability. Study on the 
applicability of the algorithm mainly included research on 
multi value attribute association rules, research on the 
multilevel association rules mining, association rules with 
constraints, positive and negative association rules, 
classification association rules, and sequence association 
rule. Among, association rules can be divided into two 
kinds of boolean type (such as Apriori algorithm) and the 
multi value type. Li, et al (2004) extended the original 
transactional database by the method of similar attribute 
set, making the association rules available to be applied 
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Foundation of China (No.41174007) and Graduate Innovation Fund
Program (No.CXJJ-2013-436, No.CXJJ-2013-445) of Shanghai
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to the multi value attributes [14]. Fdez, et al (2009) 
presented a new fuzzy data-mining algorithm for 
extracting both fuzzy association rules and membership 
functions by means of a genetic learning of the 
membership functions and a basic method for mining 
fuzzy association rules [15]. Research on the multilevel 
association rules mining is mainly divided into two kinds 
of model, one is attribute-oriented induction method, the 
other is method based on concept tree. Wang, et al (2009) 
discussed the method of attribute induction threshold 
determination and multilayer multidimensional attribute 
generalization, proposed the Hastu concept climb method 
based concept lattice development to solve the problem 
that the granularity is too coarse or small to mine [16]-
[17]. Manda, et al (2013) presented a data mining 
approach, which is called Multi-Ontology data mining at 
All Levels (MOAL) [18]. Hsu, et al (2004) focused on 
using correlation of multiple reference attribute threshold 
to improve the efficiency of generalization and accuracy 
of knowledge discovery, and gave the general path and 
approach of attribute induction. Knowledge discovery 
process with attribute oriented generalization method 
focus on how to control information thickness to meet the 
requirements of the rules discovery [19].  

3. Research on geospatial uncertainty. Geospatial data 
bears many kinds of uncertainties, such as uncertainties 
caused by approximation in data sampling process and 
model abstract, conversion between spatial concept and 
spatial data and so on. Therefore, in the face of the 
unavoidable problems, many scholars began to make 
research, which can be divided into the following two 
categories: the uncertainty of spatial relationship and 
spatial reasoning. Research on the uncertainty of spatial 
relations is mainly based on the following theories: the 
theory of probability, the rough set theory, evidence 
theory, and cloud theory [20]-[22]. In the geometric space, 
uncertainty reasoning between geometry is the main 
research direction of spatial reasoning. Viard and Lévy 
(2011) reviewed a typical example of decision making 
under uncertainty, where uncertainty visualization 
methods can actually make a difference [23]. Yao and Li 
(2008) first defined different geometric space features, 
then introduced spatial relations to define that between 
geometric bodies, established relevant inference 
mechanism [24], while Justice, et al (2011) combined 
spatial attribute and non-spatial attribute inference 
mechanism [25]. 

Up to now, many scholars have theoretically studied 
on spatial knowledge discovery, constraints of current 
research are as follows: 

Firstly, the spatial data is often of multi-source and 
multi-level, which is often handled through the 
conversion of data into raster image, then visual 
interpretation. The disadvantages are as follows: 

(1) The method is not conducive to the discovery of 
new knowledge, can only played great part in verifying 
prior knowledge and is more difficult to find new 
knowledge. 

(2) The method is not conducive to deal with large-
scale data, can’t process large-scale data due to the 

adoption of visual translation, affected the efficiency of 
data processing. 

(3) Visual interpretation is subjective, results 
interpretation of different specialist is difficult to be 
quantified and popularized. 

Secondly, the spatial data are fuzzy and uncertainty, 
we often need such expressions as " around the top,100 
meters south of landslide displacement", and the 
traditional method of data-discretization is based on hard 
division method that divides concept into either this or 
that, the description of the uncertainty is not exact.  

 Thirdly, traditional association rule-mining is only 
applicable to single-level data. While geospatial data can 
often be hierarchically processed in accordance with 
elevation, it is necessary to discover knowledge at 
different information granularity .For example, mining at 
coarse granularity level so as to find the common 
meaning of knowledge, but the information granularity is 
too high and may leads to over-generalization of the rules 
discovered. Therefore, one of the problems of the 
traditional single level association rules is very difficult 
to carry out effective mining at appropriate level to find 
the useful knowledge. 

Finally, apriori algorithm based on candidate item sets 
is widely used to generate frequent item sets, which 
greatly influences the efficiency of the algorithm due to 
the need to scan the database many times while 
generating frequent item sets. While the FP-Growth 
algorithm only needs to scan database two times to 
generate frequent item sets due to the unique data 
structure (FP-Tree structure), but it repeats traversal of 
parent node path while constructing the FP-Tree data 
structure, so the FP-Tree tree structure will show 
explosive growth in the face of massive data, which still 
affects the efficiency of data mining. 

II KNOWLEDGE DISCOVERY FRAMEWORK BASED ON 
MUTI-SOURCE GEOSPATIAL DATA  

For some existing problems mentioned above in the 
field of multi-source geoscience knowledge discovery, 
this paper puts forward a complete set of geological 
knowledge discovery framework based on mining 
association rules  which is as shown in Fig. 1. 

 
Figure 1.  Geological knowledge discovery framework 
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First of all, characteristic data relevant to the research 
goal is found through feature extraction, then combined 
into a corresponding database, with which implicit 
knowledge is discovered with association rules 
automatically to avoid shortage visual solutions 
translation brings. Secondly, in the process of data 
preprocessing, considering the uncertainty of spatial 
relations, "cloud" model was introduced to partition 
continuous data of numerical type, and dynamically 
determines the membership degree in order to avoid 
shortage caused by hard partition problems. Finally, in 
order to mine in different information granularity level, 
this paper constructs multi-level association rules 
algorithm, improves the relevant frequent item sets and 
constructs improved FP-Growth algorithm. 

A Data Preprocessing Based on "Cloud" Theory 
1. Concept partition algorithm based on "cloud" theory 
Combined with the "cloud" theory, data fitting method 

will be applied to concept partition according to 
distribution characteristics of data in this paper. 
According to the basic idea of data fitting and a certain 
rule, spatial data of any irregular distribution are 
mathematically transformed so as to generate a set of 
atomic concepts and make the distributed spatial data 
become the superposition of several concept of different 
size. The basic idea is expressed as in (1). 
 

1
( ) ( ( ))n

i ii
g x c f x ε

=
= ∗ +∑ and 

1
0 ( ( ) ( ( ))) )n

i ii
Max g x c f x ε

=
< − ∗ <∑  (1) 

Where ( )g x  denotes distribution functions for data,  
( )if x  denotes a set of atomic concepts, n denotes the 

number of concept superposed, ε denotes the value of 
deviation. The number of concept N can be controlled by 
a given deviation value, the less ε is, the greater n is, the 
greater ε is, the less n is. Due to the uncertainty of spatial 
data, cloud model theory is introduced in this paper. 
According to the cloud model theory [30], the expected 
function of cloud model is defined. According to ideas 
above, flow chart of the concept partitioning algorithm 
based on the cloud model constructed in this paper is 
shown as Fig.2.  

 
Figure 2.  Flow chart of concept partition algorithm based on "cloud" 

theory 

2. Determination algorithm of numerical data based on 
cloud model 

After implementation of the above concepts 
partitioning, atomic qualitative concept set Ex, En and He 
three features can be got, then which one of m concepts it 
belonged to can be determined, that is determination of 
membership degree of a numerical attribute value, with 
the use of X conditions and the introduction of cloud 
generator roulette thought, the membership degree is 
determined according to a certain distribution so as to 
realize uncertainty division of numerical data. Specific 
reference is as shown in Fig.3. 

 
Figure 3.  Program flow chart of determination algorithm of numerical 

data based on cloud model 

B.  Frequent Item Discovery Algorithm Based on FP-Tree 
The traditional Apriori algorithm needs to produce a 

mass of candidate item sets in the implementation process, 
which will lead to huge I/O overhead. This paper argues 
that it can be solved by changing the structure of FP-Tree 
and search mode of conditional pattern base. This paper 
firstly added a new domain in the TP-Tree structure: 
proute, which is used for saving sub condition pattern 
base for each node, scanned database with above 
algorithm for generating FP-Tree to generate FP-Tree 
structure T, then started the implementation of FP-
Growth algorithm and this paper has made the 
corresponding improvement. The detailed steps are as 
follows: 

Step 1: Traversal frequent item header of each set in 
sequence from small to large, look for the position at 
which node first appears in the tree to find path to the 
root node, for every parent node ,for, judge whether the 
Proute domain is null, if it is null, write the prefix subtree 
(the path from the node to the root node) into proute 
domain, or read the value, namely complete prefix path-
the conditional pattern bases denoted as<CPB> .It can be 
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seen in this step that, Unlike FP-Growth algorithm, 
improved algorithm needs to record every node of the 
prefix subtree and if the prefix subtree of the node has 
been iterated before that it is enough to just read value 
without the need to traverse again so as to improve the 
efficiency. 

Step 2: Look for the next node of the same name 
according to the link domain of the node, calculate the 
conditional pattern bases and denote it as <CPB, 1> by 
the same method;. Then according to the node link 
domain of the node to find next node of the same name, 
follow such steps for traversing all the node of the same 
name. 

Step 3: Merge all the sub condition pattern base and 
call FP-Tree algorithm to construct the sub condition 
pattern base FP-Tree. 

Step 4: Repeat steps (1) - (3), leaving only the root 
node of the first constructed FP-Tree, and then the 
algorithm terminates. 

C . Multi-Level Association Rules Algorithm (MLAR) 
Combined with the above discretization results gained 

by "cloud model" and the improved FP-Growth algorithm, 
Multi-Level Association Rules Algorithm (MLAR 
algorithm) is constructed in order to mine useful 
information in different information granularity level. 
The single level association rule can’t satisfy the need of 
user to view knowledge in different information 
granularity scope, while implicit premise of multi-level 
association rules discovery is to establish a concept 
hierarchy tree for each attribute, which is mainly reflected 
in the following aspects. The overall flow chart of the 
MLAR algorithm is shown in Fig.4. 

 
Figure 4.  Flow chart of MLAR 

III PREDICTION OF FAULT PROPERTY IN CHENGDU OFFICE 
AREA BASED ON MLAR 

The fault is a kind of geological phenomenon, which 
makes original strata deform and fracture because of 
movement and interaction between plates, then lead to 
diastrophism of the earth's crust, Thus fault is created. 
Aggregation of two or more faults is called fault zone. As 
a kind of special geological phenomenon, fault should be 
made deep research on to provide important information 
for further understanding of plate tectonics in related 
areas and earthquake prediction.  

In this paper, we take fault in Chengdu Office area 
(28 ° ~32 ° E, 102 ° ~108 ° N) as research subjects (Fig.5) 
to study how to use other geological data to determine 
nature of fault by the method of multilevel association 
rules algorithm based on geo spatial data . 

 
Figure 5.  Fault in Chengdu Office area 

A  Research Objectives and Data 
According to the known fault location and attribute 

information, we study the relationship between it with the 
other one, then predict the category the unknown fault 
belongs to with knowledge gained from association rules 
(such as thrust fault, reverse fault, compress shear 
faults).Thus, we collected geo spatial data in the Chengdu 
office area including fault data including gravity data, the 
aeromagnetic data, DEM elevation data. According to 
research objective and combined with expert knowledge, 
we extracted some feature possibly related to fault 
formation and properties based different data by different 
methods, which was mainly processed in Surfer 8 
software and ArcGis 9.1 software. After data integration, 
spatial overlay operations, two-dimensional data table 
was finally formatted as shown in Table I. 

TABLE I.   
PART OF FAULT DATA AFTER PROCESSED 

Attribute Instruction Resource 

ATTR Fault type Vector data of fault 
Directio

n 
Wether consistent with 

terrain trends or not Vector data of fault 

STDDE
M 

Standard deviation of 
DEM DEM 

AVGDE
M Mean value of DEM DEM 

STDMA
G 

Standard deviation of 
magnetism 

Aeromagnetic data after 
preprocessed 

AVGM
AG 

Mean value of 
magnetism 

Aeromagnetic data after 
preprocessed 
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AVGGR
A Mean value of gravity Gravity data after 

preprocessed 
STDGR

A 
Standard deviation of 

gravity 
Gravity data after 

preprocessed 
AVGM

AG0 
Mean first derivative of 
aeromagnetic, 0 degree 

First derivative data of 
aeromagnetic, 0 degree 

STDMA
G0 

Standard deviation of  
the first derivative of 

aeromagnetic, 0 degree 

First derivative data of 
aeromagnetic, 0 degree 

AVGM
AG90 

Mean first derivative of 
aeromagnetic,90 degree

First derivative data of 
aeromagnetic, 90 degree 

STDMA
G90 

Standard deviation of  
the first derivative of 

aeromagnetic, 90 degree

First derivative data of 
aeromagnetic, 90 degree 

STDMA
G45 

Mean first derivative of 
aeromagnetic,45 degree

First derivative data of 
aeromagnetic, 45 degree 

... ... ... 

B  Implement of Multi-level Association Rules Algorithm 
MLAR (multi-level association rules) algorithm is the 

key algorithm of multi-level association rules mining. 

According to the definition of association rules: the form 

of association rules is ,BA ⇒  implication, 

,A I B I⊂ ⊂ ，and,  A B φ∩ = ,  any items in B are 

not ancestors of A. Among, A and B are respectively 

called premise and conclusion of association 

rules .BA ⇒ its support is denoted as support 

)(sup)(sup BAportBAport ∪=⇒ and 

sup ( )( ) 100%
sup ( )

port A Bconfidence A B
port A

∪
⇒ = ×

 as 

confidence, where A and B denote both frequent item sets. 

We define minimum support degree generating 
association rules as 20% and the minimum confidence as 
60%, 73 association rules meeting the conditions were 
generated according to the frequent item sets. in order to 
judge the quality of association rules, we introduced the 
scoring mechanism: 

 
Where score denotes the final score (the higher the 

better), so we picked the top 8 association rules, which 
are shown in Table II. 

TABLE II.   
ASSOCIATION RULES FOUND 

No Succedent 
item Antecedent item Support 

(%) 
Confidence

(%) Score

1 
ATTR = 
general 

fault 

AVGGRA_3 = 
5 1 2 and 

STDGRA_2 = 6 
2* 

34.43 90.79 68.246

2 
ATTR = 
reverse 

fault 
STDDEM_3 = 1 

1 2 33.22 86.18 64.996

3 
ATTR 

=thrusting 
nappe 
fault 

AVGMAG0_2 
= 7 2* and 

AVG_GRA45_2 
= 19 2* 

22.84 92.82 64.828

4 ATTR = 
reverse 

AVGGRA_3 = 
5 1 2 and 21.09 92.75 64.086

fault AVGGRA4513_
3 = 11 2 3

5
ATTR = 

transpressi
onal fault

AVGDEM_3 = 
2 1 2 and 

AVGGRA45_2 
= 18 2*

12.13 97.3 63.232

6
ATTR = 
general 

fault 

STDMAG_3 = 3 
1 2 and 

AVGMAG0_2 
= 7 2*

14.27 93.81 62.194

7
ATTR = 
general 

fault 

STDDEM_3 = 3 
1 2 and 

AVGGRA45_3 
= 18 2 3

10.27 96.81 62.194

8
ATTR = 
thrusting 
napped 

fault

AVGGRA_3 = 
5 1 2 and 

STD_GRA0_3 
= 26 1 1

7.54 98.55 62.146

After analysis above, it can be seen that association 
rules No. 1, 3, 5, 6 etc, contained frequent item sets of 
different levels, for example antecedent of No. 1 
association rule can be explained that if the average 
gravity anomaly value of both sides of the fault belongs 
to the second concept at the third layer of attribute 
concept tree and the standard deviation belongs to the 
second concept at the second layer of attribute concept 
tree, the fault can be introduced as a general one, the 
support degree of the rule is 34.43% and confidence is 
90.79%. The higher level is (i.e. the level number 
smaller), the more general concept represented is, that is 
the coarser information granularity is, so it can be seen 
that there are both the concept of third layer and that of 
second layer in the two antecedent conditions of the rule 
No. 1, so the algorithm successfully realized discovery of 
the multi level association rules at various levels of 
concept tree. Compared to the original single association 
rules that can find only relationship among leaf nodes, 
multilayer association rules can discover knowledge more 
effectively. 

 
Figure 6.  Diagram of result of MLAR 

IV RESULT VALIDATION 

At the junction region of Chengdu palace’ southwest 
and Sichuan basin, after a series of geological survey 
during 90's of 20th century, a series of faults was found in 
the region such as the Peace River line fault mentioned in 
literature, as well as Blackwater River fault zone. The 
fault zone along Anning River refers to the fault north 
TianWan in Shimian County, south through Mianning, 
Xichang, Dechang, Miyi to Jinsha River in Panzhihua, 
north-south trending faults, and the Blackwater River 
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fault zone refers to the fault from Haining Puig to Yuexi 
line, with total length of 130km, which also presents 
North South direction. The approximate position of fault 
zone along Anning River and that along the Blackwater 
river is as shown in A area as shown in Fig.7. The 
projection has a geographic coordinate system associated 
with it. 

 
Figure 7.  Diagram of fault zone along Anning River and Blackwater 

river  

According to the related fault evidences, micro 
topography, mutation belt or seismic activity and other 
related evidence. It is indicated that the regional faults 
have features own by reverse faults, Further, the fracture 
zone presents certain extrusion characteristics. In this 
section, this paper will verify the conclusions mentioned 
above based on the results of association rule mining. For 
faults in the area mostly showed a north-south orientation, 
I first use the related function of ArcGis to draw 50 
North-South fault line in Region A, the 50, for 
simplicity ,I assume that the fault lines are parallel. As is 
shown in the black box in Fig.8 

 
Figure 8.  50 simulated fault 

According to using feature extraction steps mentioned 
above, we extract 31 relevant attributes of the simulated 
50 fracture, determine that the objective of the study was 
to determine the nature of the fault. Organize relational 
tables used for data mining according to 50 simulated 
faults. Using 8 association rules as shown as Table III to 
process the data, finally obtain the results as shown in 
Table III: 

TABLE III.   
FAULT TYPE JUDGED ACCORING ASSOCIATION RULE 

No. Fault type 25 Reverse fault 

1 NULL 26 Reverse fault 

2 Reverse fault 27 Reverse fault 

3 Reverse fault 28 Reverse fault 

4 NULL 29 Transpressional fault 

5 Reverse fault 30 Transpressional fault 

6 Reverse fault 31 Transpressional fault 

7 Reverse fault 32 Transpressional fault 

8 Reverse fault 33 Transpressional fault 

9 Reverse fault 34 Reverse fault 

10 Reverse fault 35 Reverse fault 

11 Transpressional 
fault  36 Reverse fault 

12 Transpressional 
fault  37 Reverse fault 

13 Reverse fault 38 Reverse fault 

14 Reverse fault 39 Reverse fault 

15 NULL 40 Reverse fault 

16 NULL 41 Transpressional fault 

17 General fault 42 Reverse fault 

18 General fault 43 Reverse fault 

19 Reverse fault 44 Reverse fault 

20 Reverse fault 45 Reverse fault 

21 Reverse fault 46 NULL 

22 Reverse fault 47 NULL 

23 Reverse fault 48 Transpressional fault 

24 reverse fault 49 general fault 

  50 general fault 

Among 50 fault used for prediction, the number of 
thrust is 31, accounting for 62%, transpressional faults 
are 9, accounted for 18%; the general fault 5, accounting 
for 10%; fault unable to define 5, accounting for more 
than 10%.Fault unable to predict is fault that does not 
meet any one of the 8 association rules above. On specific 
information, please refer to Fig.9. 

 
Figure 9.  Prediction result of fault property 

It can be seen from the results that, in Region A, 
reverse fault is in the majority, followed by 
transpressional faults that accounted for 18%, which is 
consistent with the description of nature of fault in 
existed literature .While general faults and unpredictable 
faults appear due to the emergence of a certain 
deviation .After all, the simulated fault is different from 
that in reality in location, direction and so on. But the 
sum of the two fault accounted for only 20% within the 

A 
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acceptable range. The results confirm the prediction of 
other scholars on the nature of regional fault judgment 
from the viewpoint of probability, which confirms the 
reliability based association rule conclusion. 

V. CONCLUSION 

This paper proposes a framework of multi- source 
geospatial knowledge-discovery with focus on 
association rules, which is aimed primarily at multi-
source geospatial knowledge discovery problems. The 
empirical research shows that the improved FP-Growth 
model acts better in frequent item-set mining. But for 
time, we didn’t research into topology relations and 
location relations, which are focus of attention. A further 
improvement is expected. 
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